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=. FHFB

(—) EHEER

ESET 3 528Kz E IR Trickbot 27 M4

H#5: 2020-10-12

=

=

FR%: ['ESET', 'Microsoft', ‘Trickbot', '‘Botnets']

ESET E5HMx. Lumen'tE FRIEERSLIGZ= (Black Lotus Labs’), 'NTT Ltd & 1E£E
FBFE1E, REBIR Trickbot P ML, Trickbot BRMITRRIT RS REZ—,
ESET B RS, RIHEE. EFNNGS. EHIRS =SS IP AizIEME T
oafk, HALLCE, Trickbot —BEREBMABFEZE, ESET F 2016 FRENRGUE]
Trickbot, XL, Trickbot AURIRNBTtHEIRE, (FEMNNBRIMEEKR, Sinixis
RNz —,

5

ESET takes part in global operation to disrupt Trickbot

httpksb://www.weﬁvesecuth.com/ZOEOﬂO/12/eset—tal<es—part—g\obal—operation—disru pt-
trickbot/

“PriFS INEZT EF NENERN RABIG
HEA: 2020-10-15

FR 5

(===F

Kb

#5%: ['Cisco Talos', 'Lemon Duck’, 'Botnet’, 'Cryptomining’, ' XMR', 'Monero', 'Covid-19']

Cisco Talos BUFARARZE SN, "1TEIS IIZY EFMNESAERIZRAMIE, Cisco Talos B9
—IDIREFR, ATLURER Windows F Linux IREHIEBF ML, SEBRISERINEESmLt

XMR#2HE monero Il&SRm, REEFMWEREL 2018 & 12 B#iEEFE, ENRAR
—HBETER 8 BLURMIZHYESN, BFMEREATEZRE, ¥ AETENLE, 2020 F 8
B, &2 X7 Sophos BI—piREIEL, IIEEFMNENzEmEEFaERLL covid -19°

NEBRIBFEME, BEZEBTFSEEEERIM .
5

'Lemon Duck' Cryptominer Activity Spikes
https://www.databreachtoday.com/lemon-duck-cryptominer-activity-spikes-a-15186

IAmTheKing 1 SlothfulMedia & &4k {4 X &

HHi: 2020-10-15

=

e

R ['CISA', 'SlothfulMedia’, TAmTheKing', ‘Malware', ‘Securelist’, 'DHS CISA']
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202010 B 1H, DHS-CISAHAT T —1579 SlothfulMedia ARSI HZIEAYE

Bo 2018F 6 H, securelist EF RMZFIEHITEBIHFARPAIMAGEEIEG TR, &
o T BXREIAMTheKing RIS EENERIIIE— il S. FEBRIERT#ERS, securelist’k
W7 X—KEEFERI=MARIEERE, Efz—= SlothfulMedia’, XsiEEXE
HEHIRNBIIEIXEE, FHRE securelist BEIINERRIX T K& BHIEIRE.

15

IAmTheKing and the SlothfulMedia malware family
https://securelist.com/iamtheking-and-the-slothfulmedia-malware-family/99000/

NPM nukes NodelS E &% {4{# FH Windows, Linux &[g shell

HEH: 2020-10-16

L. B
ZF =

E=r
#R%: 'NPM', 'NodelS', '"Malware', 'Malicious Packages', 'Sonatype']
f, NPM ks T EFEE FIZNE, XLaEY 7 SinfeiRSaE10%ER, FtETA

PEUE., X4PMERAESEN/LPBESEKE TIEIT 1000 83, BE 2020 F 10
B 15 B8 NPM iR,  R&E NPM RIFHMER T EEEFE, (BIEBEERAT] Sonatype

BRI NESTEET, LERMSENRAEEIR, EACEBEFET NPM T
.
15

NPM nukes NodelS malware opening Windows, Linux reverse shells

https://www.bleepingcomputer.com/news/security/npm-nukes-nodejs-malware-opening-
windows-linux-reverse-shells/

BRI/ Android E1& &4

HEH: 2020-10-12

EX/5

((==F

#R%5: ['Microsoft', 'Android’, 'Ransomware’, 'Unencrypted']

e MR A F B AT T AR9ET Android $h3R%0E, XK TRBsI# RN A&
B, REPDEIZRRMEZFRINE AR, EXDIRESRREA=IIEX S, Bk, e
BB — M ESEERELLAEESE,  Android $1ZRIHER— MR RR R LR
BO, EEMNAREFNTREESRSREN, SRR TARR, X MUREAEK
BAAFNRSG IR EIR, B2 Android BN TS EegrAa).,

115

New Sophisticated Android Ransomware that Doesn't Encrypt Files
https://gbhackers.com/new-android-ransomware/

BazarLoader & 7E 5 {/t{E B #5 L &8 Ryuk #1 & &4

HEA: 2020-10-12

g M
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fE5&" Lawrence Abrams

#R%: [TrickBot', 'BazarLoader’, 'Ryuk’, 'Active Directory’, 'Ransomware']

EERE Ryuk 1R 2R, RERGHSKEZ BTN BazarLoader KEEESN

BB, 2K, TrickBot HIR—EFEAEARDRNERIWME, 7552 MR TRET

7 (BIAEFEVERS, ERERIEMITENEZE5EUHAY Active Directory #iEE) AIARREIER

HEIR, BBENERMN, XERRELBI TRENDTT, TEMROETEEINEK
GIIXLER, TRRSREZEMRARE—DIRSPRER, WEEIETBERAR
PRIEIZNRY TrickBot ¥/ &R ARDIRIEZEE, MEEE(E BazarBackdoor {EAMESNME
A ERREERT A,

E3E

BazarLoader used to deploy Ryuk ransomware on high-value targets

https://vvvvvv.b\ee’oingcomputer.com/mews/secumy/bazar\oader—used—to—dep\oy—ryuk—
ransomware-on-high-value-targets/

£ ZBIFES AT Seyfarth Shaw & | 81 Rk B &

H#H: 2020-10-13

HL: H

E&:

FR%5: ['Seyfarth Shaw', 'Law Firm', 'Ransomware’, 'Attack’]

EERSTHIER LTI Z— Seyfarth Shaw 75, B3 7T EERUNKE, RAIJEREHER

BRI, Seyfarth Shaw LLP 2—FRERR AmLaw Bs&EImESHT, SEMuTF=EFEH
EETINZINE, EEFEENE 500 32+09 300 2RAE, HWE/LFRRTEFNED
FTALRNER( ], Seyfarth Shaw ABIEMBECRZE T ESIHNKE, BIRZENRE 7 #3R
PR, 2 BRBEIESE T IS, RIEZASRMI—HER, XRKERER
2020F 10 B 10 H,

15

Leading Law firm Seyfarth Shaw discloses ransomware attack
https://securityaffairs.co/wordpress/109435/malware/seyfarth-shaw-ransomware-attack.htm!

¥THY Emotet B A E{RAY Windows Update AiE1H

HH4: 2020-10-15
L
£ Catalin Cimpanu

#R%: [Emotet’, 'Botnet’, 'Malspam', 'Maa$S', "Windows Update’, 'lures']

EESHIMEL e, Emotet BFMLEE malspam BIFRAKIRZ —, ‘malspam 218
BRI MR TN, malspam 2XIEEFREAVER, 9 Emotet #2812
HINSEE, X HPAEMICEERN TEEREFEIIRSS (MaaS)MEIBTE &N,
RTIHIEZ 2 N EEM IR F IO TRE S IR ARMA", "Emotet HIPA S EHINES
IXLEES F MR AKX TS TOA N STAABHARISMNIL,  FEERIEAY Emotet JE R A IXAYSTA-F4
Er—53kB Windows EIRSHTGEE., SIFRARHESEH Office MR, RIE
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Cryptolaemus EEFIRIEFTER, B 2020 10 B 14 ik, XL Emotet FIEER SR
HRIZLEHRSIAE.

=S

New Emotet attacks use fake Windows Update lures
https://www.zdnet.com/article/new-emotet-attacks-use-fake-windows-update-lures/

AXREHW

1. Blim ANREARNAER. A NEREIS S

2. HEMBOREBELEIRE, WK, DS, BRHMNXE

3. WRRVF, ERRAKEMAERISS, RIIEXRGH T2 4EHPMEN, 5
RRPER RN

4. MERZEHTIRE, BRIERMANIERE

5. MRTEHRPE, FURNEBZEEN. TEIME p B2 FFREKRMZA R
i

6. FEIFAIBRT, REEVIHIERE

7. EDINREFERIAERAWSS, BEHEARIEEAIXEG

8. BIMZEEDR™m, RATGUIERN

(D) #HEZ=
BRZARNXASTERT 1TB NEFA ML SEETE

HEH: 2020-10-13

LR 5

((==F

#5%: ['Intcomex’, 'Data Leak’, 'Russian’, 'Database’, 'Hacker Forum']

TR AR ERRATS =R RS Intcomex EIBEAHIELE, 1 1TB AR
HUEMEE. WEAIREEGERR. FPRMARERE, PTAZUE. ITR%. UEXE. &
P#iERE. RIERE. HHIERERHSI— N THEZICIz EREMER, £
DF 2020 9 B 14 BRFF, £&85TF 2020 F 9 B 20 HAF.

15

Miami-based tech company suffers massive 1TB customer and business data leak
https://cybernews.com/security/miami-based-tech-company-suffers-massive-1tb-data-leak/

2020 EFPEHBEHBEBFEH RS AMERE

H#3: 2020-10-13

%f&i IS)
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#R%: ['Blackbaud’, 'Magellan Health', 'Ransomware’, 'Data Breach’, 'HIPAA']

BN ERIME R B E M EE 1R 2020 SRR REIE T ERIES4Z, Blackbaud #
Magellan health KRR AR SE T HIZFROREMEE, #= 2020510 B 13
H, EZEEPESARIRSEDDepartment of Health and Human Services)id HIPAA R
HETERMILER, 2020 F25NHIERRIMBREIBHMES(HF, BRSHSEEIGF
. EEEBERFATAY 2020 FHESHIE 10 B KIEEEIEREE S+, B IRSH
R SEHEEX, SNREERMIR Blackbaud FIEIEER /=) Magellan Health,

5

Health Data Breaches in 2020: Ransomware Incidents Dominate

https://www.databreachtoday.com/health-data-breaches-in-2020-ransomware-incidents-
dominate-a-15170

MRARZI T TBRZILAT L EHOBUR X

HEH: 2020-10-12

&4 W

(===F

FR2E: [Cyble’, 'NATO', Turkey', 'Leaked’, 'Havelsan']

FRBXE Cyble AFEARARREAI T — 1M ERBEME D ZHINGF, HEN_EAIZTF
2 Spectre123, IRIRMMEE 71629%0 Havelsan(+ B EZESE/E [ HER) ROSUS UL,
Cyble 27 7 IHERIBURCH, FHRSEWR, XEHERTIEM. 25, aE. 3dR
it @h. BEEMEHER excel RINUFBRE. HRIENERXLEHEE BHTRE
ERENTERZTHENER, HEESNNESRPXERZENDFHIE, EX
BRI B R IREZRIT IRV,

e

Researchers found alleged sensitive documents of NATO and Turkey
https://securityaffairs.co/wordpress/109386/breaking-news/nato-turkey-data-leak.html

RTTRIELRFT 300 FEER FHNEARFHARFR
HH: 2020-10-15

S H

£ Catalin Cimpanu

b

#R%: ["Dickey's barkerpit”, "Joker's Stash”, ‘Card’, 'Gemini Advisory']

EESAMIBEEMEBERE] (Dickey's barkerpit') #53 300 HREAYSH-EIFMA
SEEWAME—1E /Y Joker's Stash IR FFRMm L. X—RINEHIBERERENFRY
M&ZENE) Gemini Advisory &EIRY, XEERREIRILFRE 2019 F 7 BE 2020 F
8 FEREMIEERT. X RICRAZSEFXIMEREIHEERARN R, UEKFR 17 Exa4E
&,

1B

Card details for 3 million Dickey's customers posted on carding forum

https://www.zdnet.com/article/card-details-for-3-million-dickeys-customers-posted-on-
carding-forum/
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Crytek & Egregor 1 & {415, FEHIEEHE

HHi: 2020-10-15
4 F
{E4: Lawrence Abrams

#R%: ['Crytek’, 'Ubisoft’, 'Egregor’, 'Ransomware’, 'Data leaked']

Egregor EhZRIMHEUKXTIFFT AT Crytek &S 7 —Im#h AW, FhttEE 7l JATR
NBEMEFERIS I, BB Crytek BEERATIFNFRE, RNEISED 3T EE
f8E, "Egregor BIERBHFEX AR T BERIIE N HRIES, FiRXEIEEEEMERAY
e M Ubisoft #0°Crytek Z3EXAY.

E3E

Crytek hit by Egregor ransomware, Ubisoft data leaked

https://www.bleepingcomputer.com/news/security/crytek-hit-by-egregor-ransomware-
ubisoft-data-leaked/

AXREHEN

1 REGEFRERINEURETE

T ER A AR

BUREIREINFRE http TAPRIFRINER

RIS O EIEFHRREIER S

REHEMREHE, KIHTERENSFERLZ R
FHEARTFRIER T, REENNEEER

(=) MEKH
REFIA VPN wiEA R XEBFEZEXIFRS

H&3: 2020-10-12

o A W N

ER 5
{EZ&: Sergiu Gatlan
#R%:['US', 'VPN', 'Elections’, 'Govt', 'Vulnerability', 'Zerologon']

ZEETE VPN REFIsERT Windows CVE-2020-1472 Ze&ifmREEE—R, WEFHk
BT XEEREIFRFNNINON, EENEZeNEMREZEB(CISAFRER, SR
SZRMAPT S E5EEBERAXMIREESIRRS, KEEBGEA SLTTON, ith75. EBEFIM
BTG, LA BRFEA TR E.

1B

Hackers used VPN flaws to access US govt elections support systems

https://www.bleepingcomputer.com/news/security/hackers-used-vpn-flaws-to-access-us-
govt-elections-support-systems/

9/26
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HHi: 2020-10-13
ER 5

{E2&: Gareth Corfield
#5%: ['Hackney Council', 'the National Cyber Security Centre', 'Cyberattack’, 'London’]

N eEURERIaREZRS (Hackney Councl) EMEREIT " MEKE", EIBE
KL 2L (NCSC) HIE BT R AR AT . SR IER I 152
#/R (Philip Glanville) F 2020 48 10 B 13 BEINAMIL FEERENR: TAERERe—
BEENEIERIBNR, XIEIIETRANFSIRSH T Zft, "SARIBIHIZ, ZER
20 NCSC IUFEBTC A= LIRS E

B

Hackers hack Hackney: Local government cries 'cyberattack' while UK infosec officials rush
to figure out what happened

https://www.theregister.com/2020/10/13/hackney_council hacked hackers cyberhack/

MAFETHREE 8 FNSRTNEERT

HHi: 2020-10-13

k£ Sergiu Gatlan

#R%: ['Norway', 'Russia’, 'Cyberattack’, 'Parliament’]

BRI MBI AR IR R R BREE 2020 F£ 10 A 13 BHiR, HFZHIE 2020 5 8 Bl
WS BRINERENREEF., SEEAE 2020 F10 B 13 A REMHRARAHIERE T
7. "8 H 24 H, MENESMIANEFRMRFHIEIELE", HalEROEEER
PrEbiH =0 Erere BR. "TRIBEFABERIEEEM, A ETEIEX—EhE
[FREF, "SBERR: "Xe—1NTENSEY, FInREEERNRERE,

15

Norway says Russian hackers were behind August Parliament attack

https://www.bleepingcomputer.com/news/security/norway-says-russian-hackers-were-
behind-august-parliament-attack/

Clop B1&E¥ {4 X 5T Software AG
HHA: 2020-10-13

%ﬁéf)ﬁ {%

(=R

— Ak

#R%: ['Software AG', 'Cloud’, 'Ransomware’, 'Clop’, 'Data Leak']

Clop FIZ BLRAWFSIETRSIU BRSNS, RGN BineREHER A
(software AG'), #EHRIE, FIHBILL, ZATFHRES 2300 HETHERES, 2020
FIORNH, ZAEHEE, XEWEEEELNTRAEEE. 10 BY), WEKEEMNINE
ANTERERS, ZAEE10 B 5 BAMm T —0ER, [RFFNTIXRKES, FHh5E
iR, 'RENEEFRERHEIKRS (BRETZARS) 7220, B, Software AG B
BZIED KA THHRE, EFRNENIREBLEME"

10/ 26
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FI5

Software AG Data Released After Clop Ransomware Strike - Report
https://threatpost.com/software-ag-data-clop-ransomware/160042/

BEE SR ETNNIEIE, Travelex MIE MY EIE DDoS B

H#: 2020-10-14
£h 5

(==

3% [Travelex', 'DDoS', 'BTC', 'Email’, 'Orgs']

RSB ENEISZREBFHME, BIMEEME LRz hzliEgiRsS (DDoS)
W, BAMBIsIUIRE, ERE, REINCRE) Travelex BRIEEX X EHIRMIZIE
Z—. RARYL, B8 BhELLk, BEB/IRAEWEIBFHE, ESTRMMIIIAE
MEGEARL—REINZE DDoS Wi, R ARYE, SAIAIEEEREN 20 BTC (R
SANAIEG 23 B57t) |, MRS FEMR, IRKEXWEE, BRAESHIE
hn 10 BTC,

ES

Travelex, Other Orgs Face DDoS Threats as Extortion Campaign Rages On
https://threatpost.com/travelex-ddos-extortion-campaign/160110/

FHERREFARSHERGBERX

HEA: 2020-10-15
ER 5
{£2&: Catalin Cimpanu

#5%: [Thanos', 'Iranian’, '/Ransomware’, 'MuddyWater', 'Phishing’]

ZEMRARI, 1L TEERIANZREHEF Thanos EIERGFIFIIER REIREEA
LEXRFRAVELR, ClearSky 1 Profero IR EAR AR ERE LRABIIFIEEBLMIZ
SEANFR, WINEORNES MuddyWater KR T2k, BER—THFABBIF IS
HIEEALR, MuddyWater AR Excel 3 PDF SMHAVEIEMBE, IXLEHMA4FT
FERNEEZHIRSE FRHZETESN G, EEMERT, MuddyWater i3t
Internet _EAR¥T4MNT HY Microsoft Exchange B8 FlBHARSS=S, FIA CVE-2020-0688 i

8, TEIRSSEE E%% Web Shell, AR FEF & RLBIER FERERER M.

1B

Iranian state hacker group linked to ransomware deployments

https://www.zdnet.com/article/iranian-state-hacker-group-linked-to-ransomware-
deployments/

F=ER Magento RIBHITIRIE R EL RIS
HHi: 2020-10-15

% 5

e

#R%: ['Magento', 'Adobe’, 'Magecart’, "Vulnerability', 'Code Execution’]

11/ 26
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Adobe BB 55 & Magento £E /9 Magecart BiMBLR S THE LT Bir.
Magento IR &R seEZ MY R SRR EENTE. NI ESEMEEH
(Amazon Prime Day)Zl 11 B#Y Black Friday, ZE\WBERFIL BN ESR, X545
Adobe FKED, BEEDRENRITE Magento FHEF & ERYRIE. HP&mEmk
BEESFHEERERITIRE. ZEERERTER"allow list" A E S FEART A

AR S,  XAJReERE A LASRT I A TSRS
1B

Critical Magento Holes Open Online Shops to Code Execution
https://threatpost.com/critical-magento-holes-online-shops-code-execution/160181/

T SE 3 B & B O VE R |

HHf: 2020-10-13
R
&

#R%: [[Amazon’, 'Phishing’, 'Fraudulent Sites', 'Prime day']

Amazon Prime Day 5T 2020 5210 B 14 HFR, AMBEEER Amazon makEFl
B T T MEIBAEE SR, REJLK, RS AR SHIER LS A E
B, EHRARTEEE 30 REMAREIERER, TS TS —aRIEELL
2020 FF 9 BIBINT 21%, ZREMRAZRIR, 8 BH I SEFRITIE IR SRS
mn, 9 BMXIENT 2.5 &, WEEHEETNLSENEFIREFIME. MRS
RIREE, RERESEREER, MITIRGEEREEE, ERFER. B3, £
H. BFAMERICiRtb IR EABFERER.

15

Amazon Prime Day shoppers Beware!- Attackers Creating Fraudulent Sites
https://gbhackers.com/amazon-prime-day-scams/

Canva Rit L AHREATHE
HH: 2020-10-14

% |

&35 Lawrence Abrams

#5%: ['Canva', 'Platform’, 'Phishing’, 'HTML]

ERER ARITRIG Canva FIEEIRA, LIBIEMITEEMINENEEERE.
Canva 2—1EFSRITFES, ERFHAFEEEHR. Bk THRRMEMEFERE, &
ERATE B, BdaahasisEil HTML i8CHEZ a3 TED, 1ERERSHI—ES,
IR AR R =AY url, LAERRRFIESERILAIE canva.com EEEMIRFam. =
HZIQUHRY, REEEAPRER— " TBNRE, ARl SEHTUmRARIEESERSET
5, #EMNEZzEXRT Cofense U—MHilkEH, WEHEBKMSHER Canva KT
B HIMLERR, AERATRENEZEEETOINEHIETRERSE,

e

Canva design platform actively abused in credentials phishing
https.//www.bleepingcomputer.com/news/security/canva-design-platform-actively-abused-
in-credentials-phishing/

12/ 26
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FEiRE, 5 AN RERBLERETRE, YREEEM L

H#: 2020-10-14

EL:

1E&:

#R%: ['ESET', 'Home Cameras ', 'Singapore’, 'Private Video']

— P REZEPAETR, tIBEBIKT 5 hE PMHREZEESGL, FREP LR &R
TRE, RAEI—FOUUATREFINK, BZ=E. SEFMMERANUFBEEE
TERIE. —EABHHREN R " +9MAE, B S RNEFeRIA SRR ZEE TR
BRI R, EER ETIRBNL, KEX—EEIFIRAES I EEESHRRY
1w, tE2E5 70 2E2ROZE 7T XREMMAER, XENRZAT 150 ZTESEA
IXEEEHD,

E3E

50,000 home cameras reportedly hacked, footage posted online

https://www.welivesecurity.com/2020/10/14/50000-home-cameras-reportedly-hacked-
footage-posted-online/

Barnes&Noble ZZ|ME W&, TJHRE T HF AT

HEHH: 2020-10-14

&4 W

E3&: Lawrence Abrams

#5%: ['Barnes & Noble', 'Cyberattack’, 'BleepingComputer’, 'Customer Data']

‘Barnes&Noble'#EzE, IR —AMBENZESE, 1ZKEERE 7S PHIEEE,
‘Barnes&Noble' REERAMEZEEHBE, UABNIHRSEREEE, T 2020
F10 B 14 HiRRERAZEFPRIBFHMET, BleepingComputer 2T Barnes&Noble #
£, fh17£ 2020 £ 10 B 10 HES 7T —RMEWE, (EABORKEN—EEn, WHEERK
BT ANSHERNATRFRNH TN, Barnes&Noble &, Baik 8B IRE (T
T, BEREMAEEEZ ERILE THEMB N AES.

B

Barnes&Noble Noble hit by cyberattack that may have exposed customer data

https://www.bleepingcomputer.com/news/security/barnes-and-noble-hit-by-cyberattack-
that-may-have-exposed-customer-data/

MBS HMERHNEEAR

HH4: 2020-10-15

LR

{£4&: Steve Ranger

#5%: ['London’, 'Cyberattack’, 'Council']

2020 £ 10 BRLR R, JHEHNEFR, BRI TENNEKE, TSRS it RE
SRENE, XORRBEHREITHBIRSFEE RN, NaBKERRIFENVE, BUR
E5USER,

5
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Cyberattack on London council still having 'significant impact'

https://www.zdnet.com/article/cyber-attack-on-london-council-still-having-significant-
impact/

REREHMRRRS 282 BE

HH: 2020-10-15

H4h:

(==

#5%: ['Puerto Rico', 'Firefighting Department’, 'Ransom’, 'Encrypted’]
EEREBEER/RIGE e & 24, ZANATE B e IR A RIRERIN, ER5ED
KB T —SRBEEERIR b, BRI IESNE TS, FRICIHIES T 5ER
U], SWESEHRIPEE, sl IRES IS,

E3E

Crooks hit Puerto Rico Firefighting Department Servers

https://securityaffairs.co/wordpress/109551/hacking/puerto-rico-firefighting-department-
attack.html

FAREFHABRUKRZEANBIR

HEH: 2020-10-15

=2

((==F

#R%: [Iran’, 'U.S.", 'Malwarebytes’, 'TA407', 'Cobalt Dickens', 'Silent Librarian']

ELZE2RF) Malwarebytes BRI ARIR, — MRIMEESFREIBIT B XEKAIEZHLFX
BEEMERSBIRNAAEALEER.  TIBAIEBIER", IR TA407 1 Cobalt
Dickens, BiraFARYIBEANRFINFNHARX 4. Malwarebytes RRETR, B4R
REENIAT 2013 &, BEM 9 BFFFHi, Malwarebytes #igEigH, BTIFSFR
FIRFFE 2020 FRCRIREREINRE, BEERELEN T HIISMMAFFEMEAR, LK
THIEFEMAFTFAR.

115

Iranian Hacking Group Again Targets Universities

?%%%%//www.databr’eachtoday,com/iramamfhackingfgroup—agawtar’gets—umversities—a—

A—NEBMAR NS R R VER

H&i: 2020-10-15

E2

((==F

#R%: [FireEye Mandiant’, 'FIN11', 'Clop’, 'Ransomware’, 'Malware']

JEKER Mandiant BIRARARIR, — D32 FINTBIF R IR LAE S 0 RO R EE R [E

FEpE Clop 8hx 8, MNEFEBEFHEEUE, LIHITRUF, Mandiant BIMEIRAE
(Mandiant Threat Intelligence) B9 HTImEMLEERK EfiE5e (Genevieve Stark) 15,
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FINN STIBIN T 7EsD, F REEIRRMG. BIESTHISTED (SN ESHRWEE
IUEIREERZEE) . g "R FINTIRERIESEAIRARMRAE, BiX
FRERLEERINENT S B T AR KIGAYEL, ", 25K, Firebye Mandiant YIZR
T FINT FHar e 4iEs), AERRLUTEZEIBRTFEREA, flul, w3 BE S5 A
8, ZBARUUFZIETFRERITR, B, REAE—RANETT SR 5 RIGEERE.
15

Another Threat Group Joins Ransomware Extortion Racket

https://www.databreachtoday.com/another-threat-group-joins-ransomware-extortion-
racket-a-15183

REENSBHERGBERE T =KL AE

H#: 2020-10-15

R

(==

#R%: ['Carnival Corp’, 'Ransomware’, 'Cruise Lines', 'Attack’]

BEXERIESE, 8 B 15 H, EEEFLAT(Carnival Corp.) @8RG T, EEE
NT =M REURIZ AT SHEAN. RIAMROPAGER. ZAERIER
WiERPFRR, BEEMIEAE). =K MHME T Seabourn 222 EFMMAIMAR,
REEDEREY, BFE—EESNEZEMASE, WUWKEESF, FHAR AR
ERIRTREMRN . REEEFHAERXE, MR8 B 17 B, MEEEEECK T#
RPRUERIBR. 38, ZAFFRIANERZEAFIIE T EmERo ERRARS, LA
KMz A B N ERIETE S

e

Carnival Corp. Ransomware Attack Affects Three Cruise Lines
https://threatpost.com/carnival-corp-ransomware-attack-cruise/160134/

Twitter R FE MR L VPN iE$H

HEH: 2020-10-16

EX/5

((==F

RZ [Twitter', 'VPN', 'Phishing’, 'IT"]

2020 & 7 BB Twitter BITTEEBREEMN Twitter B9 IT SR JFTERIEIENIE) VPN (G, A5
BRRITE—EkSESL VPN ERibS BRI A IRSES, A0SR
SEBINYDFS)— k&AL, BEMINGLEZEMMAINAT, B9 Twitter AIRTEBFERE
FA VPN EETF, SRSBRIFE IT G589 VPN [,  Twitter BEUFRIIT T
7=, LA Twitter R TAIEAERBEFIERSS, LUEMB( IR LA EF RS Twitter B9 IT &6 7],
=3

Twitter hackers lured employees to give up VPN Credentials

https://www.scmagazine.com/home/security-news/twitter-hackers-lured-employees-to-
give-up-vpn-credentials/
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1 BENEEE. WMEERIm. vpn, TEERKEFERATANBER, MK BRI
FhRZAS

2. FEMNIRIZZ=H)
TFREMEBEE, FNEARML, TRESFTFHREMIG, TERIE TR TER

4. IRV, ERARERRIERWSS, REIEX RS TR EFEN, B
RRPEE TR

5. AMZAOFRIAELZERE, WPKEE, DS, HMHFMNAE

6. MEFRFUWERBIETE, XA EEENIEAYINSIRCOFRSS, MATAIIIMYEE

7. RRARFFRINGZENE TIF, 12RIAIARSIER

8. MEFst (STHEEXRISIH)

9. ft— web NHIRIAES, BRREEGREE

10. BEREMRSRIRESISUFINHINR

(L) Hb=s1H
SonicWall VPN §1&RKiES% DoS. Worming RCE

B #: 2020-10-14

i%ré& EJ

E&:

#R%: ['RCE', 'Vulnerability', 'SonicWall VPN', 'SSLVPN', 'Buffer Overflow']

SonicWall VPN sf— 1 &fe LR B BT ER S e EAPEEEINERR, if
RARY, BERALFTFZAA8MIT (RCE) RIKXI], ZifiE (CVE-2020-5135) 2
‘SonicWall Network Security Appliance (NSA'shEFHEAIE DXEE, 18 Tripwire'#9
MRARAN, ZmEFETRFmEE ssvpn ImA2n[aAg HTTP/HTTPS RS,
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Bai SonicWall VPN BIER SN ~E, #dERETF 360 QUAKE

HRBIELRT

ESE) 1,284,186

’\ E NEX e 106,964
) % - 71,962

#E = 55,482
BfE e 42,596
High‘ _— EE e 40,302
BT o 40,233
Low 9
hEBERT
&R 16,503
&g 11,338
IR o— 3,723
£S5 e 2,336
I e 961
o - 767
High IR @ 706

I : l L e 666

15
Critical SonicWall VPN Portal Bug Allows DoS, Worming RCE
https://threatpost.com/critical-sonicwall-vpn-bug/160108/

o] U A Windows Update SR {TE& = X+
H#A: 2020-10-12

& =

{EZ&: Sergiu Gatlan

#5%: [Windows Update’, 'Command’, 'LoLBins', 'WDAC', 'UAC', 'Bypass']

Windows Update 2 it IIEI K E&EAUTiE “HESHF (LolBins) %13, %IRRT

F1E Windows R EHITEEMRID, LoLBins RIS ER A T4 FRZEssk ),
BILMIEE IR, £ . REFHUTESNEITEHEN, I LRSS Ak

#2553 Windows FBFK 56 (UAC)SK Windows Btz Ffe 4 (WDAC), FEEES
RIRGF LIRS AN,

=3

Windows Update can be abused to execute malicious files

https://vvvvvv:b.\eepin?computer.com/news/security/windovvs—update—can—be—abused—to—
execute-malicious-files/
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MKk 10 B#THEE 87 NEiR, AFFiHEE 6 1NwiE
HHH: 2020-10-13

£h 5

&5 Lawrence Abrams

#1%: ['Microsoft', 'Patch Tuesday', 'Adobe’, 'Windows', 'Vulnerabilities']

BEEREX 2020 10 BN BRE2E#HAM, Mk 7T EFm+ 87 NREIHESEE
., F&RHTFTF 2020 4 10 B 13 B Adobe Flash Player SErA0EY, £ 2020 €10 B
13 BIEERI 87 NREEF, 12 MRPINTERE, 74 PMRIVAERRE, 1 MIIATE
N

B

Microsoft October Patch Tuesday fixes 87 bugs, six publicly disclosed

https://www.bleepingcomputer.com/news/security/microsoft-october-patch-tuesday-fixes-
87-bugs-six-publicly-disclosed/

Adobe f#R7 Adobe Flash Player FHEy—A = E KR

HHi: 2020-10-13
==

Kb

#r%: [Adobe’, 'Adobe Flash Player’, 'Remote Code Execution’, 'Vulnerability']

Adobe KT — N LEFHFEAMA Adobe Flash Player (CVE-2020-9746)F— ST
BB TRE, ke EERTHIRZEEENE— Wbk E, WEEE
HTTP BN PENEEF/ERE, FABIAFEaMLL, RIefiaittizE.

15

Adobe addresses a critical security flaw in Adobe Flash Player
https://securityaffairs.co/wordpress/109448/hacking/adobe-flash-player-critical-flaw.html

B, ERFRELEET linux BB ML &R ZER

HHi: 2020-10-14
4R
£

Fbe

% ['Google', 'Intel’, 'BlueZ', 'loT', 'Linux’, 'BleedingTooth’, Vulnerability']

Google # Intel 45 BlueZ & RIE, BlueZ 2— Linux IEF YA, FIETF Linux

RIPIEXRY (1oT) IR OIEF BN, 1RIE Google AUIIE, 1ZESZINEISZ

5 BlueZ £9 5.9 MRz BIAY Linux WAZARARIFF, BlueZ 2—1ME GNU BRAHIFAE
(GPL) FAMBIFFRINE, BRISSE BlueZ iz, M 2.4.6 iREEFAIIETS Linux P9

H—aB5. BIFRZ A BleedingTooth”, HUREIEIA] AR HE BT OdRbl

A9sINIEAT Zero-Click' i, XAIFREE EZIMRE _ EFHRINR,

1B

Google, Intel Warn on 'Zero-Click' Kernel Bug in Linux-Based loT Devices

https://threatpost.com/google-intel-kernel-bug-linux-iot/160067/
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Talos T E T Allen-Bradley EEC88 Ak &E3MY DoS iR

H#5: 2020-10-14

EX/H

1E&:

#R%: ['Cisco Talos', 'Rockwell Automation’, 'DoS', 'Vulnerabilities', 'Buffer Overflow']

Cisco Talos I—BHIRARRN T, SrB/REMUASEFNIWV B mE, JIh
BIIAER FRUEEARSS (DoS) IRERISAMT, ZizimiEsmaY ez Allen-Bradley
1794-AENT Flex 1/O series B'i&fczs, [MBUFHETLARM, IPIERERIKC/ZATE. 28R
hged, Cisco Talos tFRARRIM T AN ERESNE M XintikE, XEREFms
17 4.003 RERMAAET Allen Bradley 1255,

15

Talos experts disclosed unpatched DoS flaws in Allen-Bradley adapter
https://securityaffairs.co/wordpress/109480/ics-scada/allen-bradley-adapter-dos-flaws.html

Zoom MAEX FimEiwnE (E2EE) 18

H#: 2020-10-15

=2

(===F

#R%5: [Video', 'Zoom', 'E2EE’, 'Encrypted']

MR FE Zoom S T inZlinNE (E2EE) RYSEIN, 732020 510 B 19 HFfiaiE
fft. BT E2EE, AP BREEERRIRRINIEEH, HERCIIRFFESSIEE, I
BRIPENTAHET, BRERQPIIESERD REEMRNESEE., TIFBERT
HEZH, TS ERSHLEZ, XMTEEEERRTERS T eeHINEE, BERF
15 E2EE RUBERIRA P REFTENINEFin, FMMBIIRIIKFEAEXT E2EE BRI
¥,

15

Zoom now supports end-to-end encrypted (E2EE) calls
https://securityaffairs.co/wordpress/109523/security/zoom-e2ee-calls.html

AXREHW

1 RENEREGR SRS BHFITHRA TR T EH

2. BUENIERS. ERMAEFIR. vpn, WEREFERDANBRER, NN EHRRR
FhRA
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