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GravityRAT : jEiK%k {4

HH8: 2020-10-19

FR 5

=j
==F
#7%: [Trojan’, 'Android’, 'GravityRAT', 'Malware']

2018 & , BF} Talos RO AR T —Re K TEIREE GravityRAT AIDEF , 23R4
FIRBIEEREZBA, ERETT BN R/ NE(CERT-IN)F 2017 FEIXRIL TiZARE, B
RIEZERAN D EEREIMBRIESHER, RIE securelist BUEE , XMENZEDM 2015 F
AT |, ZBIRIBRZE Windows FBAX,

15

GravityRAT: The spy returns

https://securelist.com/gravityrat-the-spy-returns/99097/

BERRGAKRIBESREREEAR

HH#8: 2020-10-20

AL B
SFH =

£45: Catalin Cimpanu
#7%: ['Bitcoin’, 'Darkside’, 'Children International’, "The Water Project’, 'Donate Money']

— P HRPHELE KD BERERII—Bo N EEZIEHRE TEEHR, BinvE
SEOFEER LEEESS (IFEFER | 2RI RE) LEREEE ) FIKRIRE
(ZEREENBEMEHIARIRNME KRS ST RAKER ) . RIESH X RGE FRY
X5 BMALRE) 0.88 thasm (£910,000 3550 ) » RIEER—TEIRWHEIR , SR
79 Darkside,  Darkside /NAE 2020 £ 8 BiGIAES |, @ PMHER XELFIEN" , ©
TIIMRARBERENG , INEEHIEAEZRMB HETHETES,

E3E

Ransomware gang donates part of ransom demands to charity organizations

https://www.zdnet.com/article/ransomware-gang-donates-part-of-ransom-demands-to-
charity-organizations/

Maze #1E 4

HH8: 2020-10-21

L. B

((==F

7% ['Maze', 'Ransomware’, '"Malware', 'ChaCha']

EIEA—FE , Maze IRRACEpNEIMEAIAIABIERRIR R A BEATEEIRG
FIEZ—. JLTNHRKRESENX NESRARIZES | 815 LG Southwire FIZ/F=}

5/33



(D) CERT EEIEET))
\\Ii\_}-g}y BSO GENCY READINESS TEAM http://cert.360.cn

R, ZEFRPHRIASEIAT 2019 FF EHF |, BB IR BAImEIEED #hRFHEH
B &rat 0010 System Failure 0010 , AR AREFRA ChaCha B1Z-E14 .

15
Life of Maze ransomware
https://securelist.com/maze-ransomware/99137/

#1689 Windows RAT T PU& T Telegram $iis g {735 &l

HHH: 2020-10-22
R 5

{£4&: Catalin Cimpanu
#R%: [Trojan’, ‘Telegram', 'T-RAT', 'Hacking Forums']

LZEMARAREHIERM FEZICIE LA T —MFHITiEiaa RS (RAT),

KRB T-RAT BREEEMAENND 45 7T, EREEZREEBET Telegram $iE
M EET WA SRR 2 BRI RS,

EREEER , XESWEXERLERE. BEEZtMIOUELOZRSHIBN | (£15
WHEELESEERERG | T RAT HAILZE] | BRI EINEE.

E3E
New Windows RAT can be controlled via a Telegram channel

hﬁtps://?/vwvv.zd net.com/article/new-windows-rat-can-be-controlled-via-a-telegram-
channel/

xmrig B EERHF

HH8: 2020-10-22
X5

=

7% ['XMRig', 'Ransomware’, 'C', 'Miner']

BEERIFTERISOH | 120 SRR AR NS NERMMIBE CRIBNE , BEEOE
BHIMIRISZ, securelist ERITFRRIZH X4 XMRig BFAIL T JU MNXFRIRRTS 2.

bR T B R R I A RERAIAN R AR (BN |, iPiREAId SK Hynix #0'LG EEFHY
‘Maze') , WS EERBREE RMEICTERISEAIIPTIRS I,

ERARRENSE  XERSRE TSR TEAERNIIER , FLERATRISTRG |,
BEirEEBAR  MAREEN ), XEWERIREBEIFE/) , FIXERNESFNME
FREVEMREE , NEBERESRIIEE LRISEARINER.

15
xmrig miner
https://securelist.com/miner-xmrig/99151/
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#7%: ['DLP', 'Waterbear Loader', 'Malware’, 'Taiwan’, 'Government']

2020 4 B |, 8EZ2 1M BT WANISESENNE R, (XE— I IMEF |, EEa0%1

FiimmF , B 30 MNpL AR | 10 PeEXinSEIX iR RiERE, EXEE
FRIBFXIMERNBEF RN T 10 MNEEREERG | HRARSHE Waterbear Loader 7%
B, WEERIFN AR EERIEIEERARIN ( DLP ) B4PH— 135 mskitA
TR FHFALL,

E3E

Taiwan government targeted by multiple cyberattacks in April 2020

http‘s%c Obemevvscom/security/taivvanfgovemment—targetedfby—mu\tip\e—cyberattacks—im—
april- /

R AT EE SRR EARITIKS

H#: 2020-10-19

s

E#&: Charlie Osborne

#R%: ['Brazilian', 'Vizom', 'IBM', 'Bank’, 'DLL hijacking', 'Remote Overlay']

IR AREIL T — SRR | e BinieB s FRING EARRITKASE
No IXFERAGERERIAEEM |, # IBM FRA Vizom , (ETEERASHERK , ETWEIELENE
RRARSS NRIRI TR,

2020010 B 13 H , BM Z2HRARGNRS. RFREERRR , XEEEREHER
FARRISKISE T SE R R BAIRE | RNni2B SR DLL $0i5HE.

Vizom B E T LIRAMARIME IR ENERE | FHINRMRI TRRE IR

E3E
This new malware uses remote overlay attacks to hijack your bank account

https://www.zdnet.com/article/this-new-malware-uses-remote-overlay-attacks-to-hijack-
your-bank-account/

REFFIREY STM AHXBRGER B RF GBI EH
H#: 2020-10-21

s

& Lawrence Abrams

FR%: ['Société de transport de Montréal', 'RansomExx’, ‘Montreal’, 'Ransomware', 'Attack’]

IEH |, S45F)/R Societe de transport de Montreal (STM)ARRSBERS5EIB RansomExx
PERPEKE |, RENEXEZZAZEIENE, 0B 198, SIMEBZT—IXFH , 07T E
A9IT RE. MuEfIEFE. BAXERERINEI AL SESMERRRETT |, (EF
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F SIM FRMNEEELTIMESR |, /K STM BRIZFIVEENZEHIRSIIEEAZE 75
urD]O

E3E

Montreal's STM public transport system hit by ransomware attack

https://www.bleepingcomputer.com/news/security/montreals-stm-public-transport-system-
hit-by-ransomware-attack/

LockBit B1FIRHFAEMSE EHITE B

H#A: 2020-10-21
4% th
{EZ: lonut llascu

#R%: ['LockBit', 'RaaS', 'Ransomware’, 'Network', 'PowerShell']

—B LockBit RGBSR EENE , ERFAD IR LMERIRR S LEEINEE
Fr. LockBit F 2019 5 9 BIIASZFEAARSS (Raas) W35 , CHEMNMURER £
SEMEPREERE | RAIBMENRSHNEE]. SEEREINHEIRSEANFT , B
TSRS SR THIS#WMIE: | LockBit RSB MR HIREATBUEDHr.

E3

LockBit ransomware moves quietly on the network, strikes fast

https://www.bleepingcomputer.com/news/security/lockbit-ransomware-moves-quietly-on-
the-network-strikes-fast/

s5E IT SME 1 Sopra Steria £ Ryuk 1Rk 4-M 4 3 &

H#: 2020-10-22

£

f£&: Gareth Corfield

#R%: ['Sopra Steria’, 'Ryuk’, 'Cyberattack’, 'Ransomware']

SEMFIEERY 1T MRS Sopra Steria BEIMLEWE | EIRIES Ryuk $IRIERIAE
Ko BRNENEBBERE TIHA |, BEEEREAHIETR , Sopra Steria A9 Active Directory’
ERNRIEEE TS |, UIFRS Ryuk EREG Ak KA =R,

E3E

French IT outsourcer Sopra Steria hit by 'cyberattack’, Ryuk ransomware suspected
https://www.theregister.com/2020/10/22/sopra_steria_ryuk ransomware_reports/

{Bq? nﬁ_,et Resorts & F M5 /R X iz E & 2| WastedLocker B R 5

H#5: 2020-10-24

g

(===%

#R%: ['WastedLocker', 'Boyne Resorts', 'Ransomware’, 'Attack’]
EERYBESHS/RRERMIZSE Boyne Resorts IR GG 7 WastedLocker $1ZEX
4 ZHE N TR RS, Boyne Resorts BEABRFSLE T MAZIEREHO EL I & E 4R M
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RILMBASERRTT |, BERHIRSR. ZRATHEAEE x4, UR—PPIMEEIR

& RETES) , ARFRMNIIS MHRERE, IRDRERIRNT REDRE
REEARE) , EETIIEENERNN T K%, BTXURE | ZAEEBEXA T 5
7MZS , LBPLESRUARIERE, AENERTEAELNSEERERNTIREE,

E3

Boyne Resorts ski and golf resort operator hit with WastedLocker ransomware

https://securityaffairs.co/wordpress/109933/hacking/boyne-resorts-wastedlocker-
ransomware.html

18y Emotet B {E FH— /1 #1189 Microsoft Word &k

H#: 2020-10-25

E2 5

E&:

7% ['Microsoft Office’, '"Microsoft Word', 'Emotet’, 'COVID-19']

ARA R E Emotet IWEERA 7 — &R | zi&iR{pzsk Microsoft Office’iB
B, BURKFAEFE Microsoft Word LURIAFTINEE.

Emotet hiR MR FRINIIRZ EE | EERRRERESR, R MtE
‘Emotet REMRE L NEERIMY payloads’ , BIEREIZREME , FHRCAIXLIRER T,

E3E

New Emotet attacks use a new template urging recipients to upgrade Microsoft Word

https://securityaffairs.co/wordpress/109950/cyber-crime/emotet-microsoft-word-
template.html
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& =
==

#R% ['Broadvoice', 'Elasticsearch’, 'Unsecured’, 'Data Breach']

—NEBIT 3.5 IZEFICRIEIERE |, BT EEMIEENMY AT Broadvoice’ , BEET A
ZehY Elasticsearch &£8f,

108 1H , 23R Bob Diachenko &I 7 IXANHEAIEIRE. MEE , KZRIFHY
‘Elasticsearch 8838 &8 7 —LLHIRYEE,

ZHIBEMET 35 2MEFICE , FENFUENES. BiESHEMts, HEh— N iEE
WEAIMBEHTHEESIMEURETEREE. | WEFEHFIEREER,

Bal Elasticsearch WEASHBIUTE |, #iEkET 360 QUAKE

HRYELT

HE 311,996

,\ E3e) 210,080

3 RE co— 62,222
w HE  c— 46,913
4

HOE e— 33,541
HE e 25,131
High XE e 21,024
A 3w
HE e 19,400
0
Low
REMIESRIT
Ely 93,534
L cn—— 51,739
IR cm— 46,524
* 7L cm— 43,056
it oo— 27,745

LR cm— 14,272

High ‘ )l - 5913
’ 1% e 5,256

HE
VOIP Service Provider Exposes 350M Customer Records
https://gbhackers.com/voip-data-expose/

Albion P£& i X% Hil 1 By BRSOt 58

HH#8: 2020-10-19
£% 5
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£45: Catalin Cimpanu

#7%: ['Albion Online’, 'Game Maker', 'Password Hashes', 'Sandbox Interactive']

T AR 2020 £ 10 B 17 HiEEE | —BREAER 7T RITHREFHELLIE MMORPG
Albion Online 181z , FEEN T AR BANZEBIEH{E,

"NEZBEEHONCIZAFRER | SiEEEEIXEICIRMIKFAYE FHE AL , "Albion
Online BER9AE] Sandbox Interactive 15,

WhEIFREN T IZZHIZ RS, Sandbox Interactive &7~ , IXLEEZIBEIT Berypt ZA9E051 X
Ho T, AEBEIABENEYE | LN AK & e F = 1B E.,

T IORRESNIONG | BERFFARE 2020 £ 10 B 17 B@iTiCiaih FERKBF S
RERL , OGS ma0B R &IXBFHp,

E3
Albion Online game maker discloses data breach
https://www.zdnet.com/article/albion-online-game-maker-discloses-data-breach/

Nefilim B1RHF{K/AT T Luxottica AIEHE

HH#8: 2020-10-20
2R 5

==F
#R% ['Nefilim', "Italian’, "Luxottica’, 'CVE-2019-19781", 'Citrix ADX', 'Data Breach']

Nefilim HZIMHEERRM T —IKEXH | XEHEBTEARNIREAMIRREEL
Luxottica , KEAIXHUFEAFZDREMUSFEBRIIER. XERISHFRITOTEA
I, XEVHBAESEXEETRE , QUEHINEER  MNREXRERANKIRER IR
EHNER. AFIUSEIESRENE | miplorlEAEUREUE, . Luxottica
Group S.p.AB—HKEAMRREWER , BERIRFTWHEIKERIOINE] , HEED
80,000 BRI , 2019 FEHE T 94 1Z3=TTAIBIN.

E3

Nefilim ransomware gang published Luxottica data on its leak site

https://securityaffairs.co/wordpress/109778/data-breach/luxottica-data-leak-
ransomware.html

BRI 7T aRtER Xt

HH#8: 2020-10-20
R 5

((==F

7% ['Maxex', 'Home Loan', 'Data Leak']

REMIFIAS=ARMEEIIR AR Z AT Maxex 2FF 7 9GB RINEREHE , HpAERD
RTESRXZ e TR, BeheEERITE , RGERFIL , B,
FIEHESMIRNRE BRSO/ LFRd TS ENLRS. B9 QSR 7#
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FEPNAMESY RN ZED 23 P ARIZSEIRIF M. B ABHRIBIZAM 400 2l 600 1T
T, XL pdf MRS TEXMERERAN T AMNERIEE. X 23 XHS5 2013 F
BIRRYEIAREX , HP AR S EnEa LFRI DA, XA iR e
RIZORRERIREE. EEIERBIRS)FIMGR. ETEYWIRIERREG. RITIKFNIKE, B4
IHTE, PR, SRR BEKE. BBicR. FUAGR , EERER T EHB AR
MNEFHIHtERESE,

E3
Home Loan Trading Platform Exposes Mortgage Documentation

https://www.databreachtoday.com/blogs/home-loan-trading-platform-exposes-mortgage-
documentation-p-2959

Kleenheat Z P &bt E 2 G is i@ fo it s

H #8: 2020-10-19
K |
{EZ&: Asha Barbaschow

#r%: ['Australian’, 'Kleenheat', 'Data Breach’, 'DDos']

AR R ASEF BB ER Keenheaf BEZZHKER | MZBIAERIMESIZETRIAE
SEMZIMIIHEERME. XFRMUTIRRNSERMNDERIASN , NESHRER
2014, RETEE=FZ%G L, ZDNet & T HZRACABER,

ZNBIEAE PN —HEBFIMFFSE " Kleenheat EA—REWTHIEZ 20 BRI
TRIBERUMEE | FIRBAREELNTNIRERST,

Kleenheat BFEBENIRAIEIEIR A —RIARER" , FHEAETEEMS. FE(Eibit
MIEEFHMAHELE, Kleenheat fRIEFBIESHS. LERM. RIT. ER-FOKFEIE A

E&o

E3E
Kleenheat customer names and addresses exposed in system breach

https://www.zdnet.com/article/kleenheat-customer-names-and-addresses-exposed-in-
system-breach/

HXRREEW
1 OFEENSREBR(VPONETLIRE | SUMIFIIKERIELURSHNESEXR
B

2. REHEMRSEME  RITHTEBENSFHEXL2E
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HH5: 2020-10-20

VF%‘. Sergiu Gatlan
#R%: 'NSA', 'Vulnerability', 'DoD’, 'DIB', 'Chinese’]

£2020 F 10 B 20 HRMHI—MmikEH , EEExRZEEFRT , CAETEBHTIFH
BEHNWERZEFREANSS). ZEERH T ERDIB)FIESENDoD)EEMESAIE I
.

ENREWHEN—E D  EEERZERBEEEI T 25 MANRE |, XERERAR
IERIEE :.B%/u\,%'ﬁzzbf“ R, #uiffﬁl‘]%% BRI E SN EURER,
EEERZEBERNTBIWIZ RIS S ZWEANRETINT |, LSS EiESS. R
HFFI# RS BRI AR T T

E3E

NSA: Top 25 vulnerabilities actively abused by Chinese hackers

https://www.bleepingcomputer.com/news/security/nsa-top-25-vulnerabilities-actively-
abused-by-chinese-hackers/

. N o AW

Ryuk #h & & 44H{k{E A Zerologon i3 1T A B B &

HH8: 2020-10-19

VF%‘Z
#R%: ['Ryuk’, "Phishing’, 'Encryption’, 'Zerologon', 'Cobalt Strike', 'CVE-2020-1472']

Ryuk 1R HFIKEIR AT | NRIEMEHS PRI EE MEIIIZE 5 /N\aTA
Sehl. TARARIR , MR ABNREES DR TREIMERT Zerologon HEFHiEIE

( CVE-2020-1472) , {3KFR , Zerologon fmiESiFRES B IR THE BIE WZ81510)

IizHIEE | ST2REA Active Directory BIpRSS. ©FE 2020 £ 8 Bo#igkh , (BE1F =2
PUPIAKRIEEZITIT,

HRHE 2020 £ 10 B 18 HAM DFR IREHRAR DT , EOXSENIEF |, T
E{E[A Zerologon 12FNRfE |, M MEREFMMEZT A |, a0 Cobalt Strike, AdFind, WMI
#0 PowerShell S=CIL B4R,

15
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Ryuk Ransomware Gang Uses Zerologon Bug for Lightning-Fast Attack
https://threatpost.com/ryuk-ransomware-gang-zerologon-lightning-attack/160286/

B2 SS7 BRIBE FHhiF Telegram. B FHE 4K

HH8: 2020-10-19
X5

{£4&: lonut llascu
#7%: ['Pandora Security', 'SS7', 'Telegram’, "Hijack’, '2FA']

BT ENBTEZEEBIMNERN 7 SESRF(SS7) | BERERENIE SR SHMEZ
ATHI Telegram FOEBFHBA-EIE,

ARORBEXIMHNEY |, BEEEISEEFIENEBIREERRAE 7 WEZIAILE
QRFAZEZFRAB.

B=RE SST WE |, AJLABE EFa AW S NS S ERIZEREEMTY | TGRS
EFMEIS— I MNE(EIBHS).

BORWELEEE I B, FHIHISRE Partner Communications Company ( LABTFR
Orange Israel ) B9ZD 20 MIF |, I23M&25 7T ESAsIINELEmInE,

E3E
Hackers hijack Telegram, email accounts in SS7 mobile attack

https://www.bleepingcomputer.com/news/security/hackers-hijack-telegram-email-
accounts-in-ss7-mobile-attack/

MMO kL BHE A EREME 190 77 H AR

HH#8: 2020-10-20
R 5

=

#R%: ['Street Mobster’, 'SQL Injection’, 'BigMage Studios', 'Databases']

WRAREN , BT SQUEAFERE , MMO ik AL 2% E/E1R 190 5 AP
12, BEERILARIA SQLIENRIISRBIN SR EF R #0E. L3R4 (Street
Mobsten 2—3Xe#ia , BT SENRF HsEERMOTEEN , FREE— =
HPBTERN , BRINFIIFF &) BigMage Studios gliE, Hah& I LAUBIS /e Mg _E
&S SQLIEN (SQLI) WiEkipianzsizzE, FIF Street Mobster #rRY SQLI RGBT LASK
EEEFRRIAFE. BB , IR FEESIREFRIEMEIEUAREUE,
E3

MMO game Street Mobster leaking data of 1.9 million users due to critical vulnerability
https://securityaffairs.co/wordpress/109788/data-breach/street-mobster-data-leak.html

B BT R T BUE X EBUT M &

HHH: 2020-10-23

4. B
F =
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#7%: [Russian’, 'U.S.", 'APT", 'Government']

CISAFI FBI &% T —MEAEEIR | 1F 4RI T S BT R B S SIS LR ER

( APT ) TEETXI S EBUF LSS ENBUREIE.

B 2010 Lk , HZHBUFREIRY APT B340 Berserk Bear', "Energetic Bear’,
‘TeamSpy', ‘Dragonfly’, ‘Havex', ‘Crouching Yeti', ‘Koala Z5ERTEEZIN , 75 , X
FOERE(SLTT)BUTMLS |, LIRS ML,

RERKSES | ZEREERANTIFSBUTNE | FIk1E 7 IHBSURSHHAIIR,

15
Russian Hackers Attack U.S. Government Networks
https://gbhackers.com/russian-state-sponsored-attackers/

?i!—}‘ %’%ﬁ?ﬂéﬁ'\‘ EHENERBICRIREA A KYE. BTHRAMR

HHH: 2020-10-23
R 5

E#&: Catalin Cimpanu
#r%: ['US Presidential Election’, 'KnowBe4', 'Proofpoint’, 'Phishing’, 'EAC']

EEESFHEZTEINLK | IREMAARLREHTEL | FASEREEICHEXNEHERS
AL Ih AR ERABAF STt EE S AZUE |, BRMIIEEEE8R TR FHMEE
3,

BB F B 4% AT) KnowBe4 F1 Proofpoint &I TiXLEEER |, IXESEREAER B EE R
EIZERE(EAC)RS D, EACREEBINE , AREIREREICER.

HR¥E Proofpoint A % | IXEEMuLER RN  BEABRFEENER WordPress ik,
NRAFRETFEEENRAINLL , M JRESIEE 2N ANRREHRHLSILTEEH.

15

Phishing groups are collecting user data, email and banking passwords via fake voter
registration forms

https://www.zdnet.com/article/phishing-groups-are-collecting-user-data-email-and-
banking-passwords-via-fake-voter-registration-forms/

S5HRAFE XM APT Rii 7 PRAVAR

HHH: 2020-10-23
R 5

E&:
FR%: ['Seedworm’, 'lIran’, 'APT', '"MuddyWater', 'Middle East']

SFREAB XAIMNEEIRELR Seedworm’ (X 55 MuddyWater MERCURY #0 Static Kitten)#g
RIE— WG ER T M TS, €2EXRIEE | WiE THASCHBRIA I
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THRIIRITEN MuddyWater , #BTIENET. UZEHFS. S, fHik. e
P, HBESIL. TEHNWEOBR. 5. QBRSNS Bt SARFIBEER,
15

Iran-Linked Seedworm APT target orgs in the Middle East
https://securityaffairs.co/wordpress/109911/apt/iran-seedworm-middle-east.html

(ENR:ZEE) BERHEARZTHER
H#: 2020-10-19
S+
E&:
#r%: ['Watch Dogs: Legion', 'Egregor’, 'Albion’, 'Source Code', 'Ubisoft']

2020 £ 10 BRIRIHIEI—E A Egregor BN EER BN EIREEN B T RIS L0
% (B8 FH) ( ‘watchdogsiLegion') BRI, (&I : ZH) BT 10 8 29
A&, XE—1EXEFHIAD , XBIFNTERY 4K IR, Egregor gang FiRkE
Z M A AT Ubisoft BRE UM —EE a1,

E3

Game Titles Watch Dogs: Legion, Albion Both Targeted by Hackers
https://threatpost.com/hackers-source-code-theft-watch-dogs-legion-albion/160268/

XERFANBHTHEE
H#8: 2020-10-19

g

E&:

#r%: [The United States', 'Russian’, ‘NotPetya', 'Ukranian’, 'Sandworm’, ‘Telebots']

EERZEENNZEAPRFIFSSBIRBIIANZEHRZHA | EEMNS5T —FRIIR
&, SEFNERRNEMN T EHIETAIRK, XEHZ I AR — I Sandworm '8k

Telebots HIZBZRAY , AEAILA NotPetya EAZFEE , RE T RIZZLINER T E7=HY
EE|X_XJO
15

U.S. indicts six Russian officers for NotPetya, Ukrainian blackouts, other attacks

https://www.scmagazine.com/home/security-news/u-s-indicts-six-russian-officers-for-
notpetya-ukrainian-blackouts-other-attacks/

P 28§49 8 1E U {# B E € [a SR B3 BX Office 365, Facebook &1

HH#5: 2020-10-19
2K
1E&:

#1%: ['Facebook Messenger', 'Office 365', 'Phishing’, 'Senior Executives', 'Finance Personnel']
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RARRIEZEEN , BRIAIRIINESN ST, HEFXIRTLERBR , —E
i Office 365 S ARSAIEIE | B—IX=2iF Facebook Messenger , LIKITHAZY 45
BEMIEFRRIIRARFEE | SREEARTVS AREHFHENTHIRERZ— , IR
YEITEIM 10 B 15 BFFE AL,

E3

Phishing scams use redirects to steal Office 365, Facebook credentials

https://www.scmagazine.com/home/security-news/phishing/phishing-scams-use-redirects-
to-steal-office-365-facebook-credentials/

EHRMAEINETWAERE, OpenDev %7 Gerrit fXiB#ET R

H#: 2020-10-21

s

f£2&: Simon Sharwood

#R%: ['OpenStack’, 'Gerrit', 'Backdoored’, 'GitHub']

OpenDev.org Wud 2020 £ 10 B 20 H , FRIREAFMEZRENEE |, XA 7B Gerrit
#BE. ZMIEESRAFEERIIERAMNINIE | LRI S aEIsER
=R,

OpenDev & TS HMET git (FERE | 5 GitHub LAY CASIEENIMEIFEE
l. &£ google #3ERY Gerrit ARIREM T —1ET web I |, ILEIA A LARER
LERYTAE | HUESGRERICASEERYER | shE eI _EH THIME,

E3E

OpenStack haven OpenDev yanks Gerrit code review tool after admin account
compromised for two weeks
https://www.theregister.com/2020/10/21/opendev_gerrit_attack/

Mobilelron 44 MDM fR5588 % %] DDoS B {k BB

H#: 2020-10-21

ey

{£4&: Catalin Cimpanu

#R%: ['Mobilelron', 'MDM', 'Attack’, 'Orange Tsai', 'Vulnerability']

— 1Bl , AT EEASBIIRENRSEN="TERENETHEAS , WE £
MNEHE AN B REERECIIRSSE  EERNTATNENAE, XEWENE
FraxaHlisE Mobilelron B9 MDM 5528, MDM ({FERBahig&EEE, MDM RGBT
BARER , B FRASIERIPBIER. MERER. HOEH2IFRAERRIRSEE
WEIFYL , N BIBR TR INRS.

E3E
Mobilelron enterprise MDM servers under attack from DDoS gangs, nation-states

https://www.zdnet.com/article/mobileiron-enterprise-mdm-servers-under-attack-from-
ddos-gangs-nation-states/
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BRI BREEFF A CVE-2020-3118 Wil
H#5: 2020-10-21

£

E&:

#R%: ['Cisco’, 'Cisco 10S XR Software’, 'Attack’, 'CVE-2020-3118']

Cisco & , X' CVE-2020-3118 S B mIEN K GHEFmE T Cisco 10S XRER{EFRT
ZNMNERRIEHE, 1ZREFET Cisco I0S XREARY Cisco Discovery Protocol SCI])
o, RIPREGIFHIESB K EE Y TERN IS EF IIEZZMANRE. ZmEFET
Cisco 10S XR #x4a9 Cisco Discovery Protocol SCHIHR |, SSiFARKRIIEAIESR I EE AT
EEARIESEH IR IMANRE.

E3E

Hackers are targeting CVE-2020-3118 flaw in Cisco devices
https://securityaffairs.co/wordpress/109816/hacking/cisco-cve-2020-3118-flaw-attacks.html

N EHEF AEER SharePoint 1 OneDrive $41%

HHH: 2020-10-22
g h
1E&:

#R%: ['Microsoft', 'SharePoint Online', 'OneDrive’, 'Phishing']

WEEEEANBET =AM ERSS @RI SharePoint Online &1 OneDrive){Es—#Hitt
RIETER , FRAFRREEEkEE , HEEE S TRESEFa A EERE,
ERER—IRDHT , MELLNE Proofpoint iBEE , £ 2020 £ L¥5F |, BIETKY
590 FifmE%E SharePoint Online' 0 OneDrive SEERIEB FHBH, SRIAXLEE FHpER
SFTE B REMUATAMERY 1% , BEGETBRR =T 13%LA L,

E3E

Malicious SharePoint and OneDrive links are a phishing scammer's dream

https://www.scmagazine.com/home/security-news/phishing/malicious-sharepoint-and-
onedrive-links-are-a-phishing-scammers-dream/

BRI AR T R N i R R EE

HHH: 2020-10-23
g h
1E&:

#R%: ['Georgia', 'the Gainesville Times', 'Hall County’, 'DoppelPaymer’, 'Ransomware’, 'Database’]

ELRAL (SRER/RITIR) RE , 10 B 7 B R KEENE—  ATFRikE
BINERSEEIEE | MIZEIEENAREERIET. BREIPERREENN
HEZHMERERACEIRE,

LT Emsisoft ARSI EYF~i& ( Brett Callow ) %7 , DoppelPaymer J25E
BIARIORME S HNIES. i X E ARSI ER AT , 28500
T BRI AR,
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HisREICHARI RHEFSF (FREME/RIR) | REGRGIEEIEEFE- | 8
PABI LA GRS IS RAVEENRIGIER 2,

15

Ransomware Knocks Out Voter Database in Georgia
%tz%sg//vvwvv.databr’eachtoday.com/ransomwarefknocks—outfvoterfdatabase—im—georgiafa—

AXREEW

RASSIRG R EZ RSB THRAFHRFIAN T &

ZENZEE EDR F=hn , RATIEM R

SENEWTRZ G IR TERT. BB X HEESIHREEE
FEMELREBBELRDRE , WFHKIE. DS, #M4HMNXE

MIF RIS TF | XA EEBXBGRIYNRIR OFIARSS | RATATISNY B
TRFTRIMEENR T/ | 1IRRATLA SR

R DINREAIAAERA0NSS | BRRARIEAIXG

TERRAEF http 1RSI 38

Wi mBEE LR

— web NEIREBERE | BHEREHURY

(m) Hb=4
Google # T & 7 Chrome %284 0day iFiE

HH#8: 2020-10-21
285

((==F

#5%: ['Google', 'Chrome’, 'FreeType', '0day’, 'Sergei Glazunov', 'Vulnerability']

‘Google & T H Chrome WIESz3EMIER | AEFIEFBAN TIZEEa0 FreeType =
REFREFH— 0day TwilE , ZmBEEH ZER.

BIMEHIZ 2R Sergei Glazunov & TiIX/NEIE , EHRIFZEA—FTNFERINE
8, BRI RIROAHEE R X, Glazunov 7 2020 £ 10 B 19 Hilg 7 AFxXNE
ER

—

o o N o A W N

g

S
it

G

N

E3

Google Patches Actively-Exploited Zero-Day Bug in Chrome Browser

https://threatpost.com/google-patches-zero-day-browser/160393/
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WordPress X4 #T TEFN R EEH

HHH: 2020-10-21
X5

=]
£45: Catalin Cimpanu

#R%: ['WordPress', 'Plugin’, 'Forced update’, 'SQL Injection’, 'Loginizer']

2020 £ 10 B , WordPress T2 HFIAREN 7 = ILAYENE |, AT — &8 AXIRIRERTH

B2 SBRITA—DIRITIRHEXLEEH. 1217 Loginizer 149 WordPress uhs= 2020 £
10 B 20 B#saFIEEsE Loginizer S 1.6.4, X PMRAB S T —NMEMAY SQLIEANEIR
NLZ2BERERF LRSI EEEERTIARA Loginizer 49 WordPress 4
=, Loginizer 235 &iniTHI WordPress i@tz — |, BB —B A M uhs,. 1ZIHEA
WordPress ERINHIRM T LE1E2, RIBEESHIA , Loginizer AJLLEA(E)
WordPress ZRINEAY IP BB RHHEE , ILIMINERSMHWIUEAISET | SE& D
AR I & B AYEE RS SRIE LE B ahE R ENEF S IIRE,

Bl Wordpress WEASHBINTE , #iEkBTF 360 QUAKE

HRBIBRIT
Ede) 17,457,526
’\ BE o— 2,079,171
’ ‘ HE - 1,809,986
- BZ e 1,689,161
XE -» 1,528,948
BHZ o= 1,255,251
High A - 897,456

A 1745w
FE ® 893,796
0
Low

REMIELST
&E 325,127
IR e—— 138,453
IF c— 94,866
£ c— 93,010
aL 86,158
HPL 60,993
High WER e 26,474

4 32w
)il - 18,007
0
Low
NV
e

WordPress deploys forced security update for dangerous bug in popular plugin

https://www.zdnet.com/article/wordpress-deploys-forced-security-update-for-dangerous-
bug-in-popular-plugin/

Discord £ H N AEFRiE#Eit XA BHITERE

HH#8: 2020-10-19
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#5%: ['Discord’, 'APP’, 'RCE', 'Vulnerability’, '‘Bug Bounty']

Discord M FIEFRISERAFE—IENER , XMNIRESHREZZEITEE
HAT(RCE) K&,

mimEEIE A Masato Kinugawa JL M BEIFZHTE 7 —MSECRCE BURIERARE | FFr&T
—REENE | @R T RE IR,

E3
Discord desktop app vulnerability chain triggered remote code execution attacks

Bttps://vvwvv.zd net.com/article/discord-desktop-app-vulnerable-to-remote-code-execution-
ug/

Oracle %75 2020 £ 10 B& &A%

HH#8: 2020-10-20

AL B
SFH =

((==F

#5%: ['Oracle’, 'Critical Patch Update’, '‘October’]

Oracle E&45 2020 £ 10 BRYERANT &5, LIBRRZ N mhay 402 N, ImiEK
& P LN BRI L RERESIZ RS,

MEZ e EMIREZ LR ( CISA ) SFIBFMEEREE 2020 F 10 B Oracle EE£41
T EHF N AR,

E3

Oracle Releases October 2020 Security Bulletin

https://us-cert.cisa.gov/ncas/current-activity/2020/10/20/oracle-releases-october-2020-
security-bulletin-0

#HY Gitjacker TR A FEBEIREL A FHY.git XH4FE

H#3: 2020-10-19

£

{&£%&: Catalin Cimpanu

#5%: ['Gitjacker', 'Tools', ".git', 'Liam Galvin', 'Go']

— AN Gitjacker "BUFT LR LB AA R LI MORTEIMbEL & T/ .git ST
* , HEHREERBELRKELE.

Gitjacker FREEERAT2IM Liam Galvin 82 , A3 Go g5 , 2020 £ 10 B7E GitHub E%
ZETEL

ZT BUESE SRR REE I RREE R 5 L/ .git KR E,

E3E
New Gitjacker tool lets you find .git folders exposed online
21 /33



N

)
N

-

——

L,
N7

%

360-CERT

comp

https://www.zdnet.com/article/new-gitjacker-tool-lets-you-find-git-folders-exposed-online/

IR =SB IR P AR R & Y b

HH8: 2020-10-19
2K
1E&:

#7%: ['Microsoft’, 'Phishing’, 'Emails’, 'Coronavirus', 'Hacker Impersonations']

2020 FHE=FE , T2 mEIINEIIBIET , MR milikss ok Vifhn 2 —H)
D8R, FTWEKEE SN FRBNES KR TIERIITIZD R | #RYE Check Point HI%L
1B XMTENEIMNEZEENEAM (GBS 7% BRHZERLL 9 BHNE—3,
[EAT" Check Point iA&TL , 44%A9IB I E BT FHMAHTHY | EUREMLE(43%) M
z(12%).

E3

Microsoft is the Most-Imitated Brand for Phishing Emails
https://threatpost.com/microsoft-most-imitated-phishing/160255/

Bug bounty #2 #2& % F 3 A 89 iRmiEZKF

H#8: 2020-10-19

g

{EZ: Ax Sharma

#r%: ['HackerOne', 'Cashes Out’, 'Bug Bounty’, 'Plagiarized']

IREEIT Y EENLZEHFRAL KRS THSREZ IR DFGE |, BRI A2RE10
i,

2019 £ , HackerOne 3Z{JTi&d 6200 H=ThORRESE |, IRIBZFESIIRIIRS |
2020 XN EFHEI T 1123TT.

=102  BEANBEENT BCHNE NN mMmBAXLE RS,

B, £2%% Guido Vranken &I , HackerOne =179 Monero @R e RIS
oRiE  Fftz B AR IR S —IE—iF,

FEESARNAT , Monero IR T1EE—f5 HackerOne k&St , BMEIZREEIN 2,
BT EW B EESTAIBRE .

E3E
Bug bounty reporter cashes out on someone else's exploit

https://www.bleepingcomputer.com/news/security/bug-bounty-reporter-cashes-out-on-
someone-elses-exploit/

L5 Z i A= R IR B A9 RS ah R B =

H#: 2020-10-20

s

{&£4&: Catalin Cimpanu

#7%: ['Rapid7’, 'Safari’, 'Opera’, 'Browser’, 'Address Bar Spoofing’, "Vulnerability']
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"= ER RIEEE web WIS —NRIE |, RS E MG EEE SR URL

HER—MEN URL—BE2AESE URL, MEEREAT Rapid7 2020 £ 10 B&#
H—pikEs | IKEE T 7 DS N BERF 10 MFBIH=IIRRE, Z5ma9R)
ISEREIFEIER Safari, Opera Touch #1 Opera Mini Sxh@iksgs , E4E Bolt. RITS,

UC Browser #0 Yandex Browser SR E K HIZF,

E3E

Seven mobile browsers vulnerable to address bar spoofing attacks

https://www.zdnet.com/article/seven-mobile-browsers-vulnerable-to-address-bar-
spoofing-attacks/

B MiBR T B BER P EIER Chrome TTE3=888

H#3: 2020-10-20
EZLE
£45: Catalin Cimpanu

#R%: ['Chrome Extension’, 'Chrome Web Store’, 'Nano-Adblocker', 'Nano-Defender’, 'Collecting User Data']

BFFE Chrome B Mub_EMIER 77N SHEEME B | IXF MR R I E AR EER
PR, XF N FES Nano-Adblocker #1 Nano-Defender , ZTEEAI1#IRERAT , &—1
#BAiEI 50000 F0 200000 &%,

E3E

Google removes two Chrome ad blockers caught collecting user data

https://www.zdnet.com/article/google-removes-two-chrome-ad-blockers-caught-
collecting-user-data/

Lightning Network #8& “concerning” INZiKiE
H#: 2020-10-21

s

& Ax Sharma

#7%: ['Lightning Network', 'Vulnerability', 'DoS’, 'Ethreum’, 'Blockchain’]

Lightning Network BERIBIABE AR T XTI MM R G SCI R A TAYREIE
HIREHT,

WEEN RN BXERFIERGNE DoS |, FEd=aln E1ThY SHeea [ KFRINE3L
Do

Lightning Network —Mis{TEET KRGEFIMNE I HAIAFH. Ethreum F2Z2 EAISZ
(NN

E3E
Lightning Network discloses "concerning” crypto vulnerabilities

https://www.bleepingcomputer.com/news/security/lightning-network-discloses-concerning-
crypto-vulnerabilities/
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Mozilla X457 Firefox. Firefox ESR #1 Thunderbird (L& E ¥
H#5: 2020-10-21

£

==F

#7%: ['Mozilla', 'Firefox’, 'Firefox ESR’, 'Thunderbird’, 'Security Updates']

Mozilla & T L EHEmBR Firefox, Firefox ESR #1 Thunderbird FaSREiE, KHED
AR XY RERIEHZ NN ER S, NEgeS5EMREEZERE ( CISA) AR Mg
EREZE Mozilla Firefox 82, Firefox ESR 78.4 #] Thunderbird 78.4 B9%232Y , FR B
WHERJEFT,

i

Mozilla Releases Security Updates for Firefox, Firefox ESR, and Thunderbird

https://us-cert.cisa.gov/ncas/current-activity/2020/10/21/mozilla-releases-security-updates-
firefox-firefox-esr-and

\ﬁ%l\l/xlﬁware &5 7 H ESXi. Workstation. Fusion 1 NSX-T f18)JL1

HHH: 2020-10-22
g h
1E&:

#R%: ['VMware', 'ESXi', 'Code Execution’, 'Vulnerability’, "Workstation']

VMware (&7 E ESXi. Workstation, Fusion #1 NSX-T F=@ap9/ L/ NRiE , BiE i T
BT ERE.

ZEERmIEIERR /9 CVE-2020-3992" , @— 1 520 ESXi AT OpenSLP iRSBZAYERE, 1%
RS EE TS INAY ESXI M e BT,
WEETLUABIZRREETHE | iZREH2UTEEMNE L, FEEEEIAE ESXi 1TE]
ER9wmE 427,

E3E
VMware fixes several flaws in its ESXi, Workstation, Fusion and NSX-T
https://securityaffairs.co/wordpress/109843/security/vmware-critical-flaws.html

&75] % QNAP 3t Zerologon iR & %18

HHA: 2020-10-22

45

E&:

#R%: [Taiwanese', 'QNAP', 'NAS', 'QTS', 'Zerologon']

58] B QNAP &7 —NEEHER , ENEEEZFE (NAS ) RBRURERSR (BIR
QTS ) HIRLMRASZZ] Zerologon il ( CVE-2020-1472 ) "HISZIM,

"CVE-2020-1472 fmE23t BB 1E Netlogon FREVFAUEF. Netlogon fRS5:2 Windows ZF
IS PINHAREEPERI—FSMIIENSH , BTFRIPERIEK , i, Wiz
gz HlEs, B Windows fRSSesRVBIERVVTE 2020 FF 10 B 22 H%% 2020 F 8 B
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BIRNT , LUBAR ReiaLa SRR N R e AP,  EE ] AR BizimiE 5
Netlogon SMRIIETREFHILEINEE | FEXUIEFIZS Active Directory LIt EHAIE
3,

E3

Taiwanese vendor QNAP issues advisory on Zerologon flaw
https://securityaffairs.co/wordpress/109859/iot/gnap-zerologon-flaw.html

Nvidia 24315 GeForce FETEN KA
H#5: 2020-10-23

g

==F

#r%: ['Nvidia', 'Windows', 'GeForce’, 'Vulnerability', 'Code Execution’]

‘Nvidia iR ERALIESRE ('GPU) RUBIER , ZATEEEE T Windows hit GeForce
Experience 4RI M ERIE. EP&R™ERRE ( CVE-2020-5977") RIREF- L8
UABHAT. 1EARSS. RIS RIEEITE, Z/miEry CVSS ol 8.2, P&
EERS. Nvidiafz 2020 F 10 B 24 BAMHZEEINPERT , BFRILUA GeForce iR
I NEUE MBS, B AER mEINEZEEH,

15

Nvidia Warns Gamers of Severe GeForce Experience Flaws
https://threatpost.com/nvidia-gamers-geforce-experience-flaws/160487/

5 E M BUEB X X $F Triton BRI T BTt R V149 SR B

HHH: 2020-10-24

s

((==F

#R%5: ['US Treasury Department’, ‘Russia’, ‘Central Scientific Research Institute of Chemistry', '"Mechanics',
Triton']

EEMEES MBS M —FAARNELIES R , RERZIUWSS RS 5K Triton &E
/NG

2020 F10 B 24 B , ZEMBERIMNERFIZHIAZE(OFACHRIE (RERFIERE)
(CAATSA)ZE 224 FHIE | FEE—R SHIRMERY Triton TREEHA KA S BT AL
14,

Triton' 2—ME | JH TUASHIRF (ICO) RERIHASEREZE , T 2017 £ 12 B
‘Firekye BYAR A SRA TN,

2017 & | BRI T REASFAA LT Tasnee T F—MSAKIT |, BEEE
REEI. BERIR , BERSE TIRLE,

15
US Treasury imposes sanctions on a Russian research institute behind Triton malware

https://securityaffairs.co/wordpress/109923/cyber-warfare-2/tsniikhm-sanctions-triton-
malware.html
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AHE Waze T UL RZFIRAIFERER F F

H #: 2020-10-20

s

(=¥

FRZ: ['Google', 'Waze', 'Bug Bounty']

ZEHARARE Google By Waze MAFREFFAI T —1NRE | ZimEEaeIs LAt iIRER
s RAERzE) , EEFLUERIRBIHENINSHn. Waze RAREBER 8
ZEESWROTGEEBAIEISY) (HIANBIRE BN , FHE ) | AERDSRIXLES
MNENEERAELZ, ZNAEFER RN EMSERAVERE GPS V&,

E3E

Google's Waze Can Allow Hackers to Identify and Track Users
https://threatpost.com/googles-waze-track-users/160332/

AXRREEW

1 BENERE. BMERRE, von, ITERESFERCANBER , NN ERRR
FThRAR

2. A Gt ZFRSFETIERN  TRERRITIE  BR LIEERSM

3. RENEZRSMRSEGHTHRAFHRAN T Eih
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MEZANERS
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