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£ 5

SKIJg: Prajeet Nair

#R%: ['Intezer', 'Monero', 'Cryptomining’, 'XMRig', 'Weak Passwords']

L2 RE Intezer IR ARKIL T —FHHIET Golang RURR, 1ZIRRETXT Windows'

FO'Linux BR55 23,

ZIERE 2020 £ 12 BLR—BEEIR, =% XMRigEEHM (FT12HE Monero 1%

&BM) EABZBERIIRSS TP,

CHEINEFEABOS. mRARIRS, Fla0MySQL, Tomcat EIEmERANFFRER

L Jenkins IRES 2L,

A, BIAFIA Oracle Weblogic #raJiRIE, fms9 CVE-2020-14882,
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New Golang-Based Worm Targets Servers to Mine Monero
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https://www.databreachtoday.com/new-golang-based-worm-targets-servers-to-mine-
monero-a-15692

AR5 B B2 Windows BB EK

HHF: 2021-01-06
S =
kI8 Danny Palmer

#r%: ['QRat’, ‘Trustwave', 'Donald Trump', "Windows', 'Phishing']

— MBS ENEDRERFESEE MRS, XENEWEE T TS
SRS Windows THE#.

Quaverse iITfRIHAIARS (QRat) ENREINE 2015 &, H—BEIRENII, SEATHLE
ZERE MIOUZE], B ERERRMHE T WSRASEETENATEAE,

W4 Trustwave IMEZ AR A RN A T — N300 QRat3E5E), %St E S iEAM]

TEEFRAIGEEIRG, XOEENHEENE S ERE SIS DG SN,
5

This new phishing attack uses an odd lure to deliver Windows trojan malware

https://www.zdnet.com/article/this-new-phishing-attack-uses-an-odd-lure-to-deliver-
windows-trojan-malware/

Ryuk Gang AAMEIRIRFBE P RS T 1.5 2 THRA

HH3: 2021-01-07
&g Catalin Cimpanu

#RZ5: ['Ryuk gang’, 'Bitcoin’, 'Ransomware']

&R, BTNEHERRFTNNER, Ryuk TR ARIZEREENRPIRE T iMEST
1.5 {2 TTHILLE M.

£ 2021F 18 7 HEBH—mEEREF, BMERAE Advanced Intelligence FIRJZE
ZERNE HYAS R, MIRER 7 55R1)AE T Ryuk 2RI TEFH SZHERAT 61 PDECHS
HEIERIIS TR,

ME AR, RyUK N—ZABRIELE BRI R T XS, ZEL ANURERRE
ZEER. XEIREAHEHET, BEEHTHETZE.

15

Ryuk gang estimated to have made more than $150 million from ransomware attacks

https://www.zdnet.com/article/ryuk-gang-estimated-to-have-made-more-than-150-million-
from-ransomware-attacks/

v 2= B4tk B WIFi BSSID iR S= &

H#: 2021-01-04
338 Catalin Cimpanu
#RZ: ['WIFI BSSID', 'GeolP', 'Trojans', 'Malware']
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TR EREENEMBRNZEEZNNE, BERE PRI, B3R

TEERYIP i, FXIER IP BRSIHIRUERVEUERE, LURIEREZERIAREUMIRUE, Y
a0 MaxMind A9 GeolP #UEZE.

ZEMFRAR Xavier Mertens 7 2020 £ 12 B/, &I T —M#OESRERS, 1Z
PREER TR, 1SRRI T IREZ B PRI BSSID
BSSID#AMRAEARRSEIRRTF, EXLRAFARED WIFIEZTTARBIEEA
=ETMACYPIRHBLIE,

e

Malware uses WiFi BSSID for victim identification
https://www.zdnet.com/article/malware-uses-wifi-bssid-for-victim-identification/

TransLink FIAE R B RRHFIE, BIEHE

HH3: 2021-01-04
£8 5
SKIJg: Sergiu Gatlan

#RZ: [TranslLink’, 'Egregor’, 'Data Theft', 'Cyberattack’, 'Ransomware']

IREIERIBIEAE] TransLink 2N, Egregor IEREIHZE ™7 2020 F 12 BHIAT
HWE, FEHESH T RIRTIIHSREER.

Translink 7-2020 £ 12 B 1 HEM, WEWEE, RBMERNTTERF LG,
XEEERAREN T AERIBIEFIELIRS, UNREFBERRIECRITRIEE
o

S

TransLink confirms ransomware data theft, still restoring systems

https://www.bleepingcomputer.com/news/security/translink-confirms-ransomware-data-
theft-still-restoring-systems/

FTHY ElectroRAT EEHHMEMEZE R T AL

H#A: 2021-01-05
%55
k& Catalin Cimpanu

#r%: ['ElectroRAT', 'Malware', 'Cryptocurrency’]

LTERF Intezer Labs Fx, MBITAIN T —MRIA—FAIMEEEIHREIE, MEREE
B T INERIINZ LM ERER, IIERBFEERS LLEIREY, R2ENE
TNZEENRE,

XEARISHIR A BlaE 0 Jamm', “eTrade/Kintum'#1' DaoPoker’, 73 3HEETE
jamm.to’, ‘kintum.io#1'daopker.com B9EBMuL L,

AR N RREFAETRE T — NERNRSZNEEDIFES, mE=TNARERE— N
BN N FBRE .

15

Hackers target cryptocurrency users with new ElectroRAT malware
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htt;‘)s .//www.zdnet.com/article/hackers-target-cryptocurrency-users-with-new-electrorat-
malware/

WiEEERRATI T M E L P MERERRMG

H#3: 2021-01-05

kIR Sergiu Gatlan
#r%: ['the Australian Cyber Security Centre’, TeamViewer', '‘AnyDesk’, 'Malware']

BRANTEAFESTR, BNENIas)E FRRANIMELZ2F0 (ACSC) EEEEIX
.

B KA FHRA R ACSCEBRIETSIEE, ENRIREKD BT S5 T3
DR S IR

KWEEERRREZEELECEEENSEEZ0GE, LSBBEmAPIRTES.

1B
Australian cybersecurity agency used as cover in malware campaign

https://www.bleepingcomputer.com/news/security/australian-cybersecurity-agency-used-
as-cover-in-malware-campaign/

Babuk Locker & 2021 S —s IS Eh E 4

F &5 2021-01-05
Fh B
S&JB: Lawrence Abrams

FR%: ['Babuk Locker', 'Bitcon', 'Ransomware’, 'Enterprise’]

20215, BT —HREN Babuk Locker RIFFELEIZIRM, ERIBREEIIANRIERIL

T EE,
‘Babuk Locker 2—IUfAV8I R, F 2021 F40iEsh, WEWE T RBIERZHAIT—/)
HBOEEERE,

u%i]ﬁi)\{%zj? SEXNILSTHEETEE 6 HETEl 8 A 5 FETAE,
=
Babuk Locker is the first new enterprise ransomware of 2021

https://vvvvvv.b\eepingcomfuter_com/news/secumy/babuk—Iocker—is—the—ﬂrst—new—
enterprise-ransomware-o1-2021/

MRAGIE T FIN7 REARESREFNHET

HH#F: 2021-01-05
i‘}é/xi fﬁJ

kI8 Prajeet Nair
#R%: ['JSSLoader’, 'Morphisec’, 'Hacking Group', 'Malware', 'Spear Phishing']

‘Morphisec Labs B9t AR 7 — M2 JSSLoader AR EI AP AVRIHT, 1%
R FINT B=LRRFR T TLEF,
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FINTR— M EEFINNREAR, BEERIED, FUBNAMENENETES
S,

RE FINT #IREE  LAEsNERA JSSLoader’, (BB RIZLEENHNIFMESZMELUIR
=,

B2, 1E2020 & 12 B—R&MI%ad+, Morphisec tHR A RIRE 7 FIN7 EHRY
"NET miZiE S mEITiZIAaARE,

15
Researchers Disclose Details of FIN7 Hacking Group's Malware

https://www.databreachtoday.com/researchers-disclose-details-fin7-hacking-groups-
malware-a-15703

HiF R Z T A RokRat KD AT EEAIME TS

H#A: 2021-01-07
EZR 5
3&JB: Charlie Osborne

#r%: ['North Korean', 'RokRat’, 'South Korean', 'Remote Access Trojan']

—NeREf = RNEERI A RokRat RS A alFi— s I E BT S,
TEHEFRFEARS (RAT) SETHEERHEXFLIESNKEEX, XMYIEEE
HEZA,

RokRat REHINSAZETF APT3I7" (1BFRF ScarCruft, Reaper 1 Group123) 2BZRRY, 1%
LRMZ/DM 2012 FEFFIATERR.

=

North Korean hackers launch RokRat Trojan in campaigns against the South

https://www.zdnet.com/article/north-korean-hackers-launch-rokrat-trojan-in-campaigns-
against-the-south/

Linux E &k 4 {E&E H Ezuri Golang TR EFEST#4M

H#A: 2021-01-07
EZR 5
kB Ax Sharma

#R%: ['Ezuri’, 'Golang', 'GitHub', 'Crypter']

Z SR FE IR Ezun RS INERS, (bR AR RS m
R,

GitHub E124#tT H Golang fREHI Ezuri JRILHS, (HI AEBRTLAERS,
Ezuri B GO iIES4RE, ERTFE= ELF (Linux) THEISUHRINNZSSFIN0EES,

EEAALS INEEERMAR, BEREERARGFTIITEEERNE, MAaE#E L
EREE
15

Linux malware authors use Ezuri Golang crypter for zero detection

https://www.bleepingcomputer.com/news/security/linux-malware-authors-use-ezuri-
golang-crypter-for-zero-detection/
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— N INFIZHREF M4 EEDIEX Docker 1 AWS HYIEH

H#: 2021-01-08

LR 5

>kJJ&: Catalin Cimpanu

#R%: [Docker’, 'AWS’, ‘Credentials’, 'Botnet’]

LZERARAREI T —MEFIFEN Docker #1 AWS IEBHIE=EFMLES, HRARBHE
5—"1279 TeamTNT RIMEICTRITRIEAER SR, 1ZERME 2020 FEXRBEXKUEEE
ERAIBR T e LRIIBEDIZEEENG . STRIIZIRETR, TeamTNT IEESHK
Docker 5%, XERGHERBEMRIIER MELREESTE APl , MIMBAA T E5AE
Fa. FIRARER, TeamTNT EEFIHAIRER) Docker B35, LRIEINMNEIZIETZX
%, (BZHEI SRS (AWS) IRS[AIERE, INERR—KASRIER T &
g, BEREZIRSSER, BEEZNEEREE.

o

A crypto-mining botnet is now stealing Docker and AWS credentials

https://www.zdnet.com/article/a-crypto-mining-botnet-is-now-stealing-docker-and-aws-
credentials/

—EHRREAREEFEERSREEARBE, EFEAIM
S

H#3: 2021-01-09

Eh 5

skiB: Catalin Cimpanu

#5%: ['Clop', 'Ransomware’, Top Execs']

ERREERPHIL T PGS, IUENSEMEEARERR TFAEEE
&7 ARNAXLERRNASSEELHER, USRETEE, R a5 —R T8
EEIERTEIRISA T IX—HFERRE, A8 Clop BRI THBE B ETHES.
fask, S5EfM Clop 2EZRIXMBIEMXIME 22 2 ARIRIEB FHFHRITIESE, XXX
BREE, Mz Clop Bk XL B—EERII—M5ER,

5

o _ Some ransomware gangs are going after top execs to
pressure companies into paying

https://www.zdnet.com/article/some-ransomware-gangs-are-going-after-top-execs-to-
pressure-companies-into-paying/

M3 &R RN L8 IcedID BRE M

H#3: 2021-01-07

£ 5

3B Bradley Barth

#RZ: [TABSL, "Ursnif', 'Valak', 'lcedID’, 'Phishing']

— P IE A —EINENS IRz pl— N EEFHRAE, (RN ARIZ IS

RIEN LRI FHBHE FImSREXHIESCHR S, ANRBUG NF T XA ERETIEER,
9 /28
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A% Iced D TEELA,

>k B Palo Alto Networks 89'Unit 42" @A/ NE 2021 5 1 B 7 HAFEN—REEX
%/T\ WERICIEEEAT TASST (XA Shathak') RUGKITEHSERF, ZIToMEES HWE 2
mEE, 0 Ursnif, Valak 0 IcedID,

e
TA551 malspam campaign spoofs email chains to install IcedID info

https://www.scmagazine.com/home/security-news/phishing/malspam-campaign-spoofs-
email-chains-to-install-icedid-info-stealer/

Eitt APT37 RE A VBA HABHA

H 5 2021-01-09
F4:
3 GURUBARAN S

#r%: ['North Korean', 'VBA', 'RokRat’, 'APT37']

—NEZ ) ScarCruft, Reaper 1 Group123 gUsREEE2=£R40F A VBA BREFSHRAIEAN

RokRat, S5 THNSBEBUFRINE, RokRat E—MEighHFEFEARS (RAT) |, 2—
SEXMNEIERF, BELURLZHSISHIIER S &, ARERSNNEE, BINER

E%Tik#ﬁ:rm RokRat KEREBSAETEEXXHFEE—1HNE, BfEF VBA ﬁﬁcr

POFARTE Mlcrosoﬁ Office IRF=ERXS B SHITHERE, MASA#EE, ThE,

¥ RokRat AI—M AR N EHCSE A,

5

North Korean APT37 Hackers Use VBA Self Decode Technique

https://gbhackers.com/north-korean-apt37-hackers/

AXREEW

1. ENMELREBELEIRE, WHKEE. DS, #MHRXE

2. BENZEEDRFm, REGNERD

3. NESESREZPMIRSEMHHITIRATRAN N T B

4. BFENLSEE. #MAEFIR. von, ITERKESERN N ANERER, NEINEHREIR
TR

5. MERZEHITIRE, BHRISH ARG

6. MRMEHRVE, SUKNRBEZEZEN. FEIME p SR FREERKRMRARLE
i

(D) ZUEZ=E
EANBIEZEREEELRAREER SIM £
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H &5 2021-01-05

faragps A
TN =

>kJJ&: Catalin Cimpanu
#r%: [ltalian’, 'SIM', 'Ho Mobile’, 'Data Breach’, '‘Dark Web']

2020 F 12 B 28 H, —BRESTARE—TEMICIZ LRI T HENBEATEUERE,
ZHIEE RS ARBENIZE® Ho Mobile'#y,

KIXFE (Vodafone) IETFIEAFIENZER Ho Mobile' 23 20215418 4 HIESE 7K
ASRAOEUEIT RS, RIS EERTE 2= SIM R,

IBE, wREEEEE 7R 250 hEF,

eSS

ltalian mobile operator offers to replace SIM cards after massive data breach

https://www.zdnet.com/article/italian-mobile-operator-offers-to-replace-sim-cards-after-
massive-data-breach/

BT Git EEERIR, EBRASMNIFEREEMN LHE
HH8: 2021-01-06
&g Catalin Cimpanu

#5%: ['Source Code', 'Git repo’, 'Misconfiguration’, 'Leaked']

RRIERTFFRERNBNNBEFFNI LERREELER, RESZATEIRE
BT/ GitR5=:.

In R TRE)M Tillie Kottmann'Z&7, itimRT—8 Git IRSS=s, 1ZIRSS2LABNARIABR
CHEEA (BHAR admin/admin’) REEEEEER L,
‘Kottmann#x Git FAEES S LA TEAHS:

« R ASIST 2T TERIRLER Y

- Bt R ihfRintiAERLE

e

Nissan source code leaked online after Git repo misconfiguration

https://www.zdnet.com/article/nissan-source-code-leaked-online-after-git-repo-
misconfiguration/

BN SEEHIEERE MR
H#A: 2021-01-07

SkJB: Daphne Leprince-Ringuet

#52%: ['Hackney Council’, 'Dark Web', 'Leaked ', 'Cyberattack']

2020 FF, ERRHEEMINEAI—R MBI EHHEREIRECH B =R,

IEefeZR% (Hackney Council) RREEERY 28 HEERRMEAIRSS, 2020 & 10 B#ixR
NEERNMEIENES, 52 T REiRzlT, BLRGEEBIHERT.

WAEER, EREIETRENEECEMILES FAMEITEN L, REZEREFRT
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REERI—EHEL TRz,

53
Data stolen in cyber-attack has been leaked online by hackers, says council

https://www.zdnet.com/article/data-stolen-in-cyber-attack-has-been-leaked-online-by-
hackers-says-council/

REATT 1 BAKEEBKA %R

H#3: 2021-01-05

LT B
FI =

SkJE: Ax Sharma

#R%: ['American Express', 'Hacker Forum', 'Leaked Data’, 'Credit Card']

BREEENERECR LRERT T 1 hEEEEBEANFEENEE.
ER—RmCiEMFH, RUKNEEFREE T ESEEZE(American Express), SRIBIBIR
#7(Santanden)# Banamex EEFEHRITE PHIEUE,

ithRERY 10,000 FICRAMFAEIEESRETENEEIZEIKE (ERF) SMEFTA
BHmER (PI) |, BiEME, =i, BI1ES3, L4AHE, M3,

15
Hacker posts data of 10,000 American Express accounts for free

https://www.bleepingcomputer.com/news/security/hacker-posts-data-of-10-000-american-
express-accounts-for-free/

I A T SE G == HuHE ot B

H#3: 2021-01-06

kI8 Prajeet Nair

#r%: ['Apex’, 'Data Leaked', 'Blood Testing Lab']

DEMF ALY EBB /RO IMAS AN Apex SEI = BANB E i JA0E B&R 7 E,
SARSVHIBEFRETEIEERIZEIIA, B Apex T 2020 F 12 B 15 HRMERD
FiatEtrhBEER.

MEEIEEESEEE. BER. KNER, SEXEETXRESIEHFIEIES,
e

Blood Testing Lab Data Leaked
https://www.databreachtoday.com/blood-testing-lab-data-leaked-a-15710

EERRH TS, Dassault Falcon Jet & £z 5B

H &5: 2021-01-08

LT, B
=
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kIR Sergiu Gatlan

#r%: ['Dassault Falcon Jet', 'Dassault Aviation', ‘aerospace’]

‘Dassault Falcon Jet N EIEEE T — IR ESY, neeSEIUEFIaHER T REREF
KB AEEHIEE, Dassault Falcon Jet RIFEIRRMEZANTNEEFAE, ZAFT
RITAIEREZER . ASHVFIRKERS, Dassault BIFATE 2453 BR T, BT H
EMAPERVIEE SR A= LEERSS .

e

Dassault Falcon Jet reports data breach after ransomware attack

https://www.bleepingcomputer.com/news/security/dassault-falcon-jet-reports-data-breach-
after-ransomware-attack/

AXRREREW

| RESHIEFRIERS

RESEHREME, R TEDENSEXR2E
RESEE RN SRR

SRR EN IR ESIRSMEEINNTENOAINE, SELAERW, FSUSLHE™E
RO HEE

5. MTIEENIZMRSS=R(VPO)SE ZEUERE, ST KIERBLUNSMNEFERR
=1

(2) MBS
APT RER BRI MFIE

H#i: 2021-01-04

SKJE: lonut llascu

> W

R%: [APT27', 'Remote Access Trojan', 'Ransomware’, 'Gambling Sector’]

LZEMARAREREZ R AR RERN—FIBZRIRESMET, KT —AREEHRET.
REMORKERE APT WERIEZRM, (BEREDRNLEEREE1S APT27 1BXEX,
APT27 BEE 5 ME(ERER,

REWERER 2020 F, EEINELAFESKSERNELBETIAE], FaII
BT abRsSEs.

e
China's APT hackers move to ransomware attacks

https://www.bleepingcomputer.com/news/security/chinas-apt-hackers-move-to-
ransomware-attacks/
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SRS RR TN B RRREREE

H#3: 2021-01-05

K& Ax Sharma
#r%: ['North Korean', 'Stock Investors', ‘Thallium’, 'Supply Chain Attack']

RIE 202151 B 5 HAMI—HiRS, F8FEEARND Thallium' (& APT37") R4
R E S FAA R IR R BITARSHIRFER E’m

FIEBIALE, ZANERKERSIELDS (HlanEd Microsoft Office 1) KEFXIR=
I:l%o

15
North Korean software supply chain attack targets stock investors

https://www.bleepingcomputer.com/news/security/north-korean-software-supply-chain-
attack-targets-stock-investors/

250 M4AZR =3 SolarWinds B & I 5 A B2

F &5 2021-01-05
EZR 5
3&JB: Mathew J. Schwartz

#R%: ['SolarWinds', 'Organizations’, 'Supply Chain’, 'Sunburst']

EEREARIT SolarWinds BETHRIEE, MAIKIHNEENUF LLEAERIIER
D EE,

(AL9A9H) HEIR, 21X 250 NMARKRAREZE) T EeRAIREWE.

EIARY Sunburst )71 J%E %@Eilﬁ 28, EtzeEl. ESHERE, LKA
RERT—LED S,

/E\:{@ETTQH_/\@}E$4?§E%J\7T\/£\\ BEL /R =mEBEIKF VMware, LR ERHEMNIZ
RZ. TSR SENBRMAERESES

e
Severe SolarWinds Hacking: 250 Organizations Affected?

htgp%g/gvvww.databreachtoday.com/severe—so\ar'\/vmds—haddmg—ZSO—or'gamzat'\ons—affected—
a-15

ENEXfFF & JustPay AR

H#3: 2021-01-05
SR 5

SKIB: Akshaya Asokan
#R%: [JustPay', 'Indian’, '‘Amazon Web Services', 'Dark Web', ‘Leaked Data']

ENEELSITES JustPay 7 20215 1 B 4 B#EIA, %A T 8 BHHIZFEIREEMHEE,
BHER JustPay EFRRISIEE— M EMNICIE EHE
ZABZER, 1ZmRFREFEIUAY Amazon Web SerVIces B, 1ZEHITFRE
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EBOpEEERE,

=
Indian Payment Platform JustPay Breached
https://www.databreachtoday.com/indian-payment-platform-justpay-breached-a-15697

SolarWinds &40 T £ E T4 EBRYE FHRFE

H #5: 2021-01-06

LT, B
TN =

K& Pierluigi Paganini
#r%: ['SolarWinds', 'The US DoJ ', 'OCIO’, ‘0365 Mailboxes']

ZEENEEB (Do)) R 7T —nEEis, #A SolarWinds i E S FFRI K EE e
[EEF R TAIERFE,

2020 F 12 B 24 B, ZEHEEEREEEEDLRE (OCIO) THEISEEK SolarWinds'
FHBRRIFTCRIARNREEE, ZSH RIS P EF SR AR R,
XIVERDS KIBIEZER AT Microsoft O365 BB FHBAIAE, BEHIEIRY O365 MRFEEIEL
FIREE 3%, BRIRBERERHTINERFERZE 70,

1B
SolarWinds hackers had access to roughly 3% of US DOJ 0365 mailboxes

https://securityaffairs.co/wordpress/113108/data-breach/solarwinds-hackers-0365-
mailboxes.html

WRHEREZ TR 5

B3 2021-01-04

K& Tom Spring

#R%: ['Kela', 'Ubisoft’, 'Game Publishers', 'Leaked']

BEFW TR A EMAMEIESES FROEEER, XENEKILFE, FEABILE
STl A AT ERAIR BB I RERA,

MRARFR, WEEHEREREFTRIT 580 25 S AR EBXATEE 50 SR
WHIFEIE, XLEIHEIRS T EREE,

IE90 Threatpost B9 2020 FM &z = RIMPAHATIBRFE, SE—FXSHEA T ki 2 EXE
AI—%F,

5

Leading Game Publishers Hit Hard by Leaked
https://threatpost.com/game-publishers-hit-by-leaked-credentials/162725/
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FTHY SMS ML & SER 3 PayPal i A

HH5: 2021-01-04
£8% 5

K& AmerOwaida
#R%: ['SMS', 'PayPal’, 'Phishing’, 'Smishing']

‘BleepingComputer iR&HR, — NEAVET SMS HIMLR & BN IEE=1E PayPal A
MEIKRF ERMBMEE T 0B LR,

ZRIBH SMS TSR, XLRERINT R THNTAIERER, FBAEERNZEEEK
FEXAZRIRG, FEMNIFEZREEERITEESD,

NRBEIZGEHE, XEEBRECHE—TERTE, ZRERBEZEEREEHERE.
IRZEEBER, BRESWAREHRELE, MIENEHIEKREERSES, 8E23,
B HERFIRITIFAES.

o

PayPal users targeted in new SMS phishing campaign

https://www.welivesecurity.com/2021/01/04/paypal-users-targeted-new-sms-phishing-
campaign/

S BR 7 47 )0k A9 P 24 T 1 0

H#8: 2021-01-05
EZR 5
3&JB: Charlie Osborne

#r%: ['Check Point', 'DDos', 'Cyberattacks', 'COVID-19', 'Healthcare']

EREIVDBH, ETFREITWANZMET RS WSS S I R MEINA S,
W&z e E Check Point & 7 #RUEUESRLT, T8 2020 F 11 BLLRYEEKRET R
AT AIMESICEIBIN T 45% , MREEFAIBEEEI T AIRSKITEIEIN T 22%.
WEEPMRBIKERENEERT, BESMIUELRS (DDoS) Wik, H=TiE, &
P, METI@EMEHzRNG,

=

As coronavirus cases surge, so do cyberattacks against the healthcare sector

https://www.zdnet.com/article/as-coronavirus-cases-surge-so-do-cyberattacks-against-the-
healthcare-sector/

AXREEW

1 RFERIETE, XA wEEBNXMAY MG OMIRSS, RATAR TN a5

2. RIRFFREIMNGZSENR TIE, 1RRIAIRSIE™
3. IR mETER CON

4. EEETER CON

5.

FHRTIERT, RETNMHDEEE
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6. FEAZBRIZEEE
(o)  Efths4
10 B Zyxel & HZEIBE

HH5: 2021-01-04

LT B
TN =

K& Prajeet Nair
R%: ['Zyxel', 'VPN', 'Eye Control', 'Vulnerability']

=22 N5 Eye Control FR, k£ 10 Bk Zyxel F=RRIEHHRTE (B4 VPN BX,
BARESIZEMKEE) AR TRE@EmEE], mEJU LS EERETEEIE
X

ZimiadwsS/9 CVE-2020-29583,

Zyxel BEREHEL mPAS THNZmEIN T 2R, AReEEFZRINAE ],
BR, ZaARE—mBiRPiEL, ENXCEASEHSRRI-RREERFERI 4 B
BERTD.

=

100,000 Zyxel Devices Vulnerable to Backdoor
https://www.databreachtoday.com/100000-zyxel-devices-vulnerable-to-backdoor-a-15693

REZEERIAXESERNRS
H#3: 2021-01-04
kI8 Scott Ferguson

#R%: ['British’, 'WikiLeaks', 'Julian Assange’, 'America’, 'Extradition’]

—RREZEE 2021 F 18 4 B8 7 EXESASRI—IUEK: HEERZEImARR
ZhuRaysERIEE, DEIEENEERHTEN AR MIEZEEEXRIEEE.

W 49 TRIFISEE (Assange) #HfEiER ¥ EEEIRAANTENENESRAZEL, FHES
FRMm T EIEEREERRY L SEEBATH SR — RN ES .

RIERLABRRGIRIE, FISREHEIR 18 TUTISIE,

=

British Judge Denies US Extradition of Assange
https://www.databreachtoday.com/british-judge-denies-us-extradition-assange-a-15691

Zend Framework IZ 2L 1TiRIE

H#3: 2021-01-04

KR Ax Sharma

#r%: ['Zend Framework’, 'PHP’, "Vulnerability', 'Deserialization’, 'RCE']

202151 B 4 B Zend Framework #i88 T — M FPMLIRIE, 1ZimE eI E )
F3, BIOFIFBEEETE PHP uhsm BT EERD,
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ZREMmS s CVE-2021-3007, ERIEAE Zend BY' Laminas Project HYEELLSLf,
Zend Framework B 5.7 /R LR PHP 84 BZBRY,  FFAR A RIFERIZIEZRADFEMTEO)
STEHY Web [ BIER,

Bal Zend Framework IERSINTNE], #HIERET 360 QUAKE
R
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1B
Zend Framework remote code execution vulnerability revealed

https://www.bleepingcomputer.com/news/security/zend-framework-remote-code-
execution-vulnerability-revealed/

Google 4™ & iy Android IR B ITIRKIE

HHA: 2021-01-05
=
KR Lindsey O&#039;Donnell

#r%: ['Google’, 'Android System’, "Vulnerability', 'Qualcomm’, 'Remote Code Execution’]

Google {22 TR M2 IBE Android FAIERE, XL RREEEEE AR TIE
B,

XM EERER 2021 F 18 5 B&RY Google —A Android & A EHI—&B7.
ZREEHARR T Android B FRFRISIE 43 MEIR,
EREEREER Google Y Android &geéEH (CVE-2021-0316) SPRIITIZAI TR
mE, 2N ENRERE Android 1EZ4E M +aYiE4ERSSRIE (CVE-2021-
0313)
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Google Warns of Critical Android Remote Code Execution Bug

https://threatpost.com/google-warns-of-critical-android-remote-code-execution-
bug/162756/

A E S RERARRAST, FBARPTAMFAREE

H#: 2021-01-07
=

K& Charlie Osborne

#:%: ['PPE', 'Stradis Healthcare', 'Jail']

0

FoaIN—ZR AR —2RIR SR EERIA R SRR N ABIPEE (PPE) AUIZIAM
WX IR,

‘Christopher Dobbins &4t Stradis TR EABITIE, ZABR—RETREEER
3, BOTHEM PPE, EHMAFARE,

£ 2020 £ 3 BERRE, XU 41 SFREAGE) 7 fE Stradis (I T(ERR@RIER—1
WA, (DEMRTKD, FRIPZIKETFEHA Srads MBFIER.

15

Former VP with an ax to grind hacks company, disrupts PPE supply, earns jail term

https://www.zdnet.com/article/former-vp-with-an-ax-to-grind-hacks-company-disrupts-
ppe-supply-earns-jail-term/

FONIHE 7] UFKEX COVID-19 AR N BB E#HTHEEE
H#3: 2021-01-04

£

K& Eileen Yu

#r%: ['Singapore’, ‘TraceTogether', 'COVID-19', ‘Contact']

FIRELFAEREA RSB INITIZERY COVID-19BRR NBEETE, LADENHITH
ESEEN

12581, BB 420 BiEEDL 78% A A ORKA T TraceTogether BX R A IRERL FEFE
FAIAZFRESE, XEHR EEREESHINABZ—,

‘TraceTogether J- 2020 F=RB#Elt, BBBEFESHKENEMSEBNRE.

1B

Singapore police can access COVID-19 contact tracing data for criminal investigations

https://www.zdnet.com/article/singapore-police-can-access-covid-19-contact-tracing-data-
for-criminal-investigations/

Slack 7 2021 fFi#i8 B R KMEFH
HHF: 2021-01-04

4.

SRIE: Lawrence Abrams

#RZ5: ['Slack’, 'Outage’]
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2021 F 1R 48, NEERSBIFENBAL LT 10 =R, Slack HEl Y AIURENL, B
PREERE, TEREEICEE, FELEGTINERLICR.
LORETEINEEE Fimil Web FiE, HREANE, Web RERR F—PER, R
BiEERE R,

53

Slack suffers its first massive outage of 2021

https://www.bleepingcomputer.com/news/technology/slack-suffers-its-first-massive-
outage-of-2021/

Citrix E#H ADC /=m &% DDoS B 7

H#8: 2021-01-05

R &

3R Prajeet Nair

#5%: ['DTLS, 'Citrix ADC', 'Gateway', 'DDos', 'Security Updates', "Vulnerability']

2020 F 12 B, WEHECSFEEA Citrix I8EFRIMSERRK DDoS K.
Citrix BEEFXIE ADC MM XIS SLiE— IR EAYIERINAE, ZINREEEELENEE
MAEIEREREZEE (DTLS) MRBAS HhIELRSZ L E.

1B
Citrix Updates ADC Products to Help Block DDoS Attacks

https://www.databreachtoday.com/citrix-updates-adc-products-to-help-block-ddos-
attacks-a-15700

Fortinet FortiWeb WAF iy Z NMiRiE LR ZF B T4 I £

H#3: 2021-01-07
4%
kI8 Pierluigi Paganini

#r%: ['Fortinet’, 'FortiWeb', 'Web Application Firewall’, 'Vulnerability']

Positive Technologies B9Z £33 5 Andrey Medov &3 Fortinet B9 FortiWeb Web iz
FRBKEE (WAF) hEESANERRE, KEE R AXERERNRER N,
Fortinet EBII A& 2EIMEFIEE TIRE (FEHmS/ CVE-2020-29015, CVE-2020-
29016, CVE-2020-29018 0 CVE-2020-29019)

XLFEEE SQL B, EFHENEP KGN, mEERKEH RIS FAER
i\, XEREAESEITAREE XIS S abeksS (DoS) .

e

Multiple flaws in Fortinet FortiWeb WAF could allow corporate networks to hack
https://securityaffairs.co/wordpress/113129/hacking/fortinet-fortiweb-waf-flaws.html

Nvidia &% 7 $3 GPU B RIRZFEFH vGPU RN R £ EH

H &5: 2021-01-08

Zih: H
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K8 Pierluigi Paganini
#r%: ['Nvidia', 'GPU', 'Security Updates ', 'CVE-2021-1051", 'Vulnerability']

Nvidia BE&HLEEH, LUEESNE Nvidia GPU BRI vVGPU IS8t
iR

BENREAESEUEBIRS IS, TURRET, HREMEEEMEE.

SfEmER CVSS 5%08 8.4, w78 CVE-2021-1051, ErJseSEUEEIRSTAFTK,

=
Nvidia releases security updates for GPU display driver and vGPU flaws
https://securityaffairs.co/wordpress/113186/security/nvidia-vgpu-gpu-flaws.html

BERABRZHA 12 FiI%E

H#3: 2021-01-08

£

SKIJR: Prajeet Nair

#r%: ['JPMorgan Chase', 'Andrei Tyurin']

EEFEE 4 HEM, —RRAREWEERNES SRIWIERIES BE RBHIAL 12 5K
PUEEE, 37 SHILBZUERR (Andrei Tyurin) 7£ 2019 5 9 BXEGBIERIAGE, BIFHE
SCHEEENERER S, BEIE. sk (AREAERNEEREE) | HIESCEBEINE

MUERITERVE. HORSCHEER S0P SLhERE IR E I T,

15

JPMorgan Chase Hacker Sentenced to 12 Years in Prison

https://www.databreachtoday.com/jpmorgan-chase-hacker-sentenced-to-12-years-in-
prison-a-15730

AXRREEW

1 REFWRGRSZDIRSEFHITHRATHRFIN T B3

2. BENISEE. HRAEFUm. vpn, TERKESERRTANERER, NNEHEIR
FThRZAS

3. REWBWLZE, RIRHTHIRE. S HEEF RS
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AR Z2EH, Windows FIFAIEE 360 2 PHSLHINIRAN T 25, EthFE
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