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WEEKLY SECURITY INCIDENT
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(—) EEiEF
Sunburst FITS5H&ZH APT BRSP4 ZThEE

H & 2021-01-11
SKJE: Sergiu Gatlan

#R%: ['Kaspersky', 'Sunburst’, 'SolarWinds', 'Kazuar', 'Russian’]

REHEMRRAREIL, Sunburst f5Ji2~F (& SolarWinds R sz HHAEEPZB A0SR

) Bt S KazuarfUIhgeE=, Kazuar SERNSHZHET Turla BEAMELRE—iIS

A9 NET RIJER.

‘Turla® (X4 VENOMOUS BEARFI'Waterbug') B1E 1996 Fgi—EE RS ER55F0iE)

NES, FERENRAREIINASA | EEPRESIFINSF =M EA0ZEEAIEE T

32,

‘Kazuar @ Turla 3 EXRizERFERI TR —, IEREEREMR, Kazuar5 SolarWinds'
HE=IeEABN (UNC2452°F0 DarkHalo') flfERREivd = —LEIhsE

F1E

Sunburst backdoor shares features with Russian APT malware

https://www. b\eepmgcomputercom/news/secumty/sunbwst backdoor-shares-features-
with-russian-apt-malware/

# SolarWinds #t M # BT P R LAV =FE TR

HE3: 2021-01-12
Eh 5
kI8 Catalin Cimpanu

#R%: ['CrowdStrike’, 'SolarWinds', ‘"Malware', 'Supply Chain Attack’, 'Sunspot']

ML NG CrowdStrike' EE15EE SolarWinds N K E ATz —, iZaE 2021

F1H 12 AFR, BEEAN T SWREEWEEFIEXNE =T,

ZoR Bt anE /9 Sunspot’, jjnguZiﬂ,B’J Sunburst” (*Solorigate’) 1 Teardrop W&EIX
HBEAD,

1B Crowdstrike 7, BB LR RS — MEERITERIRA,

£20215F1 8 12 BAHBB—pikEs, Crowdstrike' 15 Sunspot F 2019 £ 9 BEFE, 4
ATEEERIIA T SolarWinds BIPIEIMILE,

1B

Third malware strain discovered in SolarWinds supply chain attack

httpsk//v\/wvv zdnet.com/article/third-malware-strain-discovered-in-solarwinds-supply-chain-
attack/

Incaseformat ¥t 55 B
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H 5 2021-01-13
£8 5
33 360CERT

#r%: ['Incaseformat’, "Worm']

360 K MENERFS incaseformat EEIER, HFERRAEFYISEESED U ZBHES
RRREIEMEBIN, SEFBMPHEESUERER, BRFEMIRKIRKE. AFPBNFSE,
RS {HEIT DeleteFileA 1 RemoveDirectory {CABSEHE 7 MIBR SR B FZA9IT R, s
SREBEEEERE CWINDOWS  say.exe HEEEMNINEY, FEFERIET, X
FENEL] 20s siFFamiRBRS s, 360 2Pt EXIFNZmSHERAFLUE
Wz 360 e PB4 ESR Tk incaseformat E5RTH,

E3

Incaseformat #EHFSEH
https://cert.360.cn/warning/detail?id=39a713a8612444993801f654e5ed9ed8

FSEB i Qui Cellmate A PRYEE SRS SR

HEA: 2021-01-11
S5 5
ki Pierluigi Paganini

#5%: ['Qiui Cellmate’, 'ChastityLock’, 'Source Code', 'Malware', 'Leaked']

FAskE Qiui Cellmate s AFTEFFRY ChastityLock B1Z A RORAIBIE 22 AT,
HRUHBITERRERHEBF @vx-underground TEHES EHEFERY.

2020 10 B, Pen Test Partners AUBARA R &R 7 —hiike, HAHEM T BXIMME]
HNZaREFERES., M Qiui Cellmate pi/oL5&HTE.,

WEERIR, MRZEENMES, AELRPIERS.

=

Source code for malware that targets Qiui Cellmate device was leaked online
https://securityaffairs.co/wordpress/113251/hacking/qiui-cellmate-ransomware.html

i TR I & AR RRHFR T XSS £ H Android 41

H#: 2021-01-12
%55
kI8 Danny Palmer

#r%: ['Android’, 'Underground Forums', 'Remote Administration Tool', '"Malware']

M etz DIEEHE— AP BEEE A FERRE SR, 1LRENLUAEAFE
Android FH_ERUFTEIRIE, MBRE29.99'%E5T, BIERERBIIIMESICRS FHEeE
ENBURAI D N,

EITIEARDBITRBICRBRZEE, (ENLE BRI WIS N AEFRIERE
5t MNmEsEAR P A& RBLAR M S EIE.

BRI R AR TIEFEESRGIAmES:, X(ESHBER AR EIRATEZEMN A
FILHABHEERE T ER RN,
5
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This Android malware claims to give hackers full control of your smartphone

https://www.zdnet.com/article/this-android-malware-claims-to-give-hackers-full-control-of-
your-smartphone/

Facebook #&1FEE Chrome ¥ BAIHIE B =TI ERE

H 8 2021-01-14
SKJE: Sergiu Gatlan

#:%: ['Facebook’, 'Chrome Web Store’, 'Scraping Data', '"Malicious Chrome Extensions']

‘Facebook EEEXEE Chrome ¥ B2 FHOTNSEIREN 7R EITE), XL BAREHFN
M Facebook' MULFIEEF RSB REFNEMWER,

WEWEET Chrome M_ERNFEEDA 7 RENNEYT EBigfs, X REFLLOink and
Stuff AEIAA,

FREX P9 N BRI BI £ Google B9 Chrome WM EM SR TE, HESHAE 54,000 24
P 7Y RIE .

15

Facebook sues makers of malicious Chrome extensions for scraping data

https.//www.bleepingcomputer.com/news/security/facebook-sues-makers-of-malicious-
chrome-extensions-for-scraping-data/

FIH Telegram #la8 A BIFNEIEYR

HH#: 2021-01-14
%55
SRR Lindsey O&#039;Donnell

#r%: ['Telegram Bot', 'European’, 'Scam-as-a-Service', 'Classiscam’]

— T BRI AR I, I ARFI A Telegram Hg8 AM BRI E & BREE S ENEIAFN
IEUE.

ZIREHIAR A RIR A Classiscam’, HRIMNZILTESD AHFA—IRSLE, FERED
40 MRIZRIWEEFT R,

gL 2020 &, MNEIBFED FERZIRSHISUNE ) 650 =TT,

e

Telegram Bots at Heart of Classiscam Scam-as-a-Service

e

https://threatpost.com/telegram-bots-classiscam-scam/163061/

Windows Finger fp @M &N & BRI THESRKMH
H#A: 2021-01-15
& Lawrence Abrams

#r%: ['Finger Command’, 'Windows', 'Backdoor’, 'Malware', 'MineBridge']

WEHEFERBELERN Windows Finger spAEREEIRE L M HHARREERD.
‘Finger ap L 2IRE Linux/Unix BERGRISERER, BERFABFERIzET SN L
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BRIIERSEXFEniZEAPIER.
& Linux'4k, "Windows 148 &3/74ERIINEERY finger.exe @<,

53
Windows Finger command abused by phishing to download malware

https://www.bleepingcomputer.com/news/security/windows-finger-command-abused-by-
phishing-to-download-malware/

BMRBARE T MEZIRERIP R

H#A: 2021-01-15
B Mathew J. Schwartz

#5%: ['Scottish’, 'Ransomware’, 'Environment Protection Agency', 'Conti']

PIE=INGRIFB, 2020 & 12 BRYSIZAE TSGR 7 T ERIME YT, FENEE
WfaE T — LR,

SEPA BAME=BURRIEZMNRRETIN, ARFRPERIE.

EAIFER I AN, ALY 1,200 2R THA,

AL, DEMERRIAEE, ZERERIAIRSS, EANEEERIZAER
~fEE, LURBEIIER SR RARIE, FRRFI R ERERES.

1B
Ransomware Disrupts Scottish Environment Protection Agency

https://www.databreachtoday.com/ransomware-disrupts-scottish-environment-protection-
agency-a-15768

HRREEW
| ERELRHBRSRE, WIS DS, BMHRXE

2. FMHTHERT, REEVIHUAERS

3. MRANEFHRPRE, FONNRBEZEEN. TEIMNE ip BEFRERRMZARLL
i

4. BFNZEEEDR G, KA
5. REFMERGRES MRS EMHHTHRAFHRAN T B

6. BIENILSEE. BM4EFUG. vpn, ITERKRESERNTANERER, NNERRR
FThRZS

7. FERSBRITZEE

]JyFD
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(D) HEz=
REEMETEE 10 TP MERYBN THEARICE

HE#j: 2021-01-11

LT, B
TN =

K& Ax Sharma
#r%: ['UNEP', 'Data Breach', 'Vulnerability’, 'Git Repositories']

021F1ANH, MRARBE T —%2RE, FBZREEILOLCRGERMERLIZE
(UNEP)#BIT 10 HEFANBRAVERICE.

IR T NI Git BERFIERE, XERRARLITRE Git FEEHIES 10 55
BRTERPIAEPASHER (PI) .

RRVEERE TIEE TEARRTHE, 85 BRID, #8, BRHE, kTE
B, FafifERAE, HUERES, BRItFEEERTE,

15
United Nations data breach exposed over 100k UNEP staff records

https://www.bleepingcomputer.com/news/security/united-nations-data-breach-exposed-
over-100k-unep-staff-records/

BIREEA SR T HETNARE

B3 2021-01-11

KI5 Tara Seals

7% ['SocialArks', 'Facebook’, 'Instagram’, 'LinkedIn', 'Safety Detectives', 'Elasticsearch’, 'Personally

Identifiable Information’]

2N RIRIAR P RIEIE 400GB IAFAIFANRRIEIR SR ETHEN L,
BZEUR (Safety Detectives) BURFRARIR, HRHERTHETRIEAEENE]
‘SocialArks B9— M ECEEIRAY ElasticSearch #iEZE, 1ZEEZES &K 8 Facebook’,
‘Instagram’, LinkedIn F1EMBFSRIB PN ABHES.

=
Millions of Social Profiles Leaked by Chinese Data-Scrapers
https://threatpost.com/social-profiles-leaked-chinese-data-scrapers/162936/

Capcom: 39 75 AT #E 2| £ R M Eit R AR50

HER: 2021-01-12
fﬁ@)’( fﬁJ
3kB: Lawrence Abrams

#r%: ['Capcom’, 'Ragnar Locker', 'Data Breach', 'Ransomware’, 'Cyberattack’]
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Capcom & 7 —MRHBIEIELEREIRS, HERrEF 11 BIDEERRFRER S
A ESVNECDSPN

2020 FE 1M B 2 H, ‘Capcom'i&Z|'Ragnar Locker $1RMAEREHIMEE LT, FhERLH
IEEREMMEIINATEZFE T 1B £UE,

R ERER 1100 FETLSTHIES,

Capcom ZF7x, HIIEEMIAE 16415 ARSI P AEEMIESE, AIeeZ2 B AZR 39
AN

=

Capcom: 390,000 people may be affected by ransomware data breach

https://www.bleepingcomputer.com/news/security/capcom-390-000-people-may-be-
affected-by-ransomware-data-breach/

BZ M Juspay it 3500 /7 & A -E#IE

H#8: 2021-01-13
EZR 5
kIR Waqgas

#r%: [Juspay’, 'Data Sold', 'Dark Web', 'Card']

Juspay KRN BRIESHIEILE, MEIOEEESR, KE9E6 3500 5 uspay BEF
BT,

BESFERZE, Juspay /BT Hackread.com'# 2021 & 1 B 2 BIRSHIFUE T EIRSHI 26
E NI P

HBl, BEETHE 3.65{25FBRIcx, EPEE Juspay . #ittEERVEUER A ST
ATEIERNZEFRIME. IRITEIRAFHSHE,

e

Juspay data breach 35 million customers' card data sold on dark web
https://www.hackread.com/juspay-data-breach-card-data-sold-dark-web/

A = ERITOBRRHER T TR

H#A: 2021-01-11
I Lawrence Abrams

7% [The Reserve Bank’, 'New Zealand', 'Data Breach']

FPE=HEeEIRIT Te PUtea Matua ENEENEE=LIEEGIFKHE, EXZLUEILEE,
HEEIRITEMA=ATRIRT, REHERDEERLIREZERIMN.

021 1R 108, #ERITINE, WEEIREN T EFEEES =1 EVURHERIEIE
&, fIaEEER 7 IHEE,

e

New Zealand Reserve Bank suffers data breach via hacked storage partner

https://www.bleepingcomputer.com/news/security/new-zealand-reserve-bank-suffers-data-
breach-via-hacked-storage-partner/
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Ubiquiti /2 5] BB ¥ i35t 58

HEHj: 2021-01-11
£8% 5

kIR Pierluigi Paganini

#R%: ['American’, 'Ubiquiti Networks', 'Cloud Provider', 'Database’]

EERAELNE Ubiquiti Networks IBZ#IEIEE, FIEERES A RIXBREFHMG, 2
KA B SEEZ L F AEIKF SR 2FA SRR,

ZABARI—EHRE=S IRHBEENRFERRERIUIN G, ERETREHAF
HIMK PR RN SN,

HERIEERFEEREHRATT, XEEIERREEmYE, B HpHBUAIIRAIIER5)
AR

=

Ubiquiti discloses a data breach
https://securityaffairs.co/wordpress/113296/data-breach/ubiquiti-discloses-data-breach.html

R T HE A COVID-19 EE R

B#i: 2021-01-12

%55

kIR Sergiu Gatlan

#r%: ['The European Medicines Agency', 'Pfizer’, 'COVID-19', 'Leak’, 'Vaccine Data']

UM REERB(EMA)021 51 H 12 HiERE, 2020 5 12 A EEMEREDRR A ERS
S5 ENYED COVID-19 RmEIE A EER) 7R _E,
MELZLBERFIBEBALR, HENHIESERFIMERREE, EMABTEHREE
£, ‘Word X4, 'PDFF0PowerPoint &~ Fs.

e

Hackers leak stolen Pfizer COVID-19 vaccine data online

https://www.bleepingcomputer.com/news/security/hackers-leak-stolen-pfizer-covid-19-
vaccine-data-online/

HRREEW
| TSRS RVPONESLIRE, SUMITIHINERIBURSHNESEXR
B

2. BRIEBNEUREESIRSMEEIINNTENDINE, ELRMSTERAN, FSOSERETS
Ao HEE

NMASEEF BRI N EURER
4. BERGRBYIEOS, EWERAERAS, FEESHEEREN.
5. BERNIHRIEHIEFERITE, 1ZHEUEITEF AT HMIERA IR
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(=) MLELE
KinfrahF AT 0day iwil

H#3: 2021-01-13

LT, B
TN =

K& Akshaya Asokan

#r%: ['Google', 'ProjectZero’, 'Zero Day', 'Windows', 'Linux']

Google B9 ProjectZero Z2HFBAKIN T 2020 A —NEZAKTED, 1ZATaER T Y
D Oday imERK T Windows #0'Android %5k .

WHEEE 2020 FH—Z=EAWFFELE, (B ProjectZero LAK Google @i/ NEEZIN
EABEFRER, RADTEZFNIRFRELEREARIATIE,

& Google #pi&, WHITNE RINNEEFER TR I IERSss, — 1R Android'ix
T/, B TEXT Windows'1®5, B EMER 7 PIRAIIE R,

15
Watering Hole Operation Leveraged Zero-Day Exploits

httwps://vvvvvvdatabreachtodaycom/wateﬂng—ho\e—oper’aﬂon—\everaged—Zero—day—exploits—
a-15757

Spalax: $tXE{L LI SLIAR SRR AAER

H#E: 2021-01-14
SRR Pierluigi Paganini

#R%: ['ESET', 'Operation Spalax', ‘Colombian’, ‘Malware']

REESETHREEFIBE 7 —375& 4 Spalax 1750 (Operation Spalax)iIE 3ISHE LTI
FFERIFAN A BRI &5,

ORI E ST SIBUFTGFIRAN LT, P ASEERERI AT I,

ZizshZ/D 8 2020 FLLR—ERIERK, FXEsT, NEENPETEARDnIZE
&

=

Operation Spalax, an ongoing malware campaign targeting Colombian entities
https://securityaffairs.co/wordpress/113429/hacking/operation-spalax-malware.html

Mimecast &<, BZ%HEIEBXRKIFE Microsoft i A

HHF: 2021-01-12
fﬁ@)’( fﬁJ

SkJB: Catalin Cimpanu

FRZ5: ['Mimecast', 'Microsoft 365', 'Cloud’, 'Email Management']

11 /27
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‘Mimecast @—FHKEREFHMFERIANIIRE), 2 T 2021 F 18 12 BiKE 7—ik
e, BEZEF—IHREERE TZAN— M0, FRREBAIIEN T —
L= A9 Microsoft 365 KA,

RSB THCHHIB FHA R RATRT, Z AR U mEb e X —IE &Rz
‘Microsoft HIEAHIR .

‘MimecastZ&=a~, KAF 10% HEFEREE IS EIEBAISZSN0 mm.

BR, WEHENREHTXLEFRIDE Microsoft 365 MKF,

S

Mimecast says hackers abused one of its certificates to access Microsoft accounts

https://www.zdnet.com/article/mimecast-says-hackers-abused-one-of-its-certificates-to-
access-microsoft-accounts/

P59 & E AR E M

B #i: 2021-01-14
%55
kI8 Danny Palmer

#r%: ['Microsoft’, 'Phishing’, ‘Mimicking Brands', 'Office 365']

‘Check Point FIMEBZEHRARDHT TITE=1BRREHINETI@HHE, &I 43%09
11 B mhR AR B EERXERE B SRR BMERANER.

FF Office 365" TERMHARIST I iZ, Microsoft 22| 73K,

B FHIXEER, WEREELERE AT NERREER.

15

P|histhing warning: These are the brands most likely to be impersonated by crooks, so stay
aler

https://www.zdnet.com/article/phishing-warning-these-are-the-brands-most-likely-to-be-
impersonated-by-crooks-so-stay-alert/

HETHIRIMEHNE RS Classiscam B pEEGH 1%

H#8: 2021-01-14
8 5
SEJE: lonut llascu

FR%: ['Scam-as-a-service', 'Classiscam’]

Z/E 40 MNEICTRENETEER—FH RIIREDA (scam-as-a-service) FRSS, XMBRSS
I T Telegram Hlzs \ERIME(DIRITHE &, HipfXERSHIRE, 2019 FEX,
IB££H] (groupib) HZEHRARBIIIZAEERIBETS YA XS R IP R BRI
TX—IwE, FRHEaER Classiscam, FHATEEREI—FFIRIEIRNM 280 PVEYRIE
IBREIREY 3000 1, BRIILLE, &ty ARESEFIEGNES, WRIIFINE, %
EH, #ERHNE, =25 RT, £0F 40 MBRELREFR, EhRaRiEsaiB
i 50 55T,

15

Telegram-based phishing service Classiscam hits European marketplaces

https://www.bleepingcomputer.com/news/security/telegram-based-phishing-service-
classiscam-hits-european-marketplaces/
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BXRLEFEW

1 RENEFSR SRS B TR RN T B3

2. BFENISEE. BRMAEFim. vpn, ERKESERRTANBRER, NNIEHEIR
FThRZS

3. RIRFREINNSENN T, EeIRMASR
4. FERFTRTZEH)
5. MRV, ERFRAKEZIMAERILSS, IRRIEXRGEHITEE4HPEH, 5

IRRPERIE/N

(o) EfbhssH
EIRER AR AT S KA

B3 2021-01-12

£8 5

3kiB: Asha Barbaschow

#RZ%: ['Europol’, 'DarkMarket’, 'Dark Web', 'Monero']

—INEPRREITRIRA T BB 2 R KRR AT,

EE, BRI, 1%, BERZR, Br=, HE, ZEEFICFEENEER (BFFED
FER) NABHESHT, #BIE 50 HEFEY DarkMarket #XA.,
RUMFIZEALRE— M FERSIR, HipLE 2400 20ER, TEXRZERAFEEMEN
%, WEIPERIERFFAER, ER SIM RLINEERM.
—BRAATRNRERERREEHRPRAFFERIRM. EIR, XE 34 SHIRAF]
ISFREEDIIIEEE.

=

Australian man arrested for alleged operation of now-shuttered DarkMarket

https.//www.zdnet.com/article/australian-man-arrested-for-alleged-operation-of-now-
shuttered-darkmarket/

24\ 5 Bitdefender X7 T Darkside B &I {0 H iR A58

HE#8: 2021-01-11
3B Catalin Cimpanu

#r%: ['Bitdefender’, 'Darkside’, 'Ransomware’, 'Free Decrypter’, 'Tool']

WM&z e E) Bitdefender 2021 &£ 1 B 1 HAMm T — 1 %REZETEH, BILIAEEN Darkside #)
RPHRIZEERBIREME G, MBI,

1z TEAJ M Bitdefender WUt ™, FHIBEMIRIE, XEBPLERAREIZRIAFIIE
MERAIRE TR THE,
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Darkside HERH 2020 FEZ=RIEIR, ESNEIMEILTFCIz LRI SHEKE
&

53

Free decrypter released for victims of Darkside ransomware

https://www.zdnet.com/article/free-decrypter-released-for-victims-of-darkside-
ransomware/

Typeform &8 T Zendesk Sell iz AR EUIEi%RE

H#8: 2021-01-11
KR Ax Sharma
#R%: [Typeform', 'Zendesk Sell', 'Vulnerability', 'Data Hijacking']

TELIFEHRPERRARSS Typeform B2E T —MEBAMHTHE.

Typeform'RY Zendesk Sell W FFFEFFEEp PIFERYRIE, FIEREE BB 8UBEUERIZER
BRNBEDEWEES L.

TEEENRPEZET A Typeform SRIFRFEIEMIT, LUERIAHEMAFWEETE.

e
Typeform fixes Zendesk Sell form data hijacking vulnerability

httpgz//vvvvwb\eegimgcom puter.com/news/security/typeform-fixes-zendesk-sell-form-data-
hijacking-vulnerability/

%% 2021 £ 1 RN T HEET 83 MNiRiE, €1 14 0day iFil
H &5 2021-01-12
KB Lawrence Abrams

R%E: ['Microsoft', "Windows', 'Security Update’, ‘Microsoft Defender']

202151 8 12 HE Microsoft B9 2021 F 1 BT H, B2 2021 F/I%E—> Microsoft &2
SRS,

& 2021 F 1 BN T B E@FHHAM, Microsoft &% TR 83 MNeREIEEE
Fr, B0 NEEROSEANTE, M 73 NREnENEER.

EARREHT, BBE— Oday IREHI— M EHKEIREEE TIEE,

e

Microsoft January 2021 Patch Tuesday fixes 83 flaws, 1 zero-day

https://www.bleepingcomputer.com/news/microsoft/microsoft-january-2021-patch-
tuesday-fixes-83-flaws-1-zero-day/

Adobe EREEFHHEET 7N mERIRE

HE#: 2021-01-12
K& Lindsey O&#039;Donnell
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#R%: ['Windows', 'macOS', 'Linux’, 'Adobe Systems', 'Vulnerability', 'Security Updates']

Adobe Systems EE Tt FEIRIE, XLRERIM Windows', 'macOSFI Linux B,
FERENENEEEAERTHIERERITEES.

MR TR EEH, XBRMEI—FI SR m, B4E Photoshop.,
llustrator 1 Adobe Bridge,

15

Adobe Fixes 7 Critical Flaws, Blocks Flash Player Content
https://threatpost.com/adobe-critical-flaws-flash-player/162958/

£ CMXEHHEIM T ™ER Cisco imil

H#8: 2021-01-13
K8 Lindsey O&#039;Donnell
#5%: ['Cisco’, 'CMX', "Wifi', 'Vulnerability’, 'CVEs']

Cisco $XITERAVERE Wi-Fi RS EPFE—NTEIHRSRE, ZimEn seftirie
WEEEBENZ RS _ LUK RFIIEE.

ZimiEE Cisco 7£ 2021 1 B 13 BEHRY 67 NP E CVE RER—RIFNTH9—EB5.
HApEIETE Cisco AnyConnect 2Bz kLA Cisco RVITOW:, "RV130°, "RVI30W'
FRV215W NV R R EE R TIATIRIE,

1B

High-Severity Cisco Flaw Found in CMX Software For Retailers
https://threatpost.com/cisco-flaw-cmx-software-retailers/163027/

%EEE’\]?ECI%NKFE“EIon Musk”RZRB PR, TREFAS8
7T

H#8: 2021-01-14
=45
SkJB: Lawrence Abrams

#R%: [Twitter', 'Elon Musk', 'Crypto Scam’, 'Verified Account']

ERILEERAY Elon Musk” INEZLEMIRET, WHE EAENREITINIERY Twitter BKA,
AEIEN—RFE, REHFHAE MalwareHunterTeam &I, £ 5—ERE
‘Elon Musk” IIEZEMIYIREH, R Twitter INIERKFEEBAT EFH
XETEIHEEL, REBISTAERINEEMILL, BliIBEESEREITEL
e

Verified Twitter accounts hacked in $580k ‘Elon Musk’ crypto scam

https://www.bleepingcomputer.com/news/security/verified-twitter-accounts-hacked-in-
580k-elon-musk-crypto-scam/

FKAFFEY Apache Velocity XSS il 5206 BT M 34
H#3: 2021-01-15

ara 2T
241

=
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S&B: Ax Sharma

FR2: [Apache Velocity', 'NASA', 'GOV/, 'XSS', "Vulnerability']

REZBSNIGFN K EEE T LRI "Apache Velocity Tools FRsk AFFRYEES L sSRAS
(XSS) IR BEUFIAR, BiE NASA',

‘Apache Velocity @ETF Java BUiEiR5 128, F&R A RBI{EREE Model-View-Controller
(MVC) "ZREFiRiTREL,

“Apache Velocity Tools B—PMHRAFHI XSS iR, JUMBRIEE GitHub L& TS

. BiZRE=mEERE, ZkiERwmS/9 CVE-2020-13959,

a1 Apache Velocity (IEESMINTTE, #iERETF 360 QUAKE

HREERT

=E 259,912

’\ 2 8 < FE  cm— 69,336
' WBE - 16,414
w 7 : 1 * w 12,089

A& e 10,025
ZE e 9,047
HIg e RE e 8,775
BB e 8,506
0
Low
SPEMIEST
e 11,024
B4 9,987
'R 7,346
F3 58 cosssssssss—— 7,070
L c— 4,134
R c——— 3,708
High 6 8% oeess———— 3,635

AW

I ’ ) LSBT cn— 3,206

0
Low

ES
Undisclosed Apache Velocity XSS vulnerability impacts GOV sites

https://www.bleepingcomputer.com/news/security/undisclosed-apache-velocity-xss-
vulnerability-impacts-gov-sites/

AT FEEHRFIIVRG~mPHNZNRE
HHF: 2021-01-16

SR 5

SRR Pierluigi Paganini

#r%: ['Siemens’, 'Siemens Digital Industries Software’, 'JT2Go’, Teamcenter'’, 'Solid Edge']
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PO ) FEMR T S 1 FEF TR E] (Siemens Digital Industries Software) #B
PrmiZSNRE. CRRIURERERERS, X XMLIMESHARIRES5IAE, #R
5, EFENEIXinl, ETHERRIIERXRE, FREERISTHERS RAIMFIR
X,

T mRERA ) FRRRIRIEAISE

-JT2Go: v13.1.0 ZBIRIErE iR A

- JT2Go: WA 13.1.0, X5 CVE-2020-26989, CVE-2020-26990, CVE-2020-2699115
=]

- Teamcenter Visualization: V13.1.0 ZBIIETE kRS

- Teamcenter Visualization: krZ~ 13.1.0 (X5 CVE-2020-26989, CVE-2020-26990,
CVE-2020-26991 B9

7al JFATEHE Solid Edge SRS Z= PR T 73 NwiE, 1Ziiae 3D g, (hEMGIER
HTHREHTHE, XEREESEUEEABHITIIEEEE,

1B

Siemens fixed tens of flaws in Siemens Digital Industries Software products

https://securityaffairs.co/wordpress/113511/ics-scada/siemens-digital-industries-software-
flaws.html

B ABIRE 3% Joker's Stash =7 % 4]

H#3: 2021-01-16

£8 5

ki Pierluigi Paganini

7% [Joker's Stash', 'COVID-19', 'Carding Site']

BARRIEZMR -~ Joker's Stash EfmAWSSKT 202152 B 15 BXiF, BERBIE
MRMZICTEICIE LR BRYBEES T IX—RE, Joker's Stash R&EEAIRAEEZMiILZ
—, BF 2014 F10 B, BTHEHRARUMESEENE, i TRMEIEEFIEER
7. JokerStash #%, fBAIIRIR TEFEmES R E, AERIRRBMDEIER 7 b5k
BT REUERYRE ], RIEXARNEEEX FhimiIEARITE,

=

Joker's Stash, the largest carding site, is shutting down
https://securityaffairs.co/wordpress/113493/cyber-crime/jokers-stash-shut-down.html

Orbit Fox WordPress & BRIE A FREZIZE LR

HHj: 2021-01-17
fﬁé/x @
SKIB: Pierluigi Paganini

#R%: ['WordPress Plugin’, 'Vulnerability’, 'Orbit Fox', 'XSS', 'Privilege Escalation’]

Wordfence B9&£E57E Orbit Fox WordPress 14 &I 7T N 22 TRE,
XLEEEMNEFRERNTFMER XSS IEiE, BRefem T 40,000 2R%%E,
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Orbit Fox fl4RIFub R SR RN EMFRSTIE D/ \EMESI08E, HRIEHE 40 K& Puh
RTEE izdE,

KEEVUNBRERBEEIEAREFZEE].

=

Critical flaws in Orbit Fox WordPress plugin allows site takeover
https://securityaffairs.co/wordpress/113394/hacking/wordpress-orbit-fox-flaws.html

AREFME RAC RTIEZNRUTBENRAGHEBTEHE

H 8 2021-01-11

£5: h

I8 Paul Kunert

#5%: ['RAC', 'Unauthorised’, 'Prison’, 'Sell Data']

BINZBHIRAR RAC —RBERERSFINRUEIRSE, FPREFPIEERS TS
HEREEIENE), Mm#Fat 8 NP mEE,

ZRESHD, Kim Doyle33 &, M=t RIFINTE, ERE155 RACHEERY
BT, bRk T ERIBEHAVEIEI IR, BiEsinta. FISHBIEICSHE.

eI
Unauthorised RAC staffer harvested customer details then sold them to accident claims
management company

https://www.theregister.com/2021/01/11/rac_staffer unauthorised computer access/

BEFRERRBFEHRAMN+=F

HE#8: 2021-01-11
4%
kI8 Pierluigi Paganini

#R%:['US), 'Russian’, 'Andrei Tyurin', 'Prison’]

2021FE1A R, EE—ZERFIL 37 Z89 Andrei Tyurin'12 FFig2E, FEEEXLE 72

EEIERIIE, EL T SRFEERENECEE SNERRE R SIS,

2018 F 9 H, XEREMARBEMESTISIEREE, WAREERBIHEIRETAM
REDE PR Z .

ZEABFNEESBNEREAE RN, =2 IdtiRdEs, SEBIEEE, &
S &P ST EZ IR,

=

Russian hacker Andrei Tyurin sentenced to 12 years in prison

https://securityaffairs.co/wordpress/113279/cyber-crime/russian-hacker-andrei-tyurin-
prison.html

Microsoft Sysmon Z# o] RIS BRI R S AR 1E

HH8: 2021-01-11

Zih: H
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SkJE: Lawrence Abrams

#R%: ['Microsoft', 'Sysmon13', 'Process Herpaderping’, ‘Process Hollowing', 'Security Feature']

‘Microsoft B& R T BEBHHZEMINEERY Sysmon 13°, ©B— N iIZ%a4F !, aILUER
‘process herpaderping/process hollowing $ARKE N2 B HEN
NTRBLEHAIGN, WEEFEERBENTISIEL Windows HZH,

ZRBAFEESRMEN T, EREESEERT, BERNEESETHRAE Windows
JEiZEN
1B

Microsoft Sysmon now detects malware process tampering attempts

https://www.bleepingcomputer.com/news/microsoft/microsoft-sysmon-now-detects-
malware-process-tampering-attempts/

R RRER A MSEIT I Google By 2FA #4A

H#: 2021-01-14

E4p

SKB: Sudais Asif

FRES: [Titan Key', 'Google’, '2FA", 'Clone']

202118 14 H, NinjaLab BUARAREBR T —fsi5Eix, BdrEAS TSI
Titan® Z3$H (—FMIE 2FA Z58)

ZHEERYTEEETINESEENZTY, AREAY 10 NMN\IAEEEEHEHEAS,
tEoh, EFEEME 12000 ETHIREFIFHRRE, LUENGFEFTIE.

=
Cloning Google's Titan Key to bypass 2FA
https://www.hackread.com/cloning-googles-titan-key-to-bypass-2fa/

HRARTE F5 BIG-IP R X T —4 DoS i®ilE

H#: 2021-01-14

L B

K& Pierluigi Paganini

#r%: ['DoS’, 'CVE-2020-27716', 'F5 BIG-IP', 'Vulnerability']

—(ULZEHRRTE FS BIG-IP AT T—1 DoS iR, 1ZmiEs CVE-2020-27716°, &
SRR LRI IRIEETERE (APM)

F5 BIG-IP i[UREREERER— % E, Rih, SHBHIHLERENERRSE, NG
BF, &&, NEEFINBREFREZED (AP) RES—2FhEES.

iR TREEEMA% (TMM) B, ZAHE BIG-IP ireE ERIPME R E
HIRE.

e

Expert discovered a DoS vulnerability in F5 BIG-IP systems
https://securityaffairs.co/wordpress/113440/security/f5-big-ip-dos.html
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(=) 360&&xT*

AR Z2EH, Windows FIFAIEE 360 2 PHSLHINIRAN T 25, EthFE
RIR P A LIRIRIE S 2N IR R mE TR A R BRI Mt T8, WEHE

oA X RBX - mas gk (360safe-ent#360.cn)
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REEE

200 @+ 4500 v+ 10000 m+
ERERHAELHESR ERERIR AR R RS iR
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