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EfERAENASEBRRRE

HE5: 2021-02-05

£ 5

SEIE: lonut llascu

#:%: ['Eletrobras’, 'Copel’, 'DarkSide’, 'Ransomware']

EFAFAEEIAT] Centrais Eletricas Brasileiras (Eletrobras) #1 Companyhia Paranaense

de Energia (Copel) BXhZEIMHLE. $REAATREFE 78T 1000GB A9EUE, &1F

BRAREMRIENVEEUNRSEEEARMEFI N AFREE. WETE. SHHE

FORTIE)R. Copel ZEubSSH9is KIEA]D intranet 18, I EAFRIXEN 7 174% Active Directory
(AD) HOERUEUERE-NTDS.dit M4, EFEE&EXEFMERPNEIYR. H. Hak

RBEHIEEIEEIER.

ES

Eletrobras, Copel energy companies hit by ransomware attacks

https://www.bleepingcomputer.com/news/security/eletrobras-copel-energy-companies-hit-
by-ransomware-attacks/

189 Trickbot & 3k{$ il Masscan 3E{T2H 2% {5122

H#A: 2021-02-01
%55
kI8 Catalin Cimpanu

#R%: ['Trickbot', '"Masscan', 'Port Scan']

ZEANRKRINT 1309 Trickbot TREIARIEM, EEINEENHTAMEMLEMNER, %A
H8&R masrv, BEE T Masscan FHELEREFI—MRIZA, masrv BEHFREIFTREEY
wEL, RE—FF Masscan ap%, TLEMHIMAIMNE, FREaEER EER) Trickbot
AT HIIRSSES. WA AEMEHE RS EIRRORKANRES (XEKRZS
HE)PIEEEL) |, N Trickbot EMKATLABBE S IR X LRERIEMIEIR, FiEaE
RGNS

e

New Trickbot module uses Masscan for local network reconnaissance

https://www.zdnet.com/article/new-trickbot-module-uses-masscan-for-local-network-
reconnaissance/

&R F5% FH VMWare ESXi ifgiE 3N 2% il aE 45

H#3: 2021-02-02
SkiB: Catalin Cimpanu
KRS [VMWare', 'ESXi', "SLP']
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PRWERKEERE VMWare ESXi =@ aViwiE, #EEREERWIMEFRIEMIIFT
INZEEIERIKENZE, IhE(FR T VMware ESXi FRYFNRilE CVE-2019-5544 %1
CVE-2020-3992, INERATKE VMWare ESXi SkETEEELNERIIFEDTE), BSY
LERVEN ESXiExMER, REEA SLP SFLBRLEIE (WIRAFZLIMN)

53

Ransomware gangs are abusing VMWare ESXi exploits to encrypt virtual hard disks

https://www.zdnet.com/article/ransomware-gangs-are-abusing-vmware-esxi-exploits-to-
encrypt-virtual-hard-disks/

R BIKEE 2020 EEDBET 3.512%ETT

H#A: 2021-02-02
&g Catalin Cimpanu

#r%%: ['Chainalysis’, 'Ransomware’, 'Ransom Payments']

XIREESHTNE) ChainAnalysis E—HREFIR, EZIEREIKTE 2020 FE/DIXIST 3.5
ZETAEE, X—HFRBITERSHRNE IS XAIKREIIRIZ Z S TR,
K& ChainAnalysis 8 SINEZ LEMIERAIMEICT L BRTBAVERSE, B2 EE
T, BAEITHEMNXOISERNS SR TR, FHFMEZEEEIRE 7 X FRIMRWENES
RIS 1B, SERRSEtZABIFREERINES HiIF 2.

=

Ransomware gangs made at least $350 million in 2020
https://www.zdnet.com/article/ransomware-gangs-made-at-least-350-million-in-2020/

#B1 Chrome ¥ REF#F T HE T AM Google ELER

H#A: 2021-02-03
SEJE: The Hacker News

FR%: ['Avast’, 'Chrome’, 'Extension’]

Chrome # Edge NSS2e &S AT TIERERINE, FRREBIFIS NS,
TEY RIS Video Downloader for Facebook, Vimeo Video Downloader, Instagram
Story Downloader, VK Unblock, BEAIHEREEFKA T FrEREITRESSSNETR, LFHLE
BEZRAPNERLEE NEIXLMNEIN, RIERZAEWERNENEE, BRRESH=17H
Felrt., BR=fxE, EXEMIRE. mits. #ZanxEE,

15

Over a Dozen Chrome Extensions Caught Hijacking Google Search Results for Millions
https://thehackernews.com/2021/02/over-dozen-chrome-extensions-caught.html

AR R HEFF Kubernetes S B¥K12HE Monero

H &8: 2021-02-03

3B Lindsey O&#039;Donnell
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#7525 ['Hildegard', 'Kubernetes', TeamTNT', 'Monero']

HRARKI Hildegard BUIRREIAE Team TNT EiADZEZRFISR KT Kubernetes &8, I8
HEBBINEEEIRA kubelet BTIZZIBHNITING, FSXBSRIBIENIR, <
&, WEETEFHET— tmate, LUEEY—xE shell, 25, WEEFRA masscan
Internet i3I Kubernetes RIRBRMES, FHHLEIEMAZ 2RI Kuberets, FHEFE
— NEERININEIZTERI AN (xmrsh),

ES

New Malware Hijacks Kubernetes Clusters to Mine Monero
https://unit42.paloaltonetworks.com/hildegard-malware-teamtnt/

AXRREEW

1 AEMEZOREEL2RE, WK, DS, BpFHWAE

2. RESHRGR S MRS EHHITHRATRMNT E5

3. BHENILSES. BM4EFG. vpn, ITERESERDANERER, NNEHRER
FThRZS

4. BFNZEEDR=GE, RATHKNIED

5. BRPERE, NMALESEIN, FE—AJEERRZ 250 IS T TR

(D) WEWE
L& /AT Stormshield JERBHE

B3 2021-02-04
%55
kI8 Catalin Cimpanu

#r%: ['Stormshield’, 'Source Code']

EEMNZEZ 2T Stormshield 2IZEBRFZERESFINELTRENFBMNE, ZA

aFER, —BEEHAE— F'ihlj)i'ﬂlﬁ, GRTEFIEER. A EIRER,

WEEMINGEN T Stormshield (&% (SNS) B XIEAIERDIRACAS, 1z mEIAIER
FEEBAFMNEE,

e
Security firm Stormshield discloses data breach, theft of source code

https://www.zdnet.com/article/security-firm-stormshield-discloses-data-breach-theft-of-
source-code/

HTHY P 4559 & T {5k P VR T B AL R R S P A

H &8: 2021-02-07
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SkJE: Lawrence Abrams

#r%: ['Morse', 'Phishing’, "Malicious URL']

WEEF AR/ RETEEE MR RIS B R R ISR = ML, LA 2 e hB A ) RO
Hdigas. MEIIBWEN—HIRM AT A ZAIE FHMFIE, BMAEEY
"Revenue_payment invoice February Wednesday 02/03/2021"LbEBFEMAE & —1
HTML pifs, EZRERRGEAT Excel K2, XLEHFAFLL [company name]
_invoice_ [number] ._ xIsx "\TML"B9t8=0asE, 130, aNRBE4xE 360CERT, MIFHHRKan
#79"360CERT _invoice_1308._xlIsx. h\TML"fEX A YmigssHEEMHRS, TLAERIMGHE
BRI IRETEIEE/REFEEABAY JavaScript, 1ZEEFRIZHBMIRNEREBRT, FHR
TMEIBXBAZL, —ERFRAER, XENSEEBRRIITRER, WEEILL
FEHEMEERER,

I[enter description here](https://p403.ssl.ghimgs4.com/t01ff0ea055b0dd07af.png)
ES
New phishing attack uses Morse code to hide malicious URLs

https://www.bleepingcomputer.com/news/security/new-phishing-attack-uses-morse-code-
to-hide-malicious-urls/

EEBH M kobalos $tXEHaEITHE (HPC) £E

H#A: 2021-02-02
EZR 5
kB Marc-Etienne M.Léveillé

#5%: ['ESET', 'Kobalos', 'HPC']

ESET ARARDIT TEXIE MRS (HPC) SRIOERIY, BB A BEsiTE
BIERS (B3E Linux, BSD, Solaris, EZErJgg2 AIX #1 Windows) &, 1ZEEizFiE
WEAHFE TCP iRim[l, ZEf28) SSH IRSS 28, RiniEmER SR A LA E. BRAEH
RERNEEFZIT, KHEpEA Kobalos,

e

This Linux malware is hijacking supercomputers across the globe

https://www.welivesecurity.com/2021/02/02/kobalos-complex-linux-threat-high-
performance-computing-infrastructure/

Internet Explorer Oday 934
H#: 2021-02-04
SKE: ENKI
#5%: ['Internet Explorer’, '0day’, 'lazarus']
£ 2021 F—RHFEHITNRE ARBKESHF, WEERREEA IE 0day XJ ENKI T
FI65. HULE, ENKI R ARIIAURETERRY ie Oday #7751, 2imFEIaEE,
e
Internet Explorer Oday &4
https.//enki.co.kr/blog/2021/02/04/ie_Oday.html
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Plex %A ARk 5525 ol 4 Al F 1K DDoS B i

H &R 2021-02-06
=

kIR Akshaya Asokan

#5%: ['Plex’, 'DDOS']

Plex Media Rz FFEFS Windows.,  Linux 1 macOS I{(ERSGBCAER, BEAITFARS
HREHZARNEMIEIR, NetScout IR ARIA, WHEEIEEA Plex RIAR
S22 R PRI R LR AR NNSEFIAA S H P DDoS Ky, A% 27000 & Plex I#AARSS 28
B55E) DDOS Wi,

ESE]

Plex Media Server Used to Amplify DDoS Threats

Whttgpng//vvwvv_databreachtodaycom/plex—media—Ser'ver—used—to—amp\ify—ddos—thr’eats—a—
594

AXREFEW

1 BFERTWERIE TR, KA EEBNRRIIMNN G OMBRSS, AR a3

2. RESHEFR SRS B THRAF AN T EH

3. BENILSER. BMEEFR. vpn, IEERKESENDANERER, NNEHEIER
FTRAS

4. WIRRVF, ERRABREMAERISS, RIRIIRXRGH TREHEPEN, B

RKRFERER/N

(=) HitsH
Libgcrypt A& A A& ESEFH UBA™ERIRE

H#i: 2021-02-01
k8 Charlie Osborne

FRZ: ['Libgerypt’, 'vulnerability’, 'GnuPG']

Libgcrypt FOFFRARARN T — P EBEH, LIBRIZ A SRFTIRA TR — R A
i, Libgcrypt @— M FHRRIMNZEEERD GNU BSFAGRIF (GnuPG) &R, 284 1.9.0 b
F 1819 BHE%f. ZimE CVE fRSiERoEe,

e

Libgcrypt developers release urgent update to tackle severe vulnerability

https://www.zdnet.com/article/libgcrypt-developers-release-urgent-update-to-tackle-
severe-vulnerability/

Sudo KA T §E&M macOS
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H #5: 2021-02-03

faragps A
TN =

>kJJ&: Catalin Cimpanu
#r%: ['macOS', 'Linux’, 'CVE-2021-3156', '‘Baron Samedit']

—(IREHARAREI, Sudo NAEFFREHI— T ZEFE CVE-2021-3156 210
macOS #RMFRF, REMFEN, XPREREEAILAREFREE R macOS Rk
FPEIBIR, MAREYIAZR Linux 1 BSD,

=

Recent root-giving Sudo bug also impacts macOS
https://www.zdnet.com/article/recent-root-giving-sudo-bug-also-impacts-macos/

SolarWinds %M 3 MW EREIRIE

H#A: 2021-02-03
o =
SkiB: The Hacker News

#R%: ['SolarWinds', ‘Trustwave', 'Vulnerability']

MEL AR ARIEE 7800 SolarWinds FFRII=1"ELZERE, HEPe™E=00KRE
BER AT IR RLIIIZ A3 T. EFm- iR (CVE-2021-25274 #1 CVE-2021-
25275) z2fF SolarWinds Orion & BRI, MsE="230r0%E (CVE-2021-
25276) 2fE1ZAERTF Windows # Serv-U FTP BR5528_ E&TNAY,

=

3 New Severe Security Vulnerabilities Found In SolarWinds Software
https://thehackernews.com/2021/02/3-new-severe-security-vulnerabilities.htm!?m=1

Cisco /B4 VPN BRHSFAEEEARIEHIITRE

H#A: 2021-02-05
R 5
>KIJ&: Liam Tung

#r%: ['Cisco’, 'Cisco Small Business Router’, 'Remote Code Execution’]

Cisco /NEIRI VPN B2 CIBHTIRE, =20 Cisco Small Business RV160,
RV160W, RV260. RV260P #1RV260W VPN B&FI2E, PREESEHI web BEREPIFES
i, ITEREE I IAERXERELRAFSHHRITHIE, Cisco EEMFIRZ 1.5.1.13
1BE 75208 RV320 #0 RV325 ¥FJk WAN VPN BEHZEAYEEIR.

15

Cisco warns of critical remote code execution flaws in these small business VPN routers

https://www.zdnet.com/article/cisco-warns-of-critical-remote-code-execution-flaws-in-
these-small-business-vpn-routers/
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