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Cyberpunk 2077 J&& mod T#EEH A EH

H#8: 2021-02-08
KR Lawrence Abrams
#5%: ['Cyberpunk 2077', 'Mod', 'ASLR’, "Vulnerability']

CD Projekt Red &% T— Cyberpunk 2077 BHEANERS, (B8 T —MUBHITRE, Z
TRRTAE S = IR HE S IRIE IS PRI, WhEFRETXKEHRRE, o

LN EHITES, IR TEMZESESRG. EERPIOM, BE0Rx
Cyberpunk 2077 #4hT 112,
5

Cyberpunk 2077 bug fixed that let malicious mods take over PCs

https://www.bleepingcomputer.com/news/security/cyberpunk-2077-bug-fixed-that-let-
malicious-mods-take-over-pcs/

CD PROJEKT RED ¥ T E=E# RGBT

H#5: 2021-02-09
45
kIR Sergiu Gatlan

#r%: ['CD PROJEKT RED', 'Cyberpunk 2077', 'Ransomware']

cyberpunk2077 0 Witcher =3BrE fRRYIFNF & L{F= CD PROJEKT RED #KEE 7 —IRE
MEMEEAIE RN AW T R F=E—M BN ERR, KEERA T R
%, PETHIE, ABToKEeds, WEEFR, thiIs88255E Cyberpunk 2077,
Witcher 3. Gwent B95RIRID, LARAKRATRAY Witcher 3 MRASHYRITAS, CD PROJEKT
RED EELERTHEXERN], BENESI N ABRRIPDREDS, LR ITEEER,
LEEEEEXESEM,

B

CD PROJEKT RED gaming studio hit by ransomware attack

https://www.bleepingcomputer.com/news/security/cd-projekt-red-gaming-studio-hit-by-
ransomware-attack/
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338 Catalin Cimpanu
#r%: ['Egregor’, 'Ukraine’, 'RaaS']
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Egregor ransomware operators arrested in Ukraine
https://www.zdnet.com/article/egregor-ransomware-operators-arrested-in-ukraine/

ERE Android K #FF T BHE T MER
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.
Z5 5

>kJJ&: Charlie Osborne
#r%: ['Google Play’, 'Lavabird']

Lavabird Ltd FISFAADITEEE R —FX Android RFRfERR, SER—BEANREHNARER
FERIR TR, RN ARSI 1000 0k, Tl 7 4RI fI&mm
EpEs. £ 2020 F 12 B 4 BRI MEEHE, NAREFRZN TEERE, 8e54)
FEk TOOO haiRes, FHMKENEE &,

5

With one update, this malicious Android app hijacked millions of devices

https://www.zdnet.com/article/with-one-update-this-malicious-android-app-hijacked-10-
million-devices/
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#r2%5: ['Yandex', 'Sysadmin’, 'Sold Access']

HEHTEEMWAMIEZRAT] Yandex 57, ARSI —R RS EIERER T XIET A0
FERIARERLORE, ZR TR, SEARKHEMEN T DAZF . BRiENEE
ZR TR FHAEE =S REREFENATAE, ELUXMS U ERWEHESEUX 4887
o Yandex BXIEIRB[RFHITELN, LUESAPIENZ 2!,

15

Yandex suffers data breach after sysadmin sold access to user emails

https.//www.bleepingcomputer.com/news/security/yandex-suffers-data-breach-after-
sysadmin-sold-access-to-user-emails/
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H#3: 2021-02-08
SKIE: lonut llascu
#5%: ['Oldsmar’, 'TeamViewer', 'NaOH', 'Water Facility']

—ZERZEY TeamViewer ITISHN T HZ BARMNR/REZS/RHAKEIER S, FAES
SEMI (NaOH) AOKE (BFRARGRIIEIERN) IESENERRAIKF. HKRIER
BRI T IREBIRRIRRRIER, FH T RRIE, BFRAETR, ABKERBIRR,
IKFIRKIEZ BRI R BREMIRET XL R AN —, B, FZKSREE
BNNESK, BFENE, FREEH— 2 RRIZ 2/,
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Hackers tried poisoning town after breaching its water facility

https://www.bleepingcomputer.com/news/security/hackers-tried-poisoning-town-after-
breaching-its-water-facility/

PyPl, GitLab &:IBh3% BRI

HHF: 2021-02-09
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SkJB: Catalin Cimpanu
7% ['GitLab', 'PyPI', 'Spam Attacks']
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PyPI, GitLab dealing with spam attacks
https://www.zdnet.com/article/pypi-gitlab-dealing-with-spam-attacks/
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K& Ax Sharma

#5725 ['Supply Chain', 'PyPI', npm’, 'RubyGems']

—BRRARBIPHENHERE S, IR 7HER. 3R, WE. Shopify. Netflix,
Yelp, 4FEFAIFD Uber 55 35 REZRERINEBR S, WEEESERIMG LERIRE
PyPl. npm #0 RubyGems fERBIFIEFIERE, ARIXLREGBNDAEINEINERNHE
FPHORIS. IXMUISERAMAEEEANES:, FNCIAFEZEERETWIT), MEE
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Researcher hacks Microsoft, Apple, more in novel supply chain attack

https://www.bleepingcomputer.com/news/security/researcher-hacks-microsoft-apple-
more-in-novel-supply-chain-attack/
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#r%: ['Adobe’, '‘Adobe Reader’, 'Command Execution']

Adobe Bk T LEeEH, RT Adobe Reader A EE( IS HITIRIE-- CVE-
2021-21017", WEEESIRER, EEF T E ESBEIAFIT RSN, B
EEEEIE, BRI TEFHEH Adobe Reader &3,

USRS

- https://helpx.adobe.com/security/products/acrobat/apsb21-09.html
- https://get.adobe.com/reader

eSS

Adobe fixes critical Reader vulnerability exploited in the wild

https://www.bleepingcomputer.com/news/security/adobe-fixes-critical-reader-vulnerability-
exploited-in-the-wild/

Google: BMIMNH TREFRRERAERHHANR
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o =
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#r%: ['Google’, 'OSV', 'Vulnerability Databases']

Google ERE T HBIRAMEREE (OSV) Wik, ZMubigft ¥ —NeiaEiERE, pIA5E
EXIFRIRCIEIE FRIBIRE T D2, FREFRRUBNEFEMERE. BT, B
EAFHRM KR T —MESR, LAFIBIBLIRE MR AERINE, FI XL E M
SRERAIFF AR A R B HEAINE

1B

Google: Our new tool makes open-source security bugs easier to spot

https://www.zdnet.com/article/google-our-new-tool-makes-open-source-security-bugs-
easier-to-spot/

SAP Commerce FER4EIRIA

H#5: 2021-02-10
%55
KB Lindsey O&#039;Donnell

#R%: ['SAP', 'SAP Commerce', 'RCE']

SAP BEERR, HERIEFES SN SAP Commerce FATFEFERE, MEwHFIA,
WEEEENTITERNE, ZimE (CVE-2021-21477) 206 SAP Commerce iRZN
1808, 1811, 1905, 2005 %0 2011, CVSS#¥43: 9.9,

e

SAP Commerce Critical Security Bug Allows RCE
https://threatpost.com/sap-commerce-critical-security-bug/163822/
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#7525 ['Responsive Menu', 'WordPress']
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Buggy WordPress plugin exposes 100K sites to takeover attacks

https://www.bleepingcomputer.com/news/security/buggy-wordpress-plugin-exposes-100k-
sites-to-takeover-attacks/
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