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Ursnif Trojan has targeted over 100 ltalian banks
https://www.zdnet.com/article/ursnif-trojan-has-targeted-over-100-italian-banks/
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K8 Akshaya Asokan

#r%: ['Trojans', 'Sophos', 'Gootloader’, 'Search Engine Optimization']
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Hackers Use Search Engine Optimization to Deliver Malware

https://www.databreachtoday.com/hackers-use-search-engine-optimization-to-deliver-
malware-a-16092
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H#: 2021-03-05
K& Liam Tung
#R%: ['Microsoft', 'SolarWinds', 'Backdoor’]
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Microsoft: We've found three more pieces of malware used by the SolarWinds attackers

https://www.zdnet.com/article/microsoft-weve-found-three-more-pieces-of-malware-used-
by-the-solarwinds-attackers/
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Russian Hackers Deploy New Ransomware Variant
https://www.databreachtoday.com/russian-hackers-deploy-new-ransomware-variant-a-

D-Link. #IBXMi&&ZE|ET Tor B9 Gafgyt TAAIT T
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FR%: ['Gafgyt', 'Tor', 'loT']
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REPHNTIRABHIITRE (CVE-2019-16920) ; Liferay enterprise portal #{4HA9ITFE

RIDHITRE (8BaI AR CVE) ; Citrix Application Delivery Controller FrHiEiE
(CVE-2019-19781) ,
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D-Link, loT Devices Under Attack By Tor-Based Gafgyt Variant

https://threatpost.com/d-link-iot-tor-gafgyt-variant/164529/
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#r%: ['Malaysia Airlines’, 'Data Breach', 'Personal Information']
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Malaysia Airlines discloses a nine-year-long data breach

https://www.bleepingcomputer.com/news/security/malaysia-airlines-discloses-a-nine-year-
long-data-breach/
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#R3%: ['Polecat’, 'ElasticSearch']
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Data Analytics Firm Polecat Exposed 30TB of Data
https://www.databreachtoday.com/data-analytics-firm-polecat-exposed-30tb-data-a-16114
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SITA data breach affects millions of travelers from major airlines

https://www.bleepingcomputer.com/news/security/sita-data-breach-affects-millions-of-
travelers-from-major-airlines/

6 /15



() -
&) 360-CERT http://cert.360.cn
HXZREEW

1 RRENEUEESRSHEEINNTENDIINE, FEUREAN, SUSEREE
RO HEE

2. MTHRENRIRS=(VPOUE=EIEE, SUBEFHERBIANRSMINESHEXIR

3. HIEEHIE, TEERENSHRME SR TINEFME
4. RESEHEEFRREERZE
5. RAEFWEFHRIERINEEUREE

(=) MNEKE
MFHEEFPMEFERALLETREkRGT TS

H#: 2021-03-01
%55
kI8 Prajeet Nair

#r%: ['/Akamai’, 'Cryptomining Botnet', 'Blockchain’, 'Remote Code Execution']
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Cryptomining Botnet Uses Bitcoin Wallet to Avoid Detection

https://www.databreachtoday.com/cryptomining-botnet-uses-bitcoin-wallet-to-avoid-
detection-a-16085
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Microsoft fixes actively exploited Exchange zero-day bugs, patch now

https://www.bleepingcomputer.com/news/security/microsoft-fixes-actively-exploited-
exchange-zero-day-bugs-patch-now/
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