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H#3: 2021-03-10
SKJE: Sergiu Gatlan
3% ['SEPE', 'Spanish’, 'Spain’, 'Ryuk’, 'Ransomware']
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TS 700 Z2RAIERE,
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Ryuk ransomware hits 700 Spanish government labor agency offices

https://www.bleepingcomputer.com/news/security/ryuk-ransomware-hits-700-spanish-
government-labor-agency-offices/

#HEY ZHtrap BF ME TSR HREZER I HEZHNER

H#: 2021-03-12
kIR Sergiu Gatlan

#5725 ['UPnP', 'ZHtrap', 'Honeypots']

FHYEF WS EEE S RGAIISHRS. dvr 71 UPnP IEIREHRMANERE, BHEHEIE
bR EIR, XM 360 Netlab ZEHFRARIRA ZHtrap FIRSEAET Mirai BRI
1OH95E, FH3785x86. ARM. MIPS FIEME CPU 2243, {EFMLAIEZINELESE DDoS I
THHNEESZRINIRE, B, BXEEBRIINEE, RIHRFR TEMAITEMES
BRRAR, ZHtrap (ERTEIAERRATRAN, LULSRHTT IP IS,
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New ZHtrap botnet malware deploys honeypots to find more targets

https://www.bleepingcomputer.com/news/security/new-zhtrap-botnet-malware-deploys-
honeypots-to-find-more-targets/

Metamorfo $R{7AK 5% AutoHotKey

HHF: 2021-03-12
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KB Tara Seals
#r25: ['Metamorfo', 'AutoHotKey', 'Phishing']
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BERZ NHEIZEITENAYZIP 34+,
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Metamorfo Banking Trojan Abuses AutoHotKey
https://threatpost.com/metamorfo-banking-trojan-autohotkey/164735/
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ST
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#r%: ['Microsoft Exchange Server', 'Zero-Day', 'Hafnium']

TEMRARIR, Microsoft Exchange Server 9 Oday iRIRIEARTXIEUATIHAVELZRH
[TZWE, BERIRT L HRVABRZEIRND,
XLRIERY CVE fg58 CVE-2021-26855, CVE-2021-26857, CVE-2021-26858 #1 CVE-
2021-27065,
MR IR I E AR F— M ERZ RN, ZEIRAE 8 Hafnium,
MR, XERBRAIEXIMIE, B NIRRT EEEN 2,
=
zero-day attacks: 30,000 servers hit already, says report

https://www.zdnet.com/article/microsoft-exchange-zero-day-attacks-30000-servers-hit-
already-says-report/
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SkJ8: The Hacker News

#r%: ['Earth Vetala', 'ScreenConnect’, '"MuddyWater', 'PowerShell’, 'RemoteUtilities']
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W& SFEAEREHED MuddyWater', ZBHFEIGFRER KB

S

Iranian Hackers Using Remote Utilities Software to Spy On Its Targets
https://thehackernews.com/2021/03/iranian-hackers-using-remote-utilities.ntml?m=1
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FRZE: [ESET', 'Microsoft Exchange', 'APT']
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At Least 10 APT Groups Exploiting Exchange Flaws

Howon

https://www.databreachtoday.com/at-least-10-apt-groups-exploiting-exchange-flaws-a-
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OVH data center fire likely caused by faulty UPS power supply

https://www.bleepingcomputer.com/news/security/ovh-data-center-fire-likely-caused-by-
faulty-ups-power-supply/

Wk 3 B THEET 824 iEiHE, 24 0day
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#5%: ['Microsoft', 'Security Updates', 'Exchange’]
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e
Microsoft March 2021 Patch Tuesday fixes 82 flaws, 2 zero-days

https://www.bleepingcomputer.com/news/microsoft/microsoft-march-2021-patch-tuesday-
fixes-82-flaws-2-zero-days/
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Cyberattackers Exploiting Critical WordPress Plugin Bug
https://threatpost.com/cyberattackers-exploiting-critical-wordpress-plugin-bug/164663/
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#7525 ['Schneider Electric', 'DDos']
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Critical Security Bug Can Knock Smart Meters Offline

https://threatpost.com/critical-security-smart-meter-offline/164753/
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