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B Lawrence Abrams

3% ['Acer’, 'REvil', 'Ransomware']
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SRR, IRITREMIIRI TIEERISE,
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Computer giant Acer hit by $50 million ransomware attack

https://www.bleepingcomputer.com/news/security/computer-giant-acer-hit-by-50-million-
ransomware-attack/
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#5%: ['Exchange’, 'NCSC']
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Server FUAEARAN XN BEMEHT, LURIFEMNE SRS EESHTRIFERRINERE,
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B, [RY, REMAE 3000 SZAEERRY Microsoft Exchange BBFHMHARSS B34
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tl\/lhicrtcj)lzoft Exchange Server zero-day attacks: Malicious software found on 2,300 machines in
e

https://www.zdnet.com/article/microsoft-exchange-server-zero-day-attacks-malicious-
software-found-on-2300-machines-in-uk/

$t3+ Exchange JRiE#Y DearCry 1R 44
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3&JB: Mathew J. Schwartz

#5%%: ['Exchange’, 'Sophos', 'DearCry’, 'Ransomware']
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Oday z—, HIEAZHNZRREEEEEIMER.

15
Rushed to Market: DearCry Ransomware Targeting Exchange Bug

https://www.databreachtoday.com/rushed-to-market-dearcry-ransomware-targeting-
exchange-bug-a-16189

#HY Mirai L ZHtrap B MR FE LI

H&A: 2021-03-16
EZR 5
3&JB: The Hacker News

#r%: ['Mirai', 'ZHtrap', '‘Botnet’, 'Shell’, 'Malware']

REZEHRAR 3 B 14 BIRETH— RN, SeRERAE  RRESRR
R FHE Mirai B,

ERIAARRE, BWEENE TEESRY shell iR, Hh@SH—LHREITH, FIINTE
MIFAT Miral SRR BAERE
5

New Mirai Variant and ZHtrap Botnet Malware Emerge in the Wild
https://thehackernews.com/2021/03/new-mirai-variant-and-zhtrap-botnet.htm|

SR LB R AFEERMYF EggShell B H R

H#3: 2021-03-18
3k Charlie Osborne
R%E: [Xeode', 'EggShell’, ‘Backdoor', "XcodeSpy']

Xcode B—1"FF macOS FFAFERIEMNRIEFHISER T AME (IDE) , TRHIEHRKA
FEFFFFRARRSAE EggShell [F17J, #RHE SentinellLabs &Z&AIAZT, IDE HAJ Run
BIZATNREIERAIRE, WEEBIIEN LRBEHLZRIARSL Xcode INE, ¥ 10S FFREHTT
BEMHRRE.

e

Apple developers targeted by new malware, EggShell backdoor

https://www.zdnet.com/article/apple-developers-targeted-by-new-malware-eggshell-
backdoor/
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#R25: [Trickbot', JavaScript', 'Phishing']

XEEFFER (FBl) MMZZE5RMRIEZERE (CA) BREAMH—HEBRE
B, —IERIE XUME IS B EREIR Trickobot SRR AR, 1Z|71£E’31’E%
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12, fttfilmERRR, EFRLTET— JavaScript 34, HFHZJ—LF Z‘éU—/\ C2 BrS5=%,
ZARSS 25 Trickbot FEEIMBNIRSFH,

E3
FBI: Phishing emails are spreading this sophisticated malware

https://www.zdnet.com/article/fbi-phishing-emails-are-spreading-this-sophisticated-
malware/

Android &AL 3 Clubhouse K

H#5: 2021-03-18

SRS

3B AmerOwaida

#5745 ['Clubhouse’, 'ESET", 'BlackRock']

ESET RREAMARARA R # AL (Lukas Stefanko) &I, MZICFEDFIElER
FA Clubhouse BT, A&, BRIRTIAFRINERESR, BT SMELRS.
ZE BB hEpk Android H&E’JTXBEngIIIEﬁE/ﬁHE RNBERF, H—=EBERSH
RIEINIRIRuER L, 2SRRI UEIRZEEED 458 MELRSHIVEREIE. Bin
2 RREMNE LRI N B 7][17Z MR Z, DR RERTIE R A,

S

Beware Android trojan posing as Clubhouse app
https://www.welivesecurity.com/2021/03/18/beware-android-trojan-posing-clubhouse-app/
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#5%5: ['lsraeli’, 'K.L.S.Capital Ltd.", 'Black Shadow']

REERZELRER, MIINETURINARESRAR KLS.Capital Ltd FEE T EFE
1B, 2020 £ 12 B, ZBLRHE T HTHEELIES) Shirbit RIEATEZEFP N AERAIN
1, XPERZEDER, AugeEs, s M XKAFESmMAaRIIRS:,
eSS

Israeli Car Financing Company Suffers Data Breach

https://www.databreachtoday.com/hackers-steal-data-from-israeli-car-financing-company-
a-16187
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335 Doug Olenick
7% ['Public Schools', 'COVID-19', 'Virtual Learning']

2020 F, BFER, EEAUFRERERINEEZ DRAR, XSHEFRLCRAIEELL
M, SRERIFET 400 #2, XM T 40 DAY 377 DABRIREN G, Erohig
M. BRINERMXEEHAZEETR. B, IFSFREZETRARME Exchange 8]
AR IR L ICIRRA TSN,

e

Over 400 Cyberattacks at US Public Schools in 2020

%%%sgz//vvwwdatabreachtodaycom/over74007cyberaﬁacksfat—usfpublic—schoo\s#m—ZOZOfaf
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=
Mimecast: SolarWinds Attackers Stole Source Code
https://threatpost.com/mimecast-solarwinds-attackers-stole-source-code/164847/
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#Rr%%: ['Office 365, 'Financial’, 'Phishing']
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=

Office 365 Phishing Attack Targets Financial Execs
https://www.arealsecurity.com/blog/microsoft-365-spoof-targets-financial-departments/
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