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3% ['Sierra Wireless', 'Ransomware']
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Ransomware attack shuts down Sierra Wireless 1oT maker

https://www.bleepingcomputer.com/news/security/ransomware-attack-shuts-down-sierra-
wireless-iot-maker/
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7% ['BlackKingdom', 'ProxyLogon’, 'Exchange']
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Microsoft Exchange servers now targeted by BlackKingdom ransomware

https://vvwvv.b\eefimgcom puter.com/news/security/microsoft-exchange-servers-now-
targeted-by-blackkingdom-ransomware/
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Purple Fox malware worms its way into exposed Windows systems

https://www.bleepingcomputer.com/news/security/purple-fox-malware-worms-its-way-
into-exposed-windows-systems/
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FAFi58 Windows IREHIENRERSR, XEINRERRERN T AIEEFEIEE Windows
LRIV NS, LA ERERH,
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REvil Ransomware Can Now Reboot Infected Devices
https://www.databreachtoday.com/revil-ransomware-now-reboot-infected-devices-a-16259
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#7545 ['Evil Corp', 'OFAC', 'Hades']

Hades /24225 Evil Corp MERICIREIKGTERE—ie, ZEIFI eI EER
HNEIRFIZFIINZE (OFAC) FEmnRY®IE. Evil Corp (X4 Dridex gang 3k INDRIK
SPIDER) Z/DM 2007 FiFFiaikix, ©LAEUN Dridex SEAREMEES, AB1/EHRELME
RIS, ST Locky BhERANM, AATR(ERENZRIXAZH BitPaymer, M 2020 £ 6
BFa, EBvil Corp EB¥MEEE 7 ALBHHIFAISRES, AFHXIE AR EFERE 7 #RY
WastedLocker #1214, 1 Hades #1ZREX14=2 WastedLocker F9—™ 64 [u4miETH, Ft
KT FATRE— L NI
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Evil Corp switches to Hades ransomware to evade sanctions

https://www‘b\eepingcom puter.com/news/security/evil-corp-switches-to-hades-
ransomware-to-evade-sanctions/
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Microsoft: Black Kingdom ransomware group hacked 1.5K Exchange servers

https://www.bleepingcomputer.com/news/security/microsoft-black-kingdom-ransomware-
group-hacked-15k-exchange-servers/
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FRZE: ['Shell’, 'FTA', 'Accellion’]
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=558, 7h# (Royal Dutch Shell plc) R—ZEBGHHE THIRERATIEMAIEES
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&, RULIIFTREAIZO 1T RGBT,
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Energy giant Shell discloses data breach after Accellion hack

https://www.bleepingcomputer.com/news/security/energy-giant-shell-discloses-data-
breach-after-accellion-hack/
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Online trading broker FBS exposes 20TB of data with 16 billion records
https://www.hackread.com/online-trading-broker-fbs-exposes-data/
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A day before elections, hackers leaked details of millions of Israeli voters
https://securityaffairs.co/wordpress/115918/hacking/israeli-voters-leak.html
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EF%IE "holo gix'7E GitHub &% T iZub SRR,
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MangaDex manga site temporarily shut down after cyberattack

https://www.bleepingcomputer.com/news/security/mangadex-manga-site-temporarily-
shut-down-after-cyberattack/
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Microsoft warns of phishing attacks bypassing email gateways

https://www.bleepingcomputer.com/news/security/microsoft-warns-of-phishing-attacks-
bypassing-email-gateways/
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#R2Z%: ['California Agency', 'Phishing’]

IFAERIN—FIEE T —EMENE S, —SRTRE 7 — M, 1ZRTAIMK
FEiET 24 /NBFRIIMNERAIERGR, #E KrebsOnSecurity B9—{nIREFR, TELLHBIE),
FEFNTHTEBERLEART SR SEIIERSUE, ARm[ED 9000 SHMMER
THEARREBRRNLE TBIHMHNMENSER, XeREREE3 B 1BHE3R
98, to2IFERINNHRIRZE (SCO) B3N T,
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9,000 employees targeted in phishing attack against California agency

https://www.scmagazine.com/home/security-news/phishing/9000-employees-targeted-in-
phishing-attack-against-california-agency/
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