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SkJE: Lawrence Abrams
#R%: ['Asteelflash’, 'REvil']

EEGSEHIRE FHIERRSS AT Asteelflash BRI T REvil #HZRIMAFIKAIMEE, 1ZEX
R 2400 HEETTAIES, REvl SeiFiiEE 51 Tor MBI A TME RS,
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Asteelflash electronics maker hit by REvil ransomware attack

https://www.bleepingcomputer.com/news/security/asteelflash-electronics-maker-hit-by-
revil-ransomware-attack/
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%55
>kJJ&: Becky Bracken

#R%: ['Activision’, "Call of Duty', 'RAT']

(fFapBMe: 6KX) (Call of Duty:Warzone) EEHIAT] Activision KREETR, —RBIW
TERM T —MERTEN S, ERAMXZITAENVFEFEARS (RAT) , Activision
AZEEHIR, ZAST 3 BMEREN, Si—ENEREERN T —K B2 iHE
TH, FErmBEscZ kAP UESINRIZTT, FERSEEBREAFENIK
i, PBREEE, 1ZTEABWKET 1 B2 260 KBS, XEIhFHETE
eI TR, FHEEHEE T — YouTube #I5R, ZASRAINISSEIXZ) T 5000 0K,
=
Call of Duty Cheats Expose Gamers to Malware
https://threatpost.com/call-of-duty-cheats-gamers-malware/165209/

— Android BRI FRRE N R G E N AEFRERIR

H&f: 2021-03-29
fﬁé/x @
3kJ8: Charlie Osborne

#R25: ['/Android’, 'Trojan]

IR AR T — Ry S50 2 2RI RIE, BE IR ER . %E
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eSS

This Android malware hides as a System Update app to spy on you

https://www.zdnet.com/article/this-android-malware-hides-as-a-system-update-app-to-
spy-on-you/
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Facebook5.33 {Z AR ERE L H
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#5%: ['Facebook']

5.53 12 Facebook FFRYEUIE, BIEHRIESHE. Facebook id. £8&. HAEHENEMESR
EIWAEIRTEN L, ZRNEMREINES (hudsonrock) HIEEHREPIME DI/RIEHAS -
KA TIENEIR, IRAHTSHMEFNEREZERE, RIBMINEER, EE 3230 5%
AR, =ES 150 73,

15
Facebook data on 533 million users posted online

https://www.zdnet.com/article/facebook-data-on-533-million-users-posted-online/

MobiKwik EiB E XRiE, 350 7 KYC $iEEBt

H#3: 2021-03-29
SkiB: The Hacker News
#R%: ['MobiKwik', 'KYC', 'India’, 'Payments Service']

EPER NI IRSS MobikKwik #£ 2021 5 3 BYIAMIEASIEMESME, MEHAFHE
8.2TB RUEIRFHIATERE M _LiRtfE.
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=
MobiKwik Suffers Major Breach — KYC Data of 3.5 Million Users Exposed
https://thehackernews.com/2021/03/mobikwik-suffers-major-breach-kyc-data.html
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H#A: 2021-04-01
S5 Adam Weidemann

#5%: ['SecuriElite’, 'Security Researchers', 'North Korean']

02118, BEo/NMEICR T —REEKE S, FPEEIPRTEEF BT SIF9—
IR ZHFRARRISER,

3B17H, XRBEEA—REA" Securitlite" AR AR 7T — M EBIER T EAE R
RIFRRILA,

ZMISEIRE R — RN T TEERNINSZEA T, JRESENN, REReiHMhiE
EESIEEN

SiXEE=LIRICIEAIME—F, ZMItERE R BIERE PGP LiRRIHEE.

5

Update on campaign targeting security researchers

https://blog.google/threat-analysis-group/update-campaign-targeting-security-
researchers/

PHP fXEBHAENIGT]

H#A: 2021-03-29
SIE: PHP
#R%: ['PHP', '‘Backdoor’, 'Zlib"]
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20215 3 B 28 H, PHP EIBARY git.php.net fRSS28 E4EFRY php-src Git B PHRIERS
TRDEEX M, SEXHRUCIEERNE XIRRR, HRENEEX—KHESuUAE
B, (ERFIBHERARRFIXIEEFXT gitphp.net lRSZ5BEHY (MAZ DA git IKF)
BEDITEEMS, AMEBERIRA TELEZRA PHP fIRUSBNGE JF 7 RITiE i T
L83 (RCE) . HEIENERZFHIIWER, B2 gitphp.net ;kRSREER, HIRAL
MaFEFEILEERE) GitHub,

Github Commit it

- [https://github.com/php/php-
src/commit/c730aa26bd52829a49f2ad284b181b7e82a68d7d](https://github.com/php/p
hp-src/commit/c730aa26bd52829a49f2ad284b181b7e82a68d7d)

- [https://github.com/php/php-
src/commit/c730aa26bd52829a49f2ad284b181b7e82a68d7d](https://github.com/php/p
hp-src/commit/c730aa26bd52829a49f2ad284b181b7e82a68d7d)
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PHP CEStRABENEI)

https://news-web.php.net/php.internals/113838
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H#8: 2021-04-03
EZR8 5
SkJE: Ax Sharma

#r%: ['GitHub', 'GitHub Actions', 'Cryptocurrency']

WHE A GitHub Actions, FFEKE-EFEA GitHub RIRRSSERIZIENNIZ LM, GitHub
Actions @—> Cl / CD fRIRJ5 %, PIARARSEIIER B TIEMIZR BN CAE R ESHIR
=1

XSRS EERY GitHub Actions (SRDRIIEN T &/ AIEBHI D X IFEES, FiH—
EREIATFIE AP E B2 T— Pull Request, LUBRIGAFHEIE, &XRBRI4EFE
AEEPATIREA LA, LUK ESIRIAH,

e

Automated attack abuses GitHub Actions to mine cryptocurrency

https://www.bleepingcomputer.com/news/security/automated-attack-abuses-github-
actions-to-mine-cryptocurrency/
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HHF: 2021-03-31

L% 5

>KIJE: Ax Sharma

#7525 [JavaScript', 'WordPress', 'JQuery Migrate']

JQuery Migrate {EARIRBERDBEEINTEH AL, EHEE BT IEEEE AR
13, WEERLERSSMS IR, BIEATERRXEERY Magecart VYR, LANKS
FFEEREFRWL, BRRRESESISEEREE, SASIFFR, KEKRITHRIEIR
BRFEAIEY N E T RAINE T R,

S

Fake jQuery files load obfuscated malware on WordPress sites

https://www.bleepingcomputer.com/news/security/fake-jquery-files-load-obfuscated-
malware-on-wordpress-sites/

VMware {&#MEF X% E) vRealize IEF A IRIRE

H#A: 2021-03-31
EZR 5
3&JB: Charlie Osborne

7% ['VMware', 'VRealize']

VMware {7 —XIRJ eS8 VRealize REIERERFENTERE, XL R EIH
Positive Technologies ;2iEMiz A& Egor Dimitrenko FATRE VMware IRERY, BT 1FE
BMERIOSRIIEE T SSRF EFHFINEE R EE.

E3E

VMware patches critical vRealize Operations platform vulnerabilities

https://www.zdnet.com/article/vmware-patches-critical-vrealize-operations-vulnerabilities/

BT £ AT B 22 netmask npm iR iEEZ M

HH#A: 2021-03-30
fﬁ@x @

SKIB: Pierluigi Paganini

FR%: [[CVE-2021-28918", 'Npm', ‘Netmask', 'SSRF', 'Vulnerability']

netmask npm 4B FRSRERE (4RSS CVE-2021-28918) BIREFERMRIES ST
.

ZRERET netmask npm XD/ GRS HRIORARIETERS N, SHNT
1.1.0 fRZAS,
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SR IIEANEFEIEE WP 2 KEAE M T SSRF. RFIF0 LFI &,

S
Hundreds of thousands of projects affected by a flaw in netmask npm package
https://securityaffairs.co/wordpress/116126/hacking/netmask-npm-package-flaw.html
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