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BMERBANRREWm T EEFE M

HE9: 2021-04-12

E2
3B Bradley Barth
#3%: ['the Active Directory’, 'Orrick’]

W&z e RETI R ERERES E—F PRI ERES, SENESHR. H~
FREERATES, B2, Tl —LMi TEMBARMES, XLFmTEMRR
oX IS BRI OPRISTIE M A EREMIEINY. Palo Alto 8] Crypsis EEFRISEHE
1 IB/EEERT (Bret Padres) 15, 7EREHMN_LIRE Active Directory FHigiizHlsgHIE R
T, WEESNEININEHITERINE, XEE—SREEEFZDITHIRE,

15

Ransomware's evolving tools & technical tactics confuse forensic analysis

https://www.scmagazine.com/home/security-news/ransomware/ransomwares-evolving-
tools-and-technical-tactics-confuse-forensic-analysis/

BRATA BEE#HHEF Android Z&fAHERERF

H#i: 2021-04-12
SkJE: The Hacker News

#RZ5: [Android’, 'BRATA]

BRATA (Brazilian Remote Access Tool Android) &FHEE—"EB8RE1CEINECHIER
TR, ZEEmETMIRITEEFAARD, B, BWAIEREDNEENZ 2
e, DR TREBIEERERHGE]. XEEFNIINBIEFETYER. Al
MEERFRITH, B RSN BREFZEEEE 1000 2 5000 k28, B—ER
DefenseScreen HIR FBAZFAEREEM Play Store #kMiisZ B, E&Z2ET 10000 X,
e

BRATA Malware Poses as Android Security Scanners on Google Play Store
https://thehackernews.com/2021/04/brata-malware-poses-as-android-security.html

50 HHe A RRET Joker Android &t

HHF: 2021-04-13
fﬁ@x @

SEJE: BALAJIN

#7525 [Joker Android Malware', 'Android’, 'Huawei']

Doctor Web B9 HFIREIR, M IR aELmRENE S NAERIE AppGallery oA Y
Joker Android JEEIXG, 1ZEEIAHIATE /S Android Z2I088KE, Joker RIE=15R

3/17



(@) CERT (228 nm=so)
&80 =R http://cert.360.cn

Android BFAEMERIBIIRSNE, Eilkig, 8 50 BRI NEEFIARNZAE
BT Android mfE L T 2RI AR,

15

500,000 Huawei Users Infected with Joker Android Malware
https://gbhackers.com/500000-huawei-users-infected-with-joker-android-malware/

¥THY Linux, macOS E =4 7E{RR 8 /9 Browserify NPM &€ /1
HEHA: 2021-04-13

S =

K& Ax Sharma

#R%: ['Linux’, 'macOS’, 'npm’]

£ npm JFERFOEIL T — M RYERIEE, BinaER Linux F0 applemacos 1#1ER St

A9 NodelS FrRE ., X MEEIAGEHFRA webbrowserify”, B85 7 #{T8Y browserify
npm B4, Ltoh, FIBRIALE, ZAHHEER ELF BREAGERIB T RAS5 1 EHRE
MR,

e

New Linux, macOS malware hidden in fake Browserify NPM package

https://www.bleepingcomputer.com/news/security/new-linux-macos-malware-hidden-in-
fake-browserify-npm-package/

Capcom BIREMHWTHIRE

H#8: 2021-04-13
R 5
SEJE: lonut llascu

#r%: ['Capcom’, 'Ragnar Locker', 'VPN']

CapCom 2AXRBMMSEE AT, HTE (LFE) . (8=A) . (EWEi) &
BESER. ZAEIE 2020 4 11 Bi&i& Ragnar Locker 120w, #WH5EY 1TB 8¢
BEE, FHRRE 1100 BETEAES, ZAT—B#FAS It Rd2ENEEe T
B, EHIEREESRINEERITE.,

IEH, 1ZAAEH, SIMRARINMEZENSITEE, IWARESHRESELIE
Capcom 7 FALENMNFATRI—NE VPN E0HNT Capcom HIREB, 2020 E 11 B 1
H, KEEMNZREREEENBANDIRRS.

XJEIRM FEAVRLITE N 15649 NEZEZEHM, PREINEIEREGS. b
ik, BIESAE. BFEMHEIIEASI N ASUE,
=
Capcom: Ransomware gang used old VPN device to breach the network

https://www.bleepingcomputer.com/news/security/capcom-ransomware-gang-used-old-
vpn-device-to-breach-the-network/

RZE T MIGE R RAEKZ2 IcedID EERMHF
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faragps A
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kR BALAJIN
#r%: ['Microsoft', 'lcedID']

MURNLZEHRARRERI, BEINEAS AN ERKARISREIIEBE MY, X
FEREEMA LB SERIFAR Birel, Nt BEERHEET IcedD EE5E
EEmeEm Birt b,

e

Hackers Abuse Website Contact forms to Deliver IcedID Malware
https://gbhackers.com/icedid-malware/

HRETHUKET A B E S R BT

B #§: 2021-04-16
%55
>kJJ&: Doug Olenick

#R%: ['NBA', 'Houston Rockets']

NBA REFIKSTAIRIETR, MHRITERIFIZRING L, EmseMBSEUCHILAIBT =
1. BEfmrBIEEZIZRMIL EH—RUNERMIRRIMLFF, ME T —KIETRSMNETA
LS PIIBRAVARSRFISI A, ZBUKFEMREEMIER T 500GB pUEUE, BE%E=raRLIER
8. BF. [R/IMNMSBES. BhRiRER: "SAhXLEERESEERIR, FH3
EEFRIEN. .

=

Houston Rockets Investigate Ransomware Attack
https://www.databreachtoday.com/houston-rockets-investigate-ransomware-attack-a-16415

Monero IN# 52 hi&EzNFI A ProxyLogon Hkp&

H#3: 2021-04-18
K& Pierluigi Paganini

#R%: ['ProxyLogon’, "Microsoft Exchange', ‘Monero']

Sophos AR ARIRSE W, WEHEFIA ProxyLogon i, W Exchange RSS2 TEIE
&= Monero cryptominer, KEIaTF PowerShell 85<, 1Zane NB—aZRGBRSS 21
Outlook Web Access ZERIg&2R (/owa / auth) 1&ZREZ win r.zip B4, AEIZHIAE
A Windows &Y certutil.exe F2FR FEBINE IS, BD win_s.zip #1 win d.zip, Z
E RS

E3E

Monero Cryptocurrency campaign exploits ProxyLogon flaws

https://securityaffairs.co/wordpress/116955/cyber-crime/proxylogon-flaws-
cryptocurrencyminer.html
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H&f: 2021-04-12

%55
kI8 Prajeet Nair

ARG

#R%: [lsraeli’, 'lranian']

LABSIATEIR (EEAIR) &S IIBIRALANETR, LI BUTARIAIMESEE SRR
—EERZERUAKF), (REARNX R EEBIA AT, HORBEHELE 7RISR,
15

Iranian Nuclear Site Shut Down by Apparent Cyberattack

https://www.databreachtoday.com/iranian-nuclear-site-shut-down-by-apparent-
cyberattack-a-16382

XEMRERERESHTERBIRERDERNERE

H#: 2021-04-15
%55
kI8 Danny Palmer

FRr%E: ['Russian’, 'SolarWinds']

EEEFRER, AESHRIIMERE TIFREZEAENKE. £33 Covid-19 HAFIRIE

FEHNEEIRENNRERTF. ZXEEEREERTERE (NSA) | WEZEfIER

lezxl (CISA) FEFBEER (FBl) MEXEEE, HPEATHSERIMERS
(SVR) IEERIA VPN RS9 M RFFERNRYREE, REMSXEREITETHREZARE

=B .

e

SolarWinds: US and UK blame Russian intelligence service hackers for major cyber attack

https://www.zdnet.com/article/solarwinds-us-and-uk-blame-russian-intelligence-service-
hackers-for-major-cyber-attack/
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4 EERBRIRLE
(=) EhEH
Valve i3 5| ZiRiR R0 % 13 TR

HHE: 2021-04-12
EZR8 5
3B lonut llascu

#R%: ['CS:GO', 'RCE', 'HackerOne']

— AR ERIPILZ AR ARTE Twitter HIRET Valve FF&EAYIR 3D 55 [

ROTAE (R TiRIE, %5 I ERTREBE AT HInzRATER. BT ZmEFEE TS|

Zoh, FItFrBERRBEENF IR In, FEFE— NI KERIBFH

MXB&, ZBRRI—BARARIR, IR ENHIKE 7 RISt BeBAInE
(R =EHK) (CSGO) RISRFHRA,

=

CS:GO, Valve Source games vulnerable to hacking using Steam invites

https://www.bleepingcomputer.com/news/security/cs-go-valve-source-games-vulnerable-
to-hacking-using-steam-invites/

NAME:WRECK DNS iR M8t 1 {28 &
H &5 2021-04-13

S&3J8: lonut llascu

¥R [TCP/IP', 'NAME:WRECK', ‘Siemens', 'DNS']

20214 H 13 H, ZeMRARKFETNNRERE, XE/ELIGEZRD 1{2MEEEE
TH9 TCP / IP MBS PRS2 ESINAISEEL, FERUATRE
- FreeBSD (fmiEhk4s: 12.1) : BSD RIFEgRmfiTANRER ST —
- IPnet (JmilEhias: VxWorks 6.6) : H Interpeak &#07 &, H WindRiver 4R, FFH
VxWorks SCAHMRIERZ (RTOS) {8
- NetX (BEARA: 6.0.1) : 2 ThreadX RTOS B9—EB%>, £ Microsoft 45— N FhE
INH, &% Azure RTOS NetX
- Nucleus NET (milahieas: 4.3) : HF 7SS Mentor Graphics #3789 Nucleus RTOS
—Ebo, BTFES, T, BE&ESE, M RAE RIS
5
NAME:WRECK DNS bugs affect over 100 million devices
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https://www.bleepingcomputer.com/news/security/name-wreck-dns-bugs-affect-over-100-
million-devices/

EEERZER/BEILT MW Microsoft Exchange IRE 25 B9 HTIRIE

H#: 2021-04-13

L% 5

>k The Hacker News
FRZ5: ['Microsoft’, 'NAS']

£ 4 B RHHI—RINENEFF, MEETIEHE 114 M eelEEL TIE«MER, Hoh
BIE—MEFIRAIARY Oday IRiEFN Exchange ARSS e8P HIP- Mef LB TR, 7E 114
PeEmET, 19 MHIFEATE, 88 MRS E, 1 I ATe. Eh&EEEIE
CVE-2021-28310, X2 Win32k Rag—MMXRIEFHRIE, IERiZRRERERE, WEE
A LUBII A BRR S Lini TR IR AN BR,

1B

NSA Discovers New Vulnerabilities Affecting Microsoft Exchange Servers
https://thehackernews.com/2021/04/nsa-discovers-new-vulnerabilities.html

MR AFR % Chrome, Edge, Brave, Opera iy Oday POC

H#E: 2021-04-13
= =
kB Deeba Ahmed

FRZ: ['POC', 'Chromium’]

ENE—EZ 25t AR Rajvardhan Agarwal &% 7—1> PoC, ZimBEZESE web XI5
25, ‘B v8javascript FRI— MBI TRIE, 20k Chrome Z9MIFTE
Chromium XI5E28, @0 MS-Edge. Brave # Opera, X MN®IEFE Pwn20wn 2021 %35
ZEIIERE, &)2HkE Dataflow Security B9 Bruno Keith 0 Niklas Baumstark &3}

B9, WMARRMMBXNERE Chrome # Edge DiafTREUIBMIATS 10 HETTHIRE,
5

Researcher release PoC exploit for 0-day in Chrome, Edge, Brave, Opera
https://www.hackread.com/poc-exploit-for-0-day-chrome-edge-brave-opera/

% — 4 Chrome Oday i®iE#E twitter 1B

H#A: 2021-04-14
'l*?%x \ﬁJ
3kJB: Lawrence Abrams

#R25: [Twitter', 'Google Chrome', 'Microsoft Edge']

Twitter F&% 781 chromiumzero-day iIfeUIBHITIRIE, ZRESFNESBIRAE]
googlechrome, microsoftedge, LAKREfAIEEET Chromium AINIKSEE, —ZEH
frust LSRR AR Twitter £&% 7— PoC iR, ZmEEET Chromium 89
Oday e, B2 Windows ICEANEFFTH, frust B2 CioH TRt oAk
Chromium B9 &EZ2I08E. Chromium P ER—MEetFE, ITLBELEKGHETET
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EATHREER S, FBRAFEE AR ERIRRTIEGHIY 0day KiEEE
3k, BNLTHERASAYHT Oday IREA=MERR, BRIEBFRERLE,

53

Second Google Chrome zero-day exploit dropped on twitter this week

https://www.bleepingcomputer.com/news/security/second-google-chrome-zero-day-
exploit-dropped-on-twitter-this-week/

SAP &% 7 Business Client. Commerce #1 NetWeaver F i iEiE

HE9: 2021-04-14
38 lonut llascu

3% ['SAP', 'Business Client', 'CVE']

SAP ZREEHRR T Z MR, HP&™ BNz AN SEFm. ZAEHI%
SN mEHT T EREIMEINER, XERRATIFAREENAIBAINOERETR
F AV AR T,

S

SAP fixes critical bugs in Business Client, Commerce, and NetWeaver

https://www.bleepingcomputer.com/news/security/sap-fixes-critical-bugs-in-business-
client-commerce-and-netweaver/

ZE A SolarWinds ML B IR HE T H HIEZE 10 BIMRE

B3 2021-04-15
3kiB: The Hacker News
#RZ5: ['US', 'SolarWinds', 'Russia’, 'SVR']

ZEFREENS 1T EMRIEEIEAT) SolarWinds B9 58" AR F A EZ HrdMNE
BIRERSS (SVR) TIFRIBUF LIFAR, REBMNE—DERTR. TIeSEMEE=E,
EREPI SRR BIREN JRVESTaF, ST RN RS TIRIVERZRER,
MRENERMERZ 2R, BREMDARTENE,. "Alt, EEMBEERIHSER
SHE T 2EbE, EHEERSHT I T EEBRAEREMRERTINEF, FFIEE
BIRESERY SolarWinds BEWE S EAF 7R, RREZELLER 6 R ABSHIBHRER
[ IEERINEINEIRHSIFAORR AT, XL LEEHE ERA Technopolis, Pasit, BXFRN
IARIENRIFAR. Bl tEREMB (SVA) . Neobit, Advanced
System Technology 1 Pozitiv Teknolodzhiz (FR#RIZAR) , RE=FR ITZ2RE, H
EFEEBZEBIRTG, LI, FEERIAINE T 10 BES LM ERRL R,
BIEEBHRER IR,
e
US Sanctions Russia and Expels 10 Diplomats Over SolarWinds Cyberattack
https://thehackernews.com/2021/04/us-sanctions-russia-and-expels-10.html

AIE#MEY MS Exchange BR$5 8 R B MM E S F LTRGBS

9 /17



(@) D60-CERT [22%— nmsso)
ﬁgé}\-j http://cert.360.cn

H &5 2021-04-15

faragps A
TN =

kIR Waqgas

#r%: ['Sophos', 'Exchange’, '"Microsoft']

HRIE Sophos WEEZ MR ARRIRS, BEEETSHEERE. KIEFMI Microsoft

Exchange fRS588, AEHE CZRMERDIZRESNRM. FEE—2Ex, XKl
RYERIE AN BN R IRRGANEIERE N 2 F,
#1E

Unpatched MS Exchange servers hit by cryptojacking malware
https://www.hackread.com/ms-exchange-servers-cryptojacking-malware/

T RGIAKK/IP Mtk iR & = E iR

H &5 2021-04-16
EZR 5
3kJB: The Hacker News

#R%: ['CISA', 'Claroty', 'Dos’, 'CIP"]

LENEZLEMBIEREBE (CISA) BREERR, FHEAAR/P hiEFEES
MNRE, UREFELIRFRESIEERS (DoS) K. HIRMRIITELIEHmIT, 20215
2 B 10 BZRIRIFrE IR E = Z RIS,

=

Severe Bugs Reported in EtherNet/IP Stack for Industrial Systems
https://thehackernews.com/2021/04/severe-bugs-reported-in-ethernetip.html
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