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Enel RASFER T ERYRRHHE

HEf: 2020-10-27
ZR 5
S&3J8: SECURITYAFFAIRS

#5%: ['Enel Group', 'Netwalker', 'Ransomware’, 'Energy Company’, 'ltalian’]

SERSRARIRS/REER (Enel Group) FIRFHRMESIZRINARER, IXR1xERE 2020 5
BRHIB XHFERA RS, WEHFTRIHzERER T 1400 J5 3 TThIE KIREN
BEIH, BERMREENZATTI T T8 R, FEMTNRI S, fiait
FEIXEHE, RZ/RER(Enel Group) @R AR —KEBERERAR), EIRTAHE. EHE
DIRKASHENE, 122 5 40 MEXIBE 6100 255, £ (U=E) £k 50053
HhHEREE 87 (i, 2019 FAIMIAF 900 1237,

15
Enel Group suffered the second ransomware attack this year

https://securityaffairs.co/wordpress/110067/malware/enel-group-netwalker-
ransomware.html

KashmirBlack {8 M#& B T WordPress & CMS

H#5: 2020-10-26

% 5

kI Catalin Cimpanu

#R%: [[CMS', 'KashmirBlack', 'Botnet’, 'Attack’, 'Cryptocurrency’]

— I EEEFIEFNEBIREEMATEERR(CM)FES, EERRETH TN
uh, Imperva EZEARARE 2020 F£ 10 B 22 HR— MR EF D 72
P4, inRERNENEZ BT ERNL, ARERIRIRS 5 TIN5
hizhE, B— NN SEREEERRNESRNE, FER/NRIRZE LRGSR,
Imperva iii, EFMNEFIRRORMER/, BEEI/LTBRNFEERK, BEEAREMI—
PMEZFMEAKRYD, BB RICEM T EFRIRILL,

ESE

KashmirBlack botnet behind attacks on CMSs like WordPress, Joomla, Drupal, others

https://www.zdnet.com/article/kashmirblack-botnet-behind-attacks-on-cmss-like-
wordpress-joomla-drupal-others/

Sopra Steria IESL# Ryuk $1E R4 BEH

HHi: 2020-10-26
=
KB Lawrence Abrams

#R%: ['French’, 'Sopra Steria’, 'Ryuk’, TrickBot', 'BazarLoader’, 'Ransomware']
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EZEE IT ARSSAF] Sopra Steria 2020 £ 10 A 26 HIESE, f#i1ER) T —IX Ryuk #1Z4K
H1E, Sopra Steria B—ZHKEUMESIARE, £2BK 25 MEZRIBHE 46000 BRI,
ZREHRWTZH T RS, BEEE. RREMMPEF L. 10 B 21 H, Sopra Steria
M= RIMEL S, BREREESHT, 2 BRI T TrickBot #
‘BazarLoader’, RHIEZR)T Ryuk#IZMEWE, XMIPEERERGENERE— RS
RRBIERY, FHEHITIZNE Ryuk $IRREHERINKEE, XMARITFREEH—2
BIAES, FERZEATSHIRETEEDRN

E3E

Sopra Steria confirms being hit by Ryuk ransomware attack

https://www.bleepingcomputer.com/news/security/sopra-steria-confirms-being-hit-by-
ryuk-ransomware-attack/

& BB EE] Owlproxy EER 4B EH

H#H: 2020-10-28

2020 F 4 B, CyCraft B2 a BB IR EISERSAIME SR, BTRAM
A SATIEF, EP—EREREAERTE— 1 REE, HP&aE20ENREF5ER
AN Owlproxy B8,  ERXMGE, SUE—TIESRERRLA LT HEFEREM
—BI )1, HFHRSHEREE BRI LIAZ RGN SS9k . Owlproxy 2
2020 FF 4 BRYJLESHFRRMNEZESRMHC—, AT internet FT'intranet Z B3
HR, WEEERXMHEEINEIEERERBEIBEH ML, XN a1 1R
THE IS TS ERHEABIRRS.,

15

Taiwan government hit by Owlproxy Malware

https://cybernews.com/security/taiwan-government-targeted-by-multiple-cyberattacks-
owlproxy-malware/

FBI,DHS,HHS & Eff RE T fE S X £ E RN RRGFIEH

HHi: 2020-10-28
%ﬁg)ﬁ ﬁw
3KJB: The Hacker News

#R%:['FBI, TrickBot', 'Ransomware’, 'Healthcare Systems', 'Data Theft']

EEEFHEER(FB). BXREaEESRMRIRSSEBHHS)2020 F 10 B 28 HAMEKE
Z5, MEERMET RS RERAVEIZINEFIEMNEEEMEIENN. EENEZE
MEARIEZERE (NSA) FEEERETFRR TR W& THE EEER TrickBot 7&E
PHNE(ETREIAEDE)W, BESSEEESTUNETRERS I, " RS
BEREFMZSE BRI TSI IRHME FHMHERLE =R ORI, FFERILAETE
WS ASUREFPREMEE (FIINEHRIY) ERTZRERINRF L.

1B

FBI, DHS Warn Of Possible Major Ransomware Attacks On Healthcare Systems
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https://thehackernews.com/2020/10/ransomware-attack-hospital.ntm!

Earth Kitsune {781: #ERWANE]
H HH: 2020-10-28

£h S

SkiJE: TRENDMICRO

#R%: ['SLUB', 'agfSpy', 'dneSpy’, 'Malware', 'C&C']

Earth Kitsune 17— SAETIRE MIAKGEEEH KT, bR T KREERES
B4, trendmicro BIBNAAIL TR M HYEIR G ) SIX0ORITEE X agfSpy #
‘dneSpy’, XRIRERGEEN =& HEwmEH. trendmicro BIAZ BIXTIRIERVHZ
KU, =|IASLUB EERFHEENE, 18 agfSpy 1 dneSpy FBFRIEHABRY, mBEXARTF
SRENZ MR G H), XN ERM TES R T XETEIERERET, f1EE1H
EAIRESSHEHE (CRO)IRSZEZBRIF R,

E3E

Operation Earth Kitsune A Dance of Two New Backdoors

https://www.trendmicro.com/en_us/research/20/j/operation-earth-kitsune-a-dance-of-two-
new-backdoors.html

REvil B RIR AKX FER—ERFEEE 1{25%7T

HHi: 2020-10-29
%é& !‘iﬁ
3B lonut llascu

F1r%5: [REvil', 'Ransomware']

REVIl SRR, MB11BT NERZ R T EIZRABR, E—FRB T B
11237T. ENZAEIRE], FENEHZTREEHIRS TR 20 {2357T, FERVYERRAK
BRETERES, —ENZILITFICIE LERWE UNKNFD Unknown"/Y REvil (3R
2 7 RE%IEE Russian OSINT p9Ki75, 1Rt TZAREN—L T, FHigR SRk
HIFTE,

15

REvil ransomware gang claims over $100 million profit in a year

https://www.bleepingcomputer.com/news/security/revil-ransomware-gang-claims-over-
100-million-profit-in-a-year/

RN ERRRIE BB R BT

H£4: 2020-10-30

LR 5

SkIE: Pricillawhite

#R%['FBIY, 'Ryuk’, 'US', "Attack’, 'Vermont Hospitals', 'Ransomware']

BT R RS E IEFELAIIEZ NI T, XRMEIERIBnEESAs A
ALIMNAI7NPRER, XMPTERNBEIREZ2ERT BTN, ERE2thiIny
‘MyChart" fIEMFRLIEE L ZRISM,  FBl ERTICXEEERNEHKE. B2, 1
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Y REERMEFEXARER Ryuk BIZRIERIKESER, RN EEFN T = 0hRE
EER, Frget—LREHARER.

15

Vermont Hospitals Now Latest Victim of Ransomware Attacks
https://gbhackers.com/vermont-health-network/

Steelcase ZX B B 3L¥E Ryuk #1 R4 i

H#f: 2020-10-27
=
S8 Lawrence Abrams

#R%: ['Steelcase’, 'Ransomware’, 'Ryuk’, 'Cyberattack’]

P RZEES Steelcase BIB#HZEUHIE, 1BEAMIKAMBZLAEHINEHIZIE,
Steelcase EEHKGRANDATEFNER, £ 2020 85 13,000 BRI 37 {ZZEThIR
7. ARNGEEEIESRZERZ(SEQRI—7 8-KFKI&Hh, Steelcase RNENIEE, M)
2020 10 B 22 HER 7T —RWEBKE, HAl, Steelcase ARIENBRLLANESEHE
ES 3 R CIEG S Sl CIR= i oS

B

Steelcase furniture giant hit by Ryuk ransomware attack

https://www.bleepingcomputer.com/news/security/steelcase-furniture-giant-hit-by-ryuk-
ransomware-attack/

TrickBot Linux ZF7EEFER, & B HEE
HHi: 2020-10-28

4R

3&JB: The Hacker News

#R%: [TrickBot', 'Netscout', 'Linux’, Trojan’, 'Ransomware']

TrickBot E&XHA T EARBBSHIEZEMIRIE, 1B TrickBot EEIAE ERIZERFHALL
TRERS. RIEMEZE L E Netscout DZRIFTAIL, TrickBot FUEEEREE DL
ERE Linux', LI KAJREp N BRI EERSEE, TrickBot & 2016 FENIQNIZEIAY
SEARD, (54 E2ET Windows BUERIMERRSE, CRATBNERERFME
ETRINEEES), BEEEEGTKASHRRELE. BEEIEN/UFE, BEE
MR TSR EES 1, BEHEBR T 94%[9 TrickBot A RImSHEEl (C2) IR
FEesLARIBIRD FILEPE TrickBot SIAMLSAIFHEMZE BiLRIZRIIRSS S,

1B

TrickBot Linux Variants Active in the Wild Despite Recent Takedown
https://thehackernews.com/2020/10/trickbot-linux-variants-active-in-wild.html

XEM% T LHBLET BRIt

HER: 2020-11-01
45
kIR Catalin Cimpanu
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#R%: ['US Cyber Command’, 'Russian’, 'ComRAT', 'Zebrocy', Turla']

EENEESEEE 7 BREIRE AR ORI E T AMERER 8 NS EIIGFAR,
X 8 MERAE 6 2 ComRAT EEIXE (Turla hacking group SEFBRY) . BINR N2
Zebrocy EEARIEFAR (FB APT28 E=A0(HH) . ComRAT #1 Zebrocy i@ EmaR
HxRik, EELWEPIEERNERTZE, M ComRAT MIBAY Agent. BTZ SBEIHE
MR, AREFEEPET S5, TurlaFl APT28 —EEEFIXEM TR, LUk
B, FHRFFHEA RS S A ER I,

HE

US Cyber Command exposes new Russian malware
https://www.zdnet.com/article/us-cyber-command-exposes-new-russian-malware/

AXRREHEIW

1 RENERSGR SRS B FITHRA RN T B3

BENZEE EDR o, AR

MERZ BIHITIRE, BERIERANIERE

HRPEE, NMALESHR, FE—ITEEREZEE0 S B T S E
EMZDREPBERDIRE, WFKIE. IDS. HRAMXSE

VAl
BENEEE. BMFEFim,. von, ITERESFERNN T ANBRER, NESEHRTR
TN

7. NREWREZREZNRSBEFHI TR N T Eih
(D) #HEZE
ZIIEE T Hi Vastaamo BB T EN L ERIE

H&1: 2020-10-26

o vk W N

&2 =)
3kJ8: SECURITYAFFAIRS

b

#R%5: [Finnish', 'Vastaamo', 'Psychotherapy’, 'Ransom’]

SEZWEEMS 2020 F 10 B 25 HEFESRW, WS =FAOIE a7+ Vastaamo'
Bigzeimn, SHBEICREE. EEHIE, REIAEENES, BNHEREH
&, Vastaamo BB =N"HEPERFH—HEE. BENERFRIFHAAIRAKETE]
BT BENSREENE. BRlaNEERAEE R BEZH. AT ICRSEMEEIRE
MER. ExRPFERETREXESEMY, HEEMETEN RN T S8 851
Vastaamo EH,

e

Finnish psychotherapy center Vastaamo suffered a shocking security breach
https://securityaffairs.co/wordpress/110002/cyber-crime/vastaamo-data-breach.html
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FBI: E&i&id SonarQube F & 5 BNB FFE{LHD
HHH: 2020-10-27

£h 5

K8 Sergiu Gatlan

3% ['FBI', 'SonarQube’, 'U.S Government’, 'Vulnerability']

EEBFHEERFB)AM T — M ESER, EERZBEINERENILER
‘SonarQube FAEEEEBUFIIFIRABDR%HE,  SonarQube E2—NFERFES,
T BashCRBRERITMERSHT, BTAIMER 27 MREIE=a9INE FAY bug A%
ERE. B 2020 F 4 ALK, WEE—BEFNMBBEIREAY SonarQube IRSS=8K A
A BSARBEREIERNIDEMEE, BENEH TR IR, Bl Fx, BXYE A
LIk, tNESEI T JLKEE A SonarQube FoE RIS,

E3E

FBI: Hackers stole government source code via SonarQube instances

https://www.bleepingcomputer.com/news/security/fbi-hackers-stole-government-source-
code-via-sonarqube-instances/

Lazada {EX T 110 T ZE RedMart & iwiE P 2
H#A: 2020-10-30
kI8 Eileen Yu

#5%: [RedMart’, 'Data Breach', 'Singapore’, 'Grocery Platform’, 'Lazada']

IR AELZESF S RedMart EBEUEMEE, 110 5 PIKFRI D ASIRZZIIR, DA
THAEENTAGHARER, BEMAGHARIONAGREREZNE, RedMart (IBAR
&) Lazada EEEFHIRBH R, ZRRESEITEER =S RSEMHE LAY RedMart £
R LABCREZANIA(T), Lazada 521, 1ZmiEIRENE RedMart BIRKF, TiRBEF0

Lazada = FRIEGE.
15
Lazada confirms 1.1M accounts compromised in RedMart security breach

https://www.zdnet.com/article/lazada-confirms-1-Tm-accounts-compromised-in-redmart-
security-breach/

BEMEREFEELE 17 XA IKAERIEE
HEH: 2020-11-01
IZJTZ ;’T;r\uwgi Paganini

#R%: ['BleepingComputer’, ‘Selling Account', 'Data Breach', '"Hacker Forum', 'Data Broker']

—RBREERMT P LERFREEER, HP8aMN 17 RRREFEAIEIT 3400 555
Fic®. B10 B 28 HLLR, EENEERZ Iz EAMHREEIE. #BEERR, it
RE—AHER, FAREANRX 17 KR8], SAMENERENEE RIMTMETREEZI
THIRNEIEEXLICRAY, RAUEXLICREAEM NRERY, FHRFA TS TEMKE
&,
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A data breach broker is selling account databases of 17 companies

https://securityaffairs.co/wordpress/110259/data-breach/account-databases-stolen-17-
companies.html

COVID-19 % & il & i il £ 4t 58

H#A: 2020-10-26

H4:

SkiE: SECURITYAFFAIRS

#R%: ['Indian’, 'Russia’, 'Sputinik V', 'COVID-19', 'Dr. Reddy’s Laboratories']

ENRE COVID-19 & m4r=r/ Dr. Reddy s Laboratories IEBM R, BFEEXATER
g, EDE. B2 ZEMEERT . & (EFR) ke, Z 8BS T HURMEE,
N7 RxIZeRE, COVID-19 REEEies 7B ilE+URS. BREEEEER
HHHEE—mEARERTRR R ERNEINEREZ S, tMIERREE 7 FraiEsEh R
%, LAREBWEROTERE,. It RSEE 24 /NYARE, FEFTHXSEH
ANz EIEEAEN,

g

COVID-19 vaccine manufacturer suffers a data breach

https://securityaffairs.co/wordpress/109994/hacking/covid-19-vaccine-manufacturer-
hacked.html

BINESANARRINAGEELIRE BRI
HEA: 2020-10-26

Eh:

SKIB: Lawrence Abrams

#R%: [Fragomen', 'Google’, 'Data Breach’, 'Law Firm']

T R IMEESSF Fragomen', "Del Rey’, 'Bernsen&Loewy’, "LLPIKE Y —IN&E =S
%, HETHEIFILAET Google R TR M AEE., Fragomen REESARIREREEN
BINESFiz—, 2K 47 DMBXIEE 582 (#IM, 1ZENESAITRIESAMBIIAMNLS
WANR, EZRET—MEEERPANEEHY, ZXHEE T —ETFRIGHR LT
BIARR DRI TAER,

=35

Google employees personal info exposed in law firm data breach

https://www.bleepingcomputer.com/news/security/google-employees-personal-info-
exposed-in-law-firm-data-breach/

FIBERITRTTB/IED PagoFX R BB THITH
HHA: 2020-10-27

Z4 &

kB lain Thomson

#R%: ['Santander’, 'PagoFX’, 'Underground Hacking Forum', 'Data Leak’, 'Salesforce']
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BEC, SBEEIRT (AFEmEL) KU THEREKIBIAT] PagorX ZEIRERY
Wik, 202010 B 25 H, —(UERBEALELERT The Register £ &, 1ZBEALIR
BT PagoFX AU EEZEZRYE, BEMZMASH, HEXKRITE, ERLeeaEF] Salesforce
BIFH EREH A N EFICIREE. B, XEE (23R 2GB) ZM PagoFX
FERNE=SRHFRARBBEGAY., SRIBERITA—IAS ASRF The Register’, 8
BRI —IXME, NI AREETITMAT, RRIRERORFAZZNN, REH
I ANERECIEEE HEE. MIDHERSUGYIZRRE, Ko 2npiRAE. BT
WEREFRAINE Z 2 BERAY Word SEESE,

HE

Santander downplays 'hack' of PagoFX cash transfer biz, says nothing to worry about
https://www.theregister.com/2020/10/27/in_brief security/

To@@EMEF: ATRELRE, BERETABAR

H#A: 2020-10-27

HL: H

K8 Ax Sharma

#R%: [[Amazon', 'Data Leak’, 'Twitter']

TEhAmazon)BrifigE T —LR T, EAMIIERABBER, BEPEHUEEEEFH
D) EELE T —RIFKKAE =, BHRER, ZATERREINNEFAX 7 —i
BB, REIMEEESHFET T28RT", B—m aF=BER, fJges
ZEWEA TR RE,

e

Amazon sacks insiders over data leak, alerts customers

https://www.bleepingcomputer.com/news/security/amazon-sacks-insiders-over-data-leak-
alerts-customers/

HXRRERW
1 TEENERSH(VPO)SNETEIRRE, SUMFIKEREURSHINEERRR
=

2. BIIBNHIEESRSMETINNTENEIMNE, ELREIEAR, FSUSEHETE
RYIEESIEE

FEE IS AR AR

BIERERTEUECRINE, 12hEUE T B RAHHER IR
FERTRT =2

EINAOSRE, XMREBHEN. WERS. NAKSEERROS
BN CIENNIERSTRE,

REHEMREME, KEHTERENFERRERIE

© ~N o bk w
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(=) MBS
B XA D Harvest Finance2400 /5 £ TBEHHIASH

H #A: 2020-10-27
£k S
Sk3J8: SECURITYAFFAIRS

#R%: ['Harvest Finance', 'Cryptocurrency’, 'Web Portal ', 'Attack’]

EECEMDMINERRSS Harvest Finance Z5EX T /ME£9 2400 5 EThINIELE MR,
ZMubE— M IFRR, IEBPARIIRIAN S, EENBF2APY)EiREAL, KEE
BAfE Harvest Finance ABEIRIIRSS Hin R T RENME LR, AEFAIIERAZIE
FERRE, FIEEREBEE Harvest Finance N E)EHIRNREH. ERITFER, WEA
HEARR, BEIRIE T AL 250 H3ETTea Harvest Finance', B 1HFH8EIREREA.

E3E

Hacker was identified after the theft of $24 million from Harvest Finance
https://securityaffairs.co/wordpress/110043/cyber-crime/harvest-finance-cyber-heist.html

T E i Oracle Weblogic i iE#E2FF

HHi: 2020-10-29
3B lonut llascu

#R%: ['Oracle Weblogic', 'HTTP', 'Vulnerability', 'CVE-2020-14882", 'No Authentication']

WiEE LTRSS #H)z1T Oracle Weblogic SEAIRIARSS 28, IXERSRBZZEI— N TE
RENKDS, XNERAF AEENEEHEHERS, WERBERERERE CVE-2020-
14882, H&EMITR I 9.8(#» 10 19), F@ET—MERAI HTTP GET 5 KB R EA,
Oracle 7£ 2020 £ 10 B A&mAVa T EMCPU)REE T1ZmE, FBEIFT
‘Chaitin @2 AR/ ENL LR R Voidfyoo BIRIIFIHR S,
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ish %
r ’ BE em—

15
Critical Oracle WebLogic vulnerability exploited in the wild

https://www.bleepingcomputer.com/news/security/critical-oracle-weblogic-vulnerability-
exploited-in-the-wild/

5T A XNER APT BRER T T RUNBUFALR
H#: 2020-10-29

Z% B

SRR Pierluigi Paganini

#R%: ['European’, '‘Accenture’, 'APT Turla ', 'Russia’, 'Attack’]

AR EMNERPBIRABACT)RMAI—DIREMR, SHEIERAINEERBLRER
(Turl)BANT — LB RGMNBIFELRRE S,  Turla APT 4843 (X4Z Snake, Uroburos,
Waterbug, Venomous Bear #1 KRYPTON) B 2007 FELIk—E K, HEIREPEH
R, WM, BRI, AESEFNmsE AR BB ERIAI N AIBUTERIARFAE R,

e
Russia-linked Turla APT hacked European government organization
https://securityaffairs.co/wordpress/110127/apt/turla-target-eu-gov-org.html

REBRFHRGHIFBHRENaBRGEERRMY
H #7: 2020-10-29
13/25
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K& THREATPOST
[

FR%: ['University', 'Email Hijacking', 'Phishing’, '"Malware']

MZILIED FE0I5 T BIREEAS. RETEAFNENEE KA AR ZIAEINGE
EEFHRANR,, FABAXLIKFSI N, BIREEE X LA IFEFHMALEBaZ
B, INKY WERHRITEMEAS OIS A Dave Bagget £5iFMuf Threatpost, BREIAIR
BIFRFFXLERAZBUMTRANRRY, BN, SEEBANT —FBRELBHIBE.
Bagget ifife, X PMHAITRARMKEETIREELAEIKFRITIGEHE, Pl —SRRPILF
PRZE R

15

University Email Hijacking Attacks Push Phishing, Malware

https://threatpost.com/university-email-hijacking-phishing-malwarephishing-
malware/160735/

InnerSloth EXRETR F 2 7 ™ E AR IR BT

HHi: 2020-10-26
K
S&JE: WELIVESECURITY

#R%5: ['InnerSloth’, 'Eris Loris', 'YouTube', 'Spam Attack']

InnerSloth @—RA SRS AR s iV AR, (BENMSMEITRELLLE
HAEH R — I Bt OB S, X—FHHAT 2020 F10 B 22 H, LUIREMAHAY
AR RRIIR, RS 5SEENRITRER KSRGS, 85— Eris
Loris @i, {efEinzxiTHE YouTube e, —LBEREZRMNER, EENZFARTR
IR, SUEITBEEZANER,

15

‘Among Us' players hit by major spam attack
https://www.welivesecurity.com/2020/10/26/among-us-players-hit-major-spam-attack/

Nando R EZEXEFIHZ AP

HEHH: 2020-10-26

S H

SKB: THREATPOST

#7%: ['Nando', ‘Chicken Dinner’, ‘Credential Stuffing Attack’, '‘Brute Force']

—SEZ RIS AR EEIERRZ(IAM, ENENEERESREINETRER
tfE, ENARITIKF HEdHE T HEET. BUfE, XN RERFREFHERE Nando
kPR, 2EANRRBRMMEIAER. Nando 89 Peri-Peri X8AE T IEB S TS EFIRR
MR RZIER, AEEEEHTMS, BIEsLT 2020 F 10 B 23 HIEIHE
FWE, FIHEREHEERZTHN, B EES MEAIKFPhESEREEE
BRI, XLEMEEEFBEREE L ETIAIEEEIE, WK TARIR
BHWE, —BERIIES, sl LIEEZEERIKA.
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Nando's Hackers Feast on Customer Accounts
https://threatpost.com/nandos-hackers-customer-accounts/160527/

RHPLNEATEMNLED REZENBER

H H: 2020-10-28

R

Sk Chris Williams

#r%: ['Donald Trump', 'Campaign Website', 'Vandalized', 'Uncle Sam’, 'Attack’]

[ENESRAE (Donald Trump)BIS 4t 52izeiud 2020 4 10 B 28 BIEEER T ERIRE K
HAHRER, X PE donaldjtrump.com AIMELRER, EXMAZ AV —5=E M LIS AR
BFLIIBESMY. HXIBES FRUSESE., FEMEEBFIISSE—ERR, X1
IWEH T, BA'HREEZE T ENE SIS SR B RIS RHE",

E3E

Trump's official campaign website vandalized by hackers who 'had enough of the
President's fake news'

https://www.theregister.com/2020/10/28/trump website hacked/

Xfinity, McAfee R8s & B EE R A

HHi: 2020-10-29
K
KB Tara Seals

#R%5: [Emotet’, 'Comcast’, 'Domain Parking', 'Emotet’, '"McAfee']

1SR ARl EHEERRIEMENLL, IS aE BTSSR EINIERR
E—&IEAY Emotet BIZAMHZERANEE), A Comcast M1 McAfee mah@RISRIRI TE]
LAR—IRLAE 2 A ERAI R TiIX—=,.  TH&RFEMNE AT (Palo Alto
Networks)g9HFR A RE 2020 £ 10 B 28 BiY—p o ifriikE=+isE, domain-parking 1@
BRATAI SRS, NREAIEE BreadDepot (BHEHIGIF), XD ARTBESTE
‘Bread Depot.net TIAZE S HI BreadDepot.com’ HEZER, RACEEMEERERT,
gn5R BreadDepot.net @ — P HFE T AMPEXMERMESZREZ, EILUSHOEEE
BE—Nel SHIRE, LIRSS,

E3E

Xfinity, McAfee Brands Abused by Parked Domains in Active Campaigns
https://threatpost.com/xfinity-mcafee-brands-abused-parked-domains/160698/

AXREHW

1 TRENEBR, TS AREMUG, NEEFTFHMANE, FEEisTHRITES
2. TRIRFFRIMGZENL T(E, BAIAIASER

3. AEMZNREAEBLLIRE, WHHKE. IDS. #pHmxE
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4. BWIIAOLERE, MRERTENL. MERS. SAKSEERzRA<S
5. BDIMNERIRFIAERANNYSS, BRI ERIM S
6. FHRWHERT, REEVIHIHER

() Efbss
100 ZMERRGAERXBRIPNBEATREEN L

H#f: 2020-10-27
3&E: SECURITYAFFAIRS

#R%: ['Israeli’, 'Security Joes', 'Motorola’, 'ICC PRQO', 'Irrigation Systems', 'Shodan']

LAEIZe N E) Security Joes %2 ERAI, =17 ICC PRORY 100 2 MNERERTS
BRIPFIIBER TREEN L, ICC PROZHERSHATIRITHIMFEEERFR S, ICC
PRO RS RHERBIAL IREFHTHEN, XERINRERBEMABFIKFIREZ.
EIERAIR, TxIEH, (£ Shodan FYEARIEERS [ ERLTREENW_EATHHIXERE
IFEER, —BUEERSTHOREIER, SRILINERIEIRAITSIMEE, S5
FIRERIKRAVKAVMEFESN, MERRF, SESIRES.

B

Over 100 irrigation systems left exposed online without protection
https://securityaffairs.co/wordpress/110032/iot/irrigation-systems-exposed-online.html

8 10 ARt EYBA S = SMBGhost B i

HER: 2020-11-01

2 O

SRR Pierluigi Paganini

#5%: ['Microsoft', 'SMBGhost', 'CVE-2020-0796']

MR T 78 SMBGhost IgilERI*N T 8 MAfE, B 10 I MEEBRENRANIRS
ZZENWE, 2020 F 3 B, MIREEHBATRSBEEHR (SMB) MY Ha9f™E
SMBGhost ifgilE (CVE-2020-0796) , iR TIRIEIFEET Microsoft Server
Message Block 3.1.1 (SMBV3)MMAMERERATH R F. I BZRENKEETLL
A BrIRSseak = P L RATRS,

ESE

103,000 machines are still vulnerable to SMBGhost attacks

https://securityaffairs.co/wordpress/110247/hacking/smbghost-vulnerable-machines-
dangers.html

WRA R AL MAGA2020 B RIS aYi4s
HHi: 2020-10-28

%

S8 HACKREAD

#5%: ['Dutch’, 'Victor Gevers', Trump', Twitter', 'Password']
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H=MELZENARE RS EHINERE, MEBEEERSREENCDRSES

‘MAGA2020'fa, RINERT1ZKS. MAGA RELEEEEXFEA, MG 20T
REFEMBRINRY 2016 FRFEREPERNFRIROS, HRARIDERE, #1&5%5&75%9‘12

mk)t'):'ﬁﬁﬂﬁyﬁﬂft XEWE TR LUBHIZERBRIA S IUEFIZIKS, HTENFIS

M ERAEMTRNE. X NEE 8700 SHLAEFIKF2ISHE S T AIKSE, B

2017 =1 HAER QELXEE—EEIE-%/EE

5

Researcher logs into Trump's Twitter with password MAGA2020

https://www.hackread.com/researcher-logs-trump-twitter-password-maga2020/

QNAP B LTS FBIREHIEEN QTS IRl
H #5: 2020-10-28

E2

SRR lonut llascu

#RZ: 'ONAP', 'QTS', 'Vulnerability’, 'Command Injection’]

"‘QNAP" 2020 £ 10 B 28 AR ?ETP‘M\?ZDI‘] QTS B, QTS B HFHEMESFERERY
BIERS, FJeenifairEens. XERERLWREErR, FEBZAE 202059 A
8 HZRIAMAMRAFHIRE, QNAP'FRR, XM NmERIwWSH CVE-2020-2490 #
CVE-2020-2492, papiENRIE.
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QNAP warns of new QTS bugs that allow take over of devices

https://www.bleepingcomputer.com/news/security/gnap-warns-of-new-gts-bugs-that-
allow-take-over-of-devices/

NVIDIA &4 T BRSPS ERE

H#H: 2020-10-29

H4h:

338 Tom Spring

#R%: 'NVIDIA', 'Vulnerability', 'Al', 'Patches']

NVIDIA $33ES146E DX IRSFTmE&THSEREAN TN, mRENENITE
WEHEFTFFERN], (&R LZESFILcEE BB E 100 s2ABIEERIR S ERIEN
REIE, NVIDIAZEEHT 94T, BT EMEE T DOX SitReHE (HPC) R
ERREMHTRIRR, XLREATMERREERATER (A) (15, REIMNEE
2%, PrAEXLREESE DGX AMI EfRE1EEFRE (BMC) LizfTHIECRIEGE
X, ZEHRTE RS RSS2 S BRI A,

15

NVIDIA Patches Critical Bug in High-Performance Servers
https://threatpost.com/nvidia-critical-bug-hpc/160762/

AXREHW

1 BFENEES. BMEERIR. vpn, EERESFERDANBER, N EHRRR
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2. RESSERGREZN RS BHFITHRAF AN T EH

3. BMINKOLRE, WRERTEN. WERS. PAKSEERRO<S
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