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(—) EHEER

A “Ghimob” EE T X B 153 4 Android Bz AIER

HH: 2020-11-10

£k S

>kiB: Catalin Cimpanu

#R%: [Android’, '‘Banking Trojan’, 'Ghimob’, 'Malware', 'Kaspersky']

REMRARKIL T —HFHI Android $R17ARE, ERJLAMN 153 4> Android MR
IR, EZEAaREEE (Kaspersky)2020 £ 11 B 9 HAMBI—MDIRETR, XFEA
Ghimob BIARSHIAJIZH Windows B4 Astaroth (Guildma)EERIE—MERF A
B9, REEFER, #89 Android REE2EEFTEEM LIRSS 2: EAYERE Android K23
EFFREHTE.

E3E]

New 'Ghimob' malware can spy on 153 Android mobile applications

https://www.zdnet.com/article/new-ghimob-malware-can-spy-on-153-android-mobile-
applications/

ModPipe J511BE T BEETILE AR POS E 4t

HEH: 2020-11-12

2 O

SRIB: MartinSmolar

#5%: ['ModPipe', 'POS', 'Backdoor’, 'ESET’, '"Modular']

ESET RIARAREI T ModPipe’, XE—MERUAYED, FLULZERLEFEEIE
7' ORACLE MICROS &[T 1ElZES! (RES) 3700 POS FUIREFAIBIMEE, X2— 18
BREEN, WEBETHRBEE. &7, BSMEMEETER, BEIRSZLE
FERA FEIRREEIRE, HPE—PE8 GetMicinfo IEIXBE— &L, BIIN
‘Windows T EMERIEF R RKEESIREZD, XERBEIIMEEN BB RRN T
7, IERTIXMESNDE, MBS —EEREERTHSAKELIE, Wik
HICH,

1B

Hungry for data, ModPipe backdoor hits POS software used in hospitality sector

https://www.welivesecurity.com/2020/11/12/hungry-data-modpipe-backdoor-hits-pos-
software-hospitality-sector/

RansomEXX 1 R A I E 9 IA$H XS Linux &S

HEHA: 2020-11-09
S0 5
SR Prajeet Nair

#R%: ['Kaspersky', 'Linux’, 'RansomEXX', 'Windows', 'Ransomware']
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REHEARAREIL T Linux hRZAES RansomEXX #1354, FIERIALEERE
Xt Windows 1228, RansomEXX B ZEMARAREIEE 2020 & 6 B, 1RIE-~ER
BERE, 1ZB R SRaE 3= EA ziEb(Texas Department of

Transportation)f1dfe~3=8g1X (Konica Minolta) NILEB XK., =ik FE I EAEA
NMEERE, FH 2020 FERERS.
eI

RansomEXX Ransomware Can Now Target Linux Systems

https://www.databreachtoday.com/ransomexx-ransomware-now-target-linux-systems-a-
15332

BRI HBF{KNIR Facebook AR T BIE &

HHf: 2020-11-11
S8 Lawrence Abrams

#5%: ['Facebook Account’, 'Ragnar Locker', 'Ransomware’, 'Extortion Ads', 'Ransom’]

— P ERRHHBLIIEFTIATE Facebook LA &, MZTEENE, ZKMISZIME
£, 2020F 11810 H, Ragnar Locker BEHIEIRIMHZERN LT —1PEH, MIM=
NT—" Facebook T&ZFRIMKF, FHEIEET (1% Campari Group HRI 5.  #
FEENERY Facebook Mk AEE Chris Hodson'5&7x, £ Facebook K EAG N A EEER]
2, & &E[ 7,000 24 Facebook BB TRER.

jES

Ransomware gang hacks Facebook account to run extortion ads

https://www.bleepingcomputer.com/news/security/ransomware-gang-hacks-facebook-
account-to-run-extortion-ads/

Play Store ##E A AL Android BERGHNETEN KEN

HEH: 2020-11-11

Eh S

kIR Catalin Cimpanu

#5%: ['Google', 'Android’, 'Malware', 'Play Store']

EREH—INEARMZH, BRI Google play BIEHIA SR Android IR L ETEIN
HRFEZERR, HIARNRIES AL T EEEREPIER AR —, HARARER

NortonLifelock (LABIJ9 Symantec) IRERIENEGE, £ T7E 20195 6 HE 201959
BRI, #8d 1200 55 Android IR&E ENBREFZEAG R, HRARSHS
790 MRS R LR 7B 3400 5 APK (Android N ARRER) » AR ARER
7, HRIE Android TEIEAIAREDE, ISR BREFHE 10%5) 24% BJ geikid
W R RN .

=3

Play Store identified as main distribution vector for most Android malware

https://www.zdnet.com/article/play-store-identified-as-main-distribution-vector-for-most-
android-malware/
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Costarito APT: MZZBHEFEAAHZESRHF

HHH: 2020-11-12
E% 5
K& Pierluigi Paganini

#5%: ['CostaRicto APT', 'South Asian', 'Blackberry’, 'Undocumented Malware']

‘Blackberry IR ARICHE T — P&l CostaRicto R AR EBLHER, IZBLRWAN
ER—MLARIRBICRIHIEE R RIS E NIRRT, EUX 6 1A
B, ‘Blackberry tHRFIBIREIN—EEKIE—1nMEEIEER), BineERSAEIR
=&, BlackBerry ¥iX—i&sh#RA CostaRicto, B FEHBEPEEIRNG, XE—EE
PrEMAESE, MIIBEEHRIEERETA. S2H7 VPN LR SSH BFaiziEss

B

Costaricto APT: Cyber mercenaries use previously undocumented malware
https://securityaffairs.co/wordpress/110818/apt/costaricto-apt-cyber-mercenaries.html

HERRGBEHE FEFES X-Cart
HEA: 2020-11-09
=2

K& Catalin Cimpanu

H

>+
1
3

2 ['X-Cart', 'Platform’, "Vulnerability']

FEF RSN X-Cart £ 10 BB BHERINMKE, Sz aiteFa LitEn
BERBERERE, BE XESHREENEEFNRE=SRARIRIEERENT X-Cart B/E
EERFONENZE, X-Cart BERIRAEIES LN E=ERREISEANRITRE (Jeff
Cohen) F=MENBEEME ViwE, EEMINZEATWAZBIAHEZEZER. N
KRR, WEE N T OERSE, ANEHT IS, ERTEZEMRS LiziTh
X-Cart&ih, —LERETEME T, Man—LRENRSE 7 AIXE FRMEERAIU,
15

Ransomware hits e-commerce platform X-Cart
https://www.zdnet.com/article/ransomware-hits-e-commerce-platform-x-cart/

HERFHFEEREAMENHEREBAE#HEBZE Cobalt Strike
HH4: 2020-11-10

LR

SRR Pierluigi Paganini

#R%: ['Cobalt Strike’, 'Ransomware’, 'Microsoft Updates', 'Cobalt Strike']

WERIEEE I FEERRENER Microsoft Teams BB G 127, IXEEIJE
F ik Cobalt Strike B TEFHHIABIRINES, HF COVID-19 IR T, 1BfFEHK
HMZAVELFNEA RIS, MEGEE EXEREX—R, ZIRT 2R, WE
ECAREBINGETILIRIAE, £ 2019 4, DoppelPaymer 1R s Er RIS
1£ 2019 B BiRiiE Microsoft B, 2020 &8, WastedLocker iIzEmBITFHAZIAE
WESEFHERE A HGISUESREEHON, MTARE TR,
IS
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Ransomware operators use fake Microsoft Teams updates to deploy Cobalt Strike

https://securityaffairs.co/wordpress/110693/malware/fake-microsoft-teams-cobalt-
strike.html

EE NPM 15 H H3ELT X 35285 2 7 Discord Ik
HEA: 2020-11-10

L A

K& Pierluigi Paganini

#R%: ['Sonatype’, '"Malicious NPM', 'Discord accounts', 'Discord.dll']

Sonatype FIZR AR Ax Sharma &I T —N& A discord diF nom #xi4-6, EhaESM
BRXIE5EesF0 Discord i FBfEF BB SR EEES, &= JavaScript EE L(EE!
npm HiEEFMEE, FEEHEMIG. discord.dl IREB&RILIE NPM [P EEREA
B, #EHEHEFAARTEH T —EX, Sonatype IRARIRS, —B%LE, EE
discord dIl iz TEEMNIHERTF KA RRITEN AR LN ER, AERRMIINERRY
LevelDB #UEZE,

5

Malicious NPM project steals browser info and Discord accounts
https://securityaffairs.co/wordpress/110705/hacking/malicious-npm-project-discord-dll.html

Darkside 1 & 4% 2Bk Bit Xl

HHi: 2020-11-12
4R
KB Mathew J. Schwartz

#5%: ['Darkside’, 'Cybercrime Forums', 'Affiliate Program’, '/Ransomware']

ERERERPTLISSIIARSHE, BxibzEmmEIaEZXE, Darkside B1ZEAHEILK
BESH, SR T —PERET, (FAESHIMMAS AU —ED. BN
EBIRSIAT Kela$RiE, FRifLJLK, Darkside SERNZEREH N XSS F1 Exploit’
XN EZFEENEILTEICR, UEMENRERITHRNFERES. U TxEs
HNZEE, MBARSHERREZERHZMIS,

15

Darkside Ransomware Gang Launches Affiliate Program

https://www.databreachtoday.com/blogs/darkside-ransomware-gang-launches-affiliate-
program-p-2968

£ AR5/ 5 Miltenyi Biotec i Mount Locker B1 BB
HEA: 2020-11-14

4

SR Pierluigi Paganini

#5%: ['Miltenyi Biotec', 'Mount Locker', 'Ransomware’, 'Biotech’]

EYRIF AT Miltenyi Biotec B T #RIAINT, m#FHEET 10 BRE, FF
SN T H2EK T Eitighe. Miltenyi Biotec @ —REKEMRARE, DEMHEER
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b, M RMRSARESR, IRRARARMEPREEMITR, BHFAIRR
NARENSR., Z 85, ARERER, CEXEMETES, BREFLER,
WX, AR THEIERMAFIEIERFHY A,

HE

Biotech research firm Miltenyi Biotec hit by Mount Locker ransomware

https://securityaffairs.co/wordpress/110900/malware/miltenyi-biotec-ransomware-
attack.html

FE W E: Cencosud #i& Egregor #1 Rk

HHf: 2020-11-14
R
S8 Lawrence Abrams

#5%: ['Cencosud’, 'Egregor’, 'Ransomware’, 'Cyberattack’]

REMUFEFNEEZSELT Cencosud BT Egregor SR TaIIMELE, F2I0
TEIERIARSS.  Cencosud BHL T EMNEANTERTZ—, HEEBI 14 5RaRT,
2019 FFIAN 150 123<7T. 2020 - 11 B 14 B, Cencosud EEIBIZIRAFIT, IN% 72
PIEREENRS, T ABNZE, FRELMWRE Clarin i], FEEDPESW, (B
ARSSZ RIS,

B

Retail giant Cencosud hit by Egregor Ransomware attack, stores impacted

https://www.bleepingcomputer.com/news/security/retail-giant-cencosud-hit-by-egregor-
ransomware-attack-stores-impacted/

Jupyter ERE 14 T3 BN ST AR EL 4R

HHi: 2020-11-13
S
KB lonut llascu

#R%5: [Jupyter’, 'Malware', 'Browser’, '‘Backdoor]

HERE—EAER—M IS ERERNZEETTEER. %SRI9 Jupyter,
HHEP—EREZIEN, AZETRENFAER, 22 Jupyter IERIZIEES T
BHREUE, (EXFEERIES B UUBREZRANR S LEZED, 2019 F
10 B, EEE—PrAENSEEINLESPEI T ISR, (BHIEXE, EriR
AM 5 BREEFELR, MELZEAE Morphisec AR AREIL, WEEHNFAS
FEIER, BEAME—THERWET 9 XL ERIEH,

1B

New Jupyter malware steals browser data, opens backdoor

https://www.bleepingcomputer.com/news/security/new-jupyter-malware-steals-browser-
data-opens-backdoor/

$7H TroubleGrabber E & {4413 Discord A

HEA: 2020-11-13
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R i
KB

1% [TroubleGrabber', 'Netskope', 'Discord’, 'Malware']

‘Netskope T2 AR LI T—F05 59 TroubleGrabber HOEEN ST AERIREAE, X
FEREEL Discord FiHERS, FHER Discord BIMES hook B EAENHIEIE GG
B, WEEEE S E T Discord SETERETEERE (4]
‘AnarchyGrabber') PrEEBAERITNEE, BEUFEARNEERLIIF.

TroubleGrabber B2 A" ltroublve"BIAF &, BREIHEZ N IEE{ER,

E3E

New TroubleGrabber malware targets Discord users

Pierluigi Paganini

https://securityaffairs.co/wordpress/110887/malware/troublegrabber-discord-malware.html

AXREEW

1 ERSORIMEZESE, WK DS, BERXES
2. FEBEERWTIRHE

3. BENIEEE. BRMEEFIR. vpn, EERESERRIDTANBRER, NNENEHRRR
TN

4. RETWRGRE RSB THRAFARANN T EH

5. MERZEHTIRE, BERIEMAMIRRS

6. FRPIERE, NNATEIN, FHE—RIEERRLEER S AT TR IR

7. FERBRTZEH)

8. TREMZER, TNEARML, RESHIFEMANE, FESETAHRTER

(D) #HER=E
ERBEFEETAEB AR R

HH4: 2020-11-09

LR 5

SkI§: Tara Seals

#R%5:['S3', 'Cloud’, 'Amazon Bucket', 'Hotel', 'Data Breach']

— M2 FERISEETUT A AR 7 HREMIREEERY 1000 B 58 AR
X, XEETMEIRECEAR Amazon Web Services S3 bucket, IXLEICREIEHUREL
&, BIREREFMET., JBEER Prestige Software Y Cloud Hospitality S EFIT R 5t 5
FELTRT ML (40 Expedia #1 Booking.com) /%, Planet Z2RIBAFR, Z42200 T
DT 24.4 GB B9%E. P2 IcRE8B N TUTEES NEEE A EE—RIEYE, AL,
MrRAR, FEAAZREDIEEED 1000 A,

eI
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Millions of Hotel Guests Worldwide Caught Up in Mass Data Leak
https://threatpost.com/millions-hotel-guests-worldwide-data-leak/161044/

Animal Jam JLE E# R EBEIEMEE, 20w 4600 F A

HHf: 2020-11-11
£h 5
SEJE: Lawrence Abrams

#R%: ['Animal Jam', "WildWorks', 'Data Breach', 'Virtual World', 'Hacker Forum']

“Animal Jam' ;2 WildWorks SIZRIREIAHESR, ZF I LAIEX BAEttp R —EitELis
X%, Animal Jam EE) 7 £ 1 ZHYLERF, B)LEZCSHmAeEd 312, 81405
SEFIER. 20200F11TB10H, 1M HEEE N EZRIELRBEHZTRNE
FAnimal Jam RUEHREE, (i X EEUERE S BAIE MibGEE ShinyHunters 3x1589,
XM RASAI RS 3'game_accounts #'users, B&%9 4600 HHEERAFICH,

E3E

Animal Jam kids' virtual world hit by data breach, impacts 46M accounts

https://www.bleepingcomputer.com/news/security/animal-jam-kids-virtual-world-hit-by-
data-breach-impacts-46m-accounts/

Vertafore #{#E it B RIRK 2770 FEMIHEE

H#A: 2020-11-13
ER 5
kI Catalin Cimpanu

#R2E: ['Vertafore', 'Texas', 'Data Breach', 'Without Authorization’]

REQIRHEMRE Vertafore 2020 £ 11 B 13 HIKEE T —R&UBHESM, FINE=775RE
7 2770 FiEwE N EAERER. XeESHREE3I B TH, AT ARER, =1
RS BIMAEE— DA ERIINBFEIRSS . Vertafore k7R, XEXHT 8B 1
BMINIFERGFIR, EETEE, MIRIIRENHEREFINAIER TR0,
15

Info of 27.7 million Texas drivers exposed in Vertafore data breach

https://www.zdnet.com/article/info-of-27-7-million-texas-drivers-exposed-in-vertafore-
data-breach/

580 77 RedDoorz AL RERERIZLHE

HHi: 2020-11-10

LR 5

SKIE: Lawrence Abrams

#5%: [RedDoorz', 'User Records', 'Hacking Forum', 'Sale']

9 BMmEBIIETER, —RBYUEEEE—1EECIz LHE— S 580 ARAFIC
=M RedDoorz ##&FE, RedDoorz @—FHMUFHIIKAVEESEFII¥S, Rl
HEBY 1000 BE, BIMGsFIA, BRLUEM—KF, XSS BRI
BSEEHTUT, 2020 F 9 AE, RedDoorz KEE, HF—EFRERBNAIASG T (1A
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— P EERE, B TEUELEE. NI, SEREM, RedDoorz IS EEEES
thRBwtEE, WdE 2020 F 11 B 9 HFRHERS 580 SAFICRAVENERE, #Zic
F1E RedDoorz #UfE T FEHAIEIK A,

HE

5.8 million RedDoorz user records for sale on hacking forum

https://www.bleepingcomputer.com/news/security/58-million-reddoorz-user-records-for-
sale-on-hacking-forum/

COVID-19 HBAENAMBEIFARER

HEHf: 2020-11-11

S&JB: Elizabeth Montalbano
#R%: ['COVID-19', 'Data Leak', "Philippines’, 'Vulnerability’, 'COVID-KAYA']

FFREEFARBAIN— = COVID- 19 mAFIENFa ez RE, R#E TEFA
REVEYE, PIREHEE T BEEE, RIEZ(CZKF Citizen Lab tARARAIRS, COVID-
KAYA SFERIMEEF] Android MR FFEMFERE, RERNIIBRLOLEERIZF
EBRFPRFANSIRLR BENEEEIE, COVID-KAYAF 6 B 2 HEE, (FIFEEN—
ZET ARBEBEIRENSZE DEREZENESHRIEE. ZNBAEFES
Web, iOS #0 Android ixzx, Fs&EF8 Cordova (BESEERNFARRFAAIEL) Wi, ZiESR
IFFFRARGER Web SAREZN RS, ARRBIEERAIEERER Web FIB1F A,
15

COVID-19 Data-Sharing App Leaked Healthcare Worker Info
https://threatpost.com/covid-19-data-leaked-healthcare-worker-info/161108/

PAMZRMEMBEACER . MM FMESL 13 54
HEH: 2020-11-11

LR 5

SkJJ&: Bernard Meyer

#5%: [CyberNews', 'Leaked', 'Database’, 'Bucket’, 'Photo’, 'Covid-19']

MEEFTERE/ NMNMERERI T — MM REEEE, HPEE 13 h2KIEEUR. FRE
HERIFAANRRR . TR E, ZEEEUFBET M FAALRING, RETERETE.
SR, 7 cybernews E—RBRTDHUFRKE, a2 118 6 B, WEEXETIX
ML EAFE bucket ',

=35

130k+ extremely NSFW sexual photos, video and audio leaked by ‘private social network’

https://cybernews.com/security/130k-nsfw-photos-video-audio-leaked-private-social -
network/

ShinyHunters A2 EEEB MRS, 320 TNKHENL

HEA: 2020-11-15

%f&i IS)
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Sk Pierluigi Paganini

FR%: ['Pluto TV, 'ShinyHunters', 'Accounts’, ‘Television Service']

—BEEE—EERIZ LRBNZET 320 FETEBUBFKS,, tAETRIXLIKF 21
ShinyHunters (IIEEE IR, EXEENESEENERKNENRS, BEl am~iF
RsI=IE (AVOD) fRSS, @I EERUMESRS &1 BARAIHFEITNERH—
FITHEHRS, ZRSEEBIT 2600 bR, HEHENFEHEEENRES
ShinyHunters FOT{RERH, BERITFZHMZERENERERE, HPEEMIFAE
GitHub fFfEZE, IRfTAVEFIRITRA Dave.com 0 Animal Jam BIRE AR,

5

ShinyHunters hacked Pluto TV service, 3.2M accounts exposed

https://securityaffairs.co/wordpress/110931/data-breach/pluto-tv-database-
shinyhunters.html

Cobalt Strike TR SR FFRAMBEN LIHE

H#: 2020-11-11

&4 W

SR Pierluigi Paganini

#R%5: ['Cobalt Strike', 'GitHub', 'Source Code’, 'Leaked']

Cobalt Strike FF& R TESMRMFFEABEIRSLEE GitHub B9— M RIRE Lt

. Cobalt Strike R —1M&EZRISENH TESMBMAIERY, DWFKEEEZREN
=& _LEBE payloads’, FRJgbeacons’, LUmFZBIE shell', $4T PowerShell BIAS, H47T
PPRFAR, SEX—THHIRE, UEZERF LIRS, Cobalt Strike 4%/ 72 N
FWEE, MEIERREFRAREXS BRI EIHF ATEhE,

e

The alleged decompiled source code of Cobalt Strike toolkit leaked online
https://securityaffairs.co/wordpress/110782/hacking/cobalt-strike-source-code.html

AXREHW

1. BERERIIECERINE, 2R B RAER R

2. MTHRENRIRSHR(VPSSERHIERE, SMEFHXERBIUANBSMINEFERR
=

BUREIRIEINAFE! http TSRS INER

NEE DR RREERE

REHEMREME, KEHTERENFERRERIE
FERTFRIER T, RETNIADEER

EINAOSRE, XMREBHEN. WERS. DAKSEERROS

N o AW
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(=) NBWEH
2% 3%id CVE-2020-14882 jFiAB & WeblLogic fRE 5

H H8: 2020-11-09
£R 5
335 GURUBARAN S

#r%: ['Oracle WebLogic Servers', 'Cobalt Strike', 'Vulnerability', 'Crypto-Mining ']

WEHEEEET CVE-2020-14882 ifFiEFIA Oracle WebLogic Server 22 Cobalt Strike,
ZRBEAFEEN S RRRENS AN, BRI, BERIE DM T
E IS BISE TR, BT CVE-2020-14882 fll CVE-2020-14750 RE SR
RN EER FREEFEERIEAY WeblLogic JR5528, Oracle BN ATINZEIN A
TEEHRMBIIE,

Baij Weblogic IERSRINTNE], #ERET 360 QUAKE
R

e 380,537

’m HE 283,145

g 2 ooss—— 218,085
"

73,398

48,964

High a0
4 38w

45,498

#
&

45,416

0
Low

REMIESRIT

It= 46,375

50 34,246

& 32,447

F 3 B c——— 29,054
L 17,023

I

High . WizR

A 4w
l ’ an

0

15,456

12,784

8,974

e
Hackers Attacking WebLogic Servers via CVE-2020-14882 Flaw
https://gbhackers.com/weblogic-servers-flaw/

UVM RN EZMEIE, LirATheEZMA

HH: 2020-11-09
=
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KB Lindsey O&#039;Donnell
#R%: ['University of Vermont', 'Cyberattack’, 'Hospital']

HSAFARZF (University of Vermont) BT NBSIEEILEIRE B CHIRS, LA, —7HNE
KESHREMIERER, SEATLY. 2B x UREMEEINE., UVM @ERMES
B 7FKER. RERRMIGEXINRS, SEEBSIFMNFIALZIILERY 1000 Z28E&E
4. 2000 ZIFTAEfMIRRES, EIStikiE, WRNEIERT 10 B 25 BRIBE—
B, UVM EfFROZRRKERNE, ke, WhBYERNETETRS:, #00
TEIESE.

1B

Cyberattack on UVM Health Network Impedes Chemotherapy Appointments
https://threatpost.com/cyberattack-uvm-health-network/161059/

R R BETEFR I F 52 AR M i 2 55 B BR O E R &R

H#f: 2020-11-09

kI8 Becky Bracken

#R%: ['Arizona’, 'SQL Injection’, ‘Trump']

FERISEAMN, — PR ESEIREIRIHERINGFELERE, X8 SQLIFEAT
BfIEFIHA], XN RERES S i CUZERY
‘dontpressthegreenbutton.com /g ERIIAY, REMEZEERITE B (Todd
Rossin/EAN&TIAY, BAER SQLIENREESR. it HERBIIH SRR SHIRE
Ut 2R

15

Trump Site Alleging AZ Election Fraud Exposes Voter Data
https://threatpost.com/trump-site-alleging-az-election-fraud-exposes-voter-data/161068/

BB MINE T ARSS Akropolis $JEX 200 77T
HEA: 2020-11-13

%;9& {%

kIR Catalin Cimpanu

#5%5: ['Akropolis', 'Steals', 'Dai’, 'Cryptocurrency’]

INEZEHERIRS AT Akropolis 7R, BEXTEFG#HT 1 flash loan' I, FEiE 7N
1829 200 5370hY Dai & tEm, WEARLRE 2020 F11 B 12 B M (I8HReiatneEnd
BAYX) , Akropolis EIBREET¥ S LAFTERS, LBAIEH—FIRK,  Akropolis
i, RACEE T MRAEREFEX—FH, ERRLETELEE B B2 EE
R, X3Fia1T DeFi (EHOMEERL) FRAUNIELEMIRSS, Flash loan WEHERERE
B, ZIRS VTR ERIIEEDENREL, EUNMEUHERUNNE R ESAIK
FeRIRENA R,

=3

Hacker steals $2 million from cryptocurrency service Akropolis
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k if_ﬁf’@p\
‘?tﬁdf

_\

htktps //‘vvvvvv zdnet.com/article/hacker-steals-2-million-from-cryptocurrency-service-
akropolis/

Microsoft Exchange I & & 7 #HJ XUNT 517
HHi: 2020-11-09

£ F

KB Lindsey O&#039;:Donnell

#R%: ['Powershell’, 'Kuwait', '"Microsoft Exchange', '‘Backdoors', 'xHunt', 'TriFive']

ERf, ARARERERS—ZRELRI T IS Microsoft Exchange BrSSe8A9ME, &I T
PMARIIZRY Powershell 517, 1ZERISEXAI XHUNt FARER B X, Z4ERTF 2018
FERBRIL, WRIBHOREAS BT AR s s BR A T —FRE, XS
(£ T PR ILRYET ) — A PRETFS AR TriFive, SZ—MP22ZBIAIMAVET
powershell B9/E1JAYZF(3EFRA CASHY200), fBIIFRZA Snugy.

E3E

Microsoft Exchange Attack Exposes New xHunt Backdoors
https://threatpost.com/microsoft-exchange-attack-xhunt-backdoors/161041/

Bk & A E R R #EF ARSI Office 365 T EHLH

HEH: 2020-11-10

=2

KJB: GURUBARAN S

#R%: ['Microsoft', 'Office 365', 'Bypass’, 'Image Inversion']

Kim Komando 152, WMC Global Analysis #33 AR&I 7 — M eEHERT Office 365 M4
WaEEs), ZEslE Micosoft IRFIISRERNE, BER TaeREUBRERIRG]
BHPRIEZRCES,  FEEEGRR AR R OHA L ER MR R BTRS J_Ibﬁrﬁ?ﬂ(a?_
BIHAEGIARERRSTHESZ, SHERIEHRESRBEGARE,

E3E

Attackers Using Image Inversion Technique to Bypass Office 365 Filtering
https://gbhackers.com/image-inversion-technique/

#B1d 2800 KB F R EIE{TIE B Magento B F
HHH: 2020-11-11

LR

SKIE: The Hacker News

#5%: ['Magento', 'Magecart', 'Software', 'Cyberattacks']

BRI, 2020 55 9 BA), $H33EfT Magento 1.x BB FRISFEMNZE™INMEIE
IREIRIA— 1 REER, ZBRCEHTT SIS Magecart By, XEKEHES
BIT1EN Adverline 42 SRHOMNEIT T, SEITARAIAELD 9 B Magento 2 3E
RORIA—RNRAEML, IXEAIR Cardbleed BIIEE$TRIT Z=/D 2806 FKiE T
Magento 1.x B9TEL .

5
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Over 2800 e-Shops Running Outdated Magento Software Hit by Credit Card Hackers
https://thehackernews.com/2020/11/over-2800-e-shops-running-outdated.html

North Face Mu5iEi& TiE BEX B &

HEA: 2020-11-15

R

kIR Pierluigi Paganini

#5%: [The North Face', 'Credential Stuffing Attack’, 'Outdoor’, 'Phishing’, 'Data Breaches']
FYMNBamZEEESL The North Face' £ 10 B 8 HH 9 HAIN#HIT 7 —IXINEEIERIBIE
fa, BE-LSEFEMRE TENE. FREERNESREFMERZHBEBEINENE
WEF IR A ShIRR SR TR, BTRRIRTES MRS LERERNERD,
IGXFEIFREEN, XEWEEREE LD UIEZFRIKAFTIEXATAGR, WEER
ELFME enorthface.com /g L,

E3E

The North Face website suffered a credential stuffing attack

https://securityaffairs.co/wordpress/110952/data-breach/the-north-face-credential-
stuffing.html

AXREHW

1 e RFWERIE TR, XA EBENAIIMNIGROFARSS, AT AT MBI
RIRFFREINGEZMA TR, RRIAIARS TR

M e Bs) S B

RIS RGN E N IRS B A TIRATHRARN T B

NASGEFMIBRINHEUREE

sEXVENEUEFESIRSIMEEINNTENEDINE, BOAERN, FSUSLHE™ %
ESpalts et ey

() Efth=EG
MR TRRIFHE &S 1000 FETHE o FlkE

HEA: 2020-11-10
kﬁé})ﬁ {5,1
SR Campbell Kwan

#R%: ['Microsoft', 'Engineer’, 'Prison’, 'Stealing', 'Volodymyr Kvashuk']

— BRI TRRIDE N ATIE GBI 1000 HETHRABIRER O F,  FEsREMEA
HIREI, #FEI=a Volodymyr Kvashuk JB8 18 INE&ESE, HAEHE 5 IEEERIFER, 6
Itikiats, 2 U™ESMhEDEE, 2 TUERNRBRERER, LN 1 IEMAEE. 1518

o vk W N
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IREEVFAID ZRIPRITT ENLLEHERVERTTEE.  Kvashuk ££ 2016 5 8 AR A—R R
T ZRIBE(E Microsoft ABRRITIE. HxA SRR TG, T 201856 B
AR,

15

Former Microsoft engineer sentenced to nine years in prison for stealing $10 million

https://www.zdnet.com/article/former-microsoft-engineer-sentence-to-nine-years-in-
prison-for-stealing-10-million/

WEERET 112 M RERNAERERF

HEHf: 2020-11-11

3&JE: Thomas Claburn

7% ['Microsoft', 'Patch’, 'Project Zero', 'Windows', 'Vulnerability']

220 MR 108, MM T 12N ERENT, BER 17 M FA™ERE,. =
S/IMAY Microsoft F=maE 15 f, &FE: Microsoft Windows, Office, Internet Explorer,
Edge (EdgeHTML and Chromium), ChakraCore, Exchange Server, Dynamics, Windows
Codecs Library, Azure Sphere, Windows Defender, Teams, Azure SDK, Azure DevOps,
0 Visual Studio, HEA—1EEERREEERIMRFIA, B Windows WiZIIZEIREiE
FmE(CVE-2020-17087), HHEIRAY Project Zero £ BRI EE.

E3E

Microsoft emits 112 security hole fixes - including the cure for a Google-disclosed vuln
exploited in the wild

https://www.theregister.com/2020/11/11/patch_tuesday updates/

Windows 10, iOS. Chrome. Firefox FEXFFRILEFFE R EA
R
H#: 2020-11-09

2 B

SKIE: The Hacker News

Fr%5: [Tianfu Cup', 'Pwn20wn']

kE Adobe. ¥R, B, IR Mozilla I=ERZ 5T mE 2020 RIFM(E=/=
EfrEZ e 5% L3R5 TRIFTARBHIRIN.,  RIFMS Pwn20wn 21U, 27 2018 FFF
1R, LA, FEBTRE, HTERZEER, FUEZEMRARSIEREER
=,  BIE 360 W ZE B (ESG)REAFATIA 744500 ZETAIRSHFESE—, HIX
IR ERCF L e LI E(25.8 HETILREMRRTZ(9.95 HETT).

=35

Windows 10, iOS, Chrome, Firefox and Others Hacked at Tianfu Cup Competition
https://thehackernews.com/2020/11/windows-10-ios-chrome-firefox-and.htm!

FEMNNRRERIESE Intel X7 E#

HEA: 2020-11-10
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KB Lindsey O&#039;Donnell

Aot

#R%: [Intel’, 'Security Update', 'Vulnerability’, '"AMT', 'Escalated Privileges']

Intel 2020 % 11 BT T —/AMEOR LT, BRT RSFRFWRE, REEEE
W, RESHRIFNEETUN XA BRI RN, KEEFET
STLEFEXITRT, SRS Intel Wi-Fi BRI &MEIEE, LIREITEZEIH
BT B Active management Technology (AMT)/R, SRS, S4F/RTE 2020 £ 11 8
10 HEAT 40 Reens, BRUNSMHRTE, seldeixwa,

HE

Colossal Intel Update Anchored by Critical Privilege-Escalation Bugs
https://threatpost.com/intel-update-critical-privilege-escalation-bugs/161087/

57 _E & KAY Android BB K I ™ & iR
HEA: 2020-11-12

KB: GURUBARAN S

#R%5: [TCL', 'Android TVs', 'Vulnerability’, 'Smart TVs']

BMREER. [ 5. MEMAEABSHIARER, BEXIHAIILEIL, 5 Netflix, YouTube
NIRRT NESER. TCL ERRE=XBUHIED, EW T RSESETN
BENF. EH, FRARE—HRERETRI, TCL Android BHIFEZ I TER
G

15

Critical Vulnerabilities Discovered in World's Largest Android TVs

https://gbhackers.com/critical-vulnerabilities-discovered-in-worlds-largest-android-tvs-
manufacturer/

Google 2R 7T A #TH Chrome Oday iKiRE
HHi: 2020-11-12

%;9))/( f%

SRR Pierluigi Paganini

i

#5%: [Google', 'Chrome’, 'Zero Day', 'Vulnerability']

Google &7 Chrome bRz 86.0.4240.198, ZhRAERIA T BYNAMEEFI BRI 0day iF
e XN IT ELERE=RAMEET 54> Chrome 0day iFiE,. BEFRFERS TR
Oday iimild, 2BIERER/A CVE-2020-16013"F1°CVE-2020-16017°, "Google EFR:ZBEEE
KEFH XL RER L.

1B

Google addresses two new Chrome zero-day flaws
https://securityaffairs.co/wordpress/110793/hacking/google-chrome-zero-day-flaws.html

Bug hunter B DOD Ik FiEERIEHKE“ A EREMRA"R
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H#A: 2020-11-09
.

3K Catalin Cimpanu

#R%: ['DOD', 'Vulnerability', Takeover', 'Hijack Account']
EEERSEREE T — N ENERRNENRE, ZimEITHEE BT B RE
FIEFHERIRSS 2EHY web 1SR — L2 HRANFELEK,., ZRERREETENE
Silent Breach B9Z 2R R Jeff Steinburg £MAY, FHiBITEEEHRRBEREELTXI(VDP)
BT TRANMREINT . XNIRAITEREHITFNTEEQO ~ 10)", EAXNREERE
WHEEREBRTHOIELEKS, REREERMRARNSE—R DOD VDP ke, {EFT
e SRR B4 (E Steinburg 3%1§ 7 DOD HY' B E&ERRR K,

FI5

Bug hunter wins 'Researcher of the Month" award for DOD account takeover bug

https://www.zdnet.com/article/bug-hunter-wins-researcher-of-the-month-award-for-dod-
account-takeover-bug/

F # Windows 10 &4 Microsoft Store 3% 5 £93RHE
A #5: 2020-11-10

S

siE: HACKREAD

FR%: ['CVE-2020-16877', 'Windows Server', 'Windows 10']

CVE-2020-16877 Ji@g/a T Windows Server #1 Windows 10, iZiBiEE— 1N Sr=E s
WFRRE. 10Active WEEZEHRARIKEE, Windows RGHFE—MFXFRIRFAE,
LU AR LR EIMER SRR INLARIAR, 1w S A CVE-2020-16877, 4%
AEE, ©EEE Windows 10 #1 Windows Server,

e

Update Windows 10 to patch vulnerability in Microsoft store games
https://www.hackread.com/update-windows-10-microsoft-store-games-vulnerability/

EA Games 9 Origin % P iin & &I &R
HEA: 2020-11-10

Zh:

k& Gareth Corfield

#5%: ['EA Games', 'Origin Client’, 'Privilege Escalation’, 'Botnet’]

—REERNSEZ VT EA Games B9 Origin BRI AN 7TENFRIRE. 1ZHE
OIREFEEERIFINKEEREENRE LRFEN, HMEEIRETESRRRE
o, PRIRBEHETAEFMEN—ED, sSiSB LRSS A BRI EERFHE
B, SEEIESRIEES F st A—aRISE BRI E SIS,

1B

EA Games' Origin client contained privilege escalation vuln that anyone with user-grade
access could exploit

https://www.theregister.com/2020/11/10/ea_games_origin_privesc vuln_nettitude/

19/ 27



(@) CERT (228 nm=so)
&80 =R http://cert.360.cn

MEEFEY Ubuntu EEIRIREAFNBRIEF
HEA: 2020-11-11

EX/H

SKIR: Tim Anderson

#R%: ['GitHub', 'Ubuntu’, 'Vulnerability', 'GUI', 'Patch']

GitHub Z£f5=5 Kevin Backhouse &ELY Ubuntu 20.04 (—/M<HESSHRAR) FEYE
8, 1z HUREBFERI LIRS root BFIRIEASE, RENEEESE. ZRENE
MKREAF, FEFZHEGUI, RItEXRZSHER MREFA, Wik, IRELET
SEHBBREE—ERFENAEE, M Ubuntu Server RN LAJgEERESZEIK
T, 1EHE Ubuntu RYERE, M 16.04 LTS EIEFTRY 10.10 RUERB RITIREPEZEIS00,

E3E

Now-patched Ubuntu desktop vulnerability allows privilege escalation
https://www.theregister.com/2020/11/11/ubuntu_desktop vulnerability allows_privilege/

HRREEW
1 EEERISEE. BEEESE. von. RRSESERN A ANBES, NRNERES

HrhRZx
2. RESSERGREZN RSB FITHRAFRAN T EH
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TR G
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RILEESEINER ZR

o] & B

(Z) 360 ZE=DFIHRFS
360 ZEAMPREDFMEFABIMERELN. SIEBERBEREXHDTF
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21/27



) CERT E=EED)
'.{5.5%:;: v BSD http://cert.360.cn

(=) 360 &x12+

EIRIARIRZ 2 EH, Windows FIFAIEIT 360 22 PR T 22k, HEitFEs
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