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Capcom ¥t ¢ {5 S Bt 28

HHf: 2020-11-16
£k S
S&JE: Lawrence Abrams

#R%: ['Capcom’, 'Game Giant', 'Japanese', 'Ragnar Locker’, 'Ransomware’, 'Data Breach']

AR ESL Capcom NN EE ERIIRI—/REI RIS EIE 7 AR FIR THIES

RERER, EMREHIRELESH. NRIREEVIEEEFRIRRY, BBA

Capcom SLE2RB IR AIFRRE, 815 (HLFBE) . (EHEi) . (HRSTE) .
(Biz) 1 (IBeA) » E2020F 1MH 2H, Capcom ZET WAL, SHEthiIxX

AT # D MELIBIDRSERE. —BRERRARKIN 7 BT HEIEESREEARE,

RIRFA1SED Ragnar Locker BIFRIG1Ta0EE T Capcom AIMLEILE.

B

Capcom confirms data breach after gamers' info stolen in cyberattack

https://www.bleepingcomputer.com/news/security/capcom-confirms-data-breach-after-
gamers-info-stolen-in-cyberattack/

XA W35 A ZLoader EFR MBI R Java Bt {TB T

HHi: 2020-11-17
%é& !‘iﬁ
S&JE: lonut llascu

#5%: [ZLoader', '"Malsmoke', 'Malware', 'Fake Java update']

B 2020 FEYLCE—BEEHTHIESRZRA e 75, NEERATEEET
METER, UNAREBEENBR. ZERER—MEEI9EIRS K Zloader
TRPHIIEM, XE—MRITARS, ERE TBARFLZET 2020 FRLHEE IS
k, MERFEETEH, wEsREZEM R AREEN Malsmoke, E25IIARESHY
P AMuG, 180 xHamster, 5| T #IZBRRIABIEE, S—1Mik2Z Bravo Porn

Tube, BHBEEY 800 HHILEIE,

=35

Adult site users targeted with ZLoader malware via fake Java update

https://www.bleepingcomputer.com/news/security/adult-site-users-targeted-with-zloader-
malware-via-fake-java-update/

Chaes BERMMHBEH T RMBRAEFEFEEHNEF

HHi: 2020-11-18
=
kB Charlie Osborne

#5%: [Chaes', 'MercadolLivre', 'Latin America’, 'Malware']
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AR T ENBEFRESEPN ZHEFR, &I T IHRIARMASEER G, TSR

Cybereason Nocturnus Fizz A RFRA Chaes, BRIERKEEEE LATAM HIXERE,
LISEASES, MELEETE 2020 &£ 11 B 18 HREENEHR, ZBXKEARIE

FEFERE Mercadolivre HEREF 2 EEHEEERHHIER,
1B

Chaes malware strikes customers of Latin America’s largest e-commerce platform

https://www.zdnet.com/article/chaes-malware-strikes-customers-of-latin-americas-largest-
e-commerce-platform/

WFH SBT3 252 S B9%5 0 M 45 $9 £ T U8k 1 B A

HHf: 2020-11-18

K5 Danny Palmer
#:%: ['Pharmaceuticals’, 'COVID-19', 'Phishing’, 'Malware']

MR EEMEMSIEEHZ T, IR THRNEIIEMEER TSR, €]
MREREFIIFREMEELZERE. Hil, HZA2— " RAsINEENER, EX
BB RNENEFF A —ME3s COVID-19 i9%m, MEEBEBICEER, BEFSGFIIERS
imEIEEEEAANERIRIR ., BaNEL 2 AF) Lookout BIBFTA R,
2020 FLLK, HHARTAIBINEIEERE, EAMEIETES FlEREEUSET
=z

s

WEFH leads to surge in mobile phishing and malware attacks targeting pharmaceuticals
companies

https.//www.zdnet.com/article/wfh-leads-to-surge-in-mobile-phishing-and-malware-
attacks-targeting-pharmaceuticals-companies/

REvil 81 &5 {8 & Managed.com EHIRET, A+AES
HHA: 2020-11-18

SRS

SkJ8: Lawrence Abrams

#r%: ['Managed.com', 'REvil', 'Hosting Provider’, 'Ransom’, 'Ransomware']

Web FEERHRE Managed.com EfFERSS =M Web FEEEFML, EI9bAIELA
2020 2 11 B 16 BAY REVIl HERPAEFIRET R,  [EUN ZDNet SRAHRIEAIBRF,
Managed.com £ 2020 & 11 B 177 BIREMMIZEI#RNE WS, FEATHRIFPEFEGE
RITEENME, tIIREXRAENZRS, BIEEFRINL,

1B

REvil ransomware hits Managed.com hosting provider, 500K ransom

https://www.b\eepingcomputeﬁcom/news/secuth/revHfransomware—hits—managedcom—
hosting-provider-500k-ransom/

HFRAREMEFE Grelos skimmer Z&F#

HEA: 2020-11-19
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#R%: ['Grelos skimmer', 'Magecart', 'Malware']

RisklQ RIREEZHAI T Grelos skimmer BIFZEM, 1ZZM 5 Magecart SEFIRISSE
&, 7T£Magecart (URIPRT, BEALWELBFEENER MAREHERT =
B, 208 2010 FLLk, 2R XBe&hiE 7 H/UVNMERRYES, XEFRRNZEES
BREK, 8/ EEFS, flEEmR=, Newegg, Ticketmaster, MyPillow #l
Amerisleep, LAK: Feedify,

E3E

New Grelos skimmer variant reveals murkiness in tracking Magecart operations
https://securityaffairs.co/wordpress/111165/malware/grelos-skimmer.html

HEPNENSEEE Lazarus BT

HHi: 2020-11-16
HL: H
kIR AntonCherepanov

#R%: ['Lazarus', 'South Korea', 'Attack’, 'Malware', 'ESET']

ESET ENHESRAIARAREI, BANEESERIIHIAEIERE Lazarus HEIX

. AT RHEERMY, WEEER T —MARSERIHNENS, AR TE AT

GG ESEZTSEIHFIER,  Lazarus BT 2016 £ 2 BENR BIEIBAE
(Novetta) A9IREST , US-CERT # FBI45iZ4BH 79" HIDDEN COBRA’,

e

Lazarus supply- chain attack in South Korea

https://www.welivesecurity.com/2020/11/16/lazarus-supply-chain-attack-south-korea/

COVID-19 Hi R A B R EI BB A BE
HEH: 2020-11-17

Zq: A

SkJJR: Becky Bracken

#R%5: ['Miltenyi', 'COVID-19', 'Antigen Firm', 'Malware']

EREMRARREARTEERMilteny)RERZEFIKE, ZABEIERE, —BESHY
HIT BEhrirIESIE IS e, Zasik, Miltenyi —BfERZ COVID-19 AYaY
1%, WESURER, ABRASHHITEIEMNEFIMEEE, AEFER, B

L, BRICRE—IOEERESOR, IKEFMEZBRRSR, RIEZ EERRIER

KE, IREDRERFEENHE D REZ P EIEKE,
5

COVID-19 Antigen Firm Hit by Malware Attack
https://threatpost.com/covid-19-antigen-malware-attack/161317/

Egregor B1RE B R FE KIFTENHL
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HHi: 2020-11-18
4 F
SkJE: Lawrence Abrams

¥r%: [Egregor’, 'Ransomware’, 'Printers', 'Ransom Notes']

Egregor BIZARIHERT T — AR AR ING IR EEREET], NRERBRIFTENHLH
FTENHEIZRAIARSE, #ERREEDGNE, FS Rl TREHTREIGRERR, BAR
KNI, BENRT, HABUEERSFRNIIMININEES. ATRSARTIREZEH
R, FHBEREEM, Egregor AE A, SERTE R RBRIMEFIZAR M TEI
REFTEMESE,

B

Egregor ransomware bombards victims' printers with ransom notes

https://www.bleepingcomputer.com/news/security/egregor-ransomware-bombards-
victims-printers-with-ransom-notes/

Qbot Banking #/&F KD EFI A IEA#ZE Egregor B1RI {1+

HHi: 2020-11-20
K
KB Lawrence Abrams

#R%: ['Qbot’, 'ProLock’, 'Egregor’, 'Ransomware’]

Qbot IRITARGEELEMFT 7 ProLock B1ZRE 4, BXM{CZAYRE Egreqor 1R, FETE
9 B RAATERREESR, Qbot, tH4FFR) QakBot 3% QuakBot, 2—Ff Windows TR
%, BEEGRITIES. Windows HiEH, FAREHRINEGNKEE RTINS, £
fE1F Ryuk 5 TrickBot 1 DoppelPayme —#e{EARLAGIBIMESHYI TN, ProLock $hZEX
H1EHSE E—B 5 Qbot —EiREXI ZREMLERIAIE),

jES

QBot partners with Egregor ransomware in bot-fueled attacks

https://www.bleepingcomputer.com/news/security/gbot-partners-with-egregor-
ransomware-in-bot-fueled-attacks/

TrickBot turns 100: BFIEAGFHNEF IR EEik4
HHi: 2020-11-20

=

KB Lawrence Abrams

#R%: [TrickBot]

MLRIBTERIN AT 7B — B HRARAY TrickBot "B, FEMIIN T —LeThBERybEHT N,
TrickBot @—MrEERE, BEETERNBBFIMIs TSR, 5%
5, TrickBot §LaithiziTESEENTEN L, BN MEEMERSKIITAERNES.
XLEAR T 2 AEEIER), EIEEURAY Active Directory BRSZEIRRZE. TEMZE L&
MERE. FEE. N Cookie FINIEEEs =B LA BB OpenSSH &4A,

ESE

TrickBot turns 100: Latest malware released with new features

7/27



(@) CERT (228 nm=so)
%gﬁ’ S860-CER T http://cert.360.cn

https://www.bleepingcomputer.com/news/security/trickbot-turns-100-latest-malware-
released-with-new-features/

AXREHW

1 EREHREBLRIRE, MG, DS, BMEmxE

2. BENMZEEDRFM, RATNEAN

3. BRPERE, NRATEIN, FE—REERR L 2ER S AT TAL A IE

4. MERZEHTIRE, BRIEMANIERS

5 RERGRESNIRSEHHTIRATHERFN T B

6. BENIEER. BMEEFIR. vpn, TERESERITANBRER, NNERH BRI
HrhRZ

7. TREMEBER, TXGEARMILE. ARSI, FEEIE TN TER

8. FEAMBRIZ=EHI

(D) #HoEZ=E
SENBIEES TH#BT 10 54 Facebook M A #it 5E

HEA: 2020-11-16
ER 5
SRR Lindsey O&#039;Donnell

#5%: ['Facebook’, 'Database’, 'Accounts’, 'Cybercriminals’]

HRAREI, BUFEERA— I RENEREEFEED 10 hEZEENAFRENED,
XZfE, AT —1 8% Facebook BFRIXSEEEEIRE. HRARN, 1ZREE
[ERIMNEIETE S FERIS A — M REEEEENIE IR N ABRN IR, 3B(E
Facebook SFEHRMHEEIKFEFERE, vpnMentor IR AR 2020 F£ 11 B 13 HE
7, VFRENAZEBERELE, BIZEENMKFTE Facebook thF EH=HIRITFIE,
SIS AMTENE IRV EIR M USRI,

1B

Exposed Database Reveals 100K+ Compromised Facebook Accounts
https://threatpost.com/exposed-database-100k-facebook-accounts/161247/

Liquid R MR HFAMRRBREHFANTBME, HTIAFALE
HHA: 2020-11-18

55

kIR Catalin Cimpanu

#5%5: ['Liquid', 'Cryptocurrency’, 'Database’]
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Liquid %% 20 RKINFLRMR B IFz—, 2020 F 11 B 18 BiFE T — 1M &=&2RE. %
NEEEMIL FN—REEEXESR, 118 13 H, —SR2ZRIMEANT R TRIBFHME:
WP, FEEOERNENEG, ZaaFr, ARSI UREZAHEalZING, Bk
[FHOBERR, WEEREEM Liquid RIEHREETIEFEBAFRERRI T AER.

HE

Liquid crypto-exchange says hacker accessed internal network, stole user data

https://www.zdnet.com/article/liquid-crypto-exchange-says-hacker-accessed-internal-
network-stole-user-data/

%ﬁﬁﬁiﬁﬁﬁﬂ%ﬁﬁﬁﬁﬁﬁ%ﬂmﬁﬁiM%ﬁﬁﬁE%

HHf: 2020-11-17
R
3&JE: Asha Barbaschow

FR%: ['Service NSW', 'Cyberattack’, 'MyService', 'Email Accounts']

FrEaR/R TN ARSS OB R R/ R TNBUF R —ubzUIRSS ROV, ©1F 2020 FF 4 B&
BT —RMERE, S518.6 BREFRIEERE. M 4 BRI BROEE
Zfa, #EBU/RLEMIRSSE (Service NSW) /iR, BM 47 MRIBFHMAIKFHESS 1
738GB RUEUE, HpEIE 380 5.  FERVRTINRSBRIE, REIEHERR
MyService BIN AR EHES AR SS Hra R/ R TN EREE K HAE 2 2R E .

15

Service NSW expecting cyber attack to set it back AU$7m in legal and investigation costs

https://www.zdnet.com/article/service-nsw-expecting-cyber-attack-to-set-it-back-au7m-in-
legal-and-investigation-costs/

AXREHN

1. RE&EHHEFRFREEZS
NASGEFMIBRINHEURREE

REHEMREHE, KEHTERENFERREREIE
BIEREIRSS 2R Im SRR

i— web MERIAES, BHRREHMEE

(=) MWLEKEH
=FBHATIREFHAMEBE

HHi: 2020-11-20
S =

KR Pierluigi Paganini

o~ W N
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7% ['Mitsubishi Electric Corp.', 'Cyberattack’, 'Vulnerability', 'Zero Day']

=ZHH(Mitsubishi Electric Corp ) BIRZEIAIMEME LT, AJeSHEWS SRR
BXEEME, ANEEEAR A 20 B3R, tMEERRESZBSSERAY 8653
P, LisEREESHEMGRITIKFEXRIEELSEMEEITE, NRARERE 2019
FoRH28H, mRAT 2019 F 9 BEATHE, TRz (BEFE) (Asahi
Shimbun)fl (HALFHE) (NikkeliiE T ZeRE/E, =EBITIRE T X—%%
4. B TEER]. SKIBFIEDHNEBRNS BV EEREARE.

HE

Mitsubishi Electric Corp. was hit by a new cyberattack
https://securityaffairs.co/wordpress/111201/hacking/mitsubishi-electric-cyberattack.html

£t 3 Intel SGXSecurity 255 AR TR M HVBEIENBUE

HHf: 2020-11-17
£ 5

38 Pierluigi Paganini
#R%5: ['VoltPillager', "Intel’, 'SGXSecurity’, 'CPU’, 'Fault injection’]

REBE R FHIZNZBAFR A R NEIRTT T —FE A VoltPillager RUFIERAR, %%
ARETLUEITES] CPU PIRZEBESEREIR Intel Software Guard Extensions (SGX) "ERKXEY
MMM, ZEFNA T —FMERATER, 2TERTE CPU FER ERYEBEE
TeeZBNSRTEERISLE DEANRTEER (SVID) #iE6. EAREEEIT
ARAR T CPU i OBEFH TS EAK T,

15

Hardware-based fault injection attacks against Intel SGXSecurity Affairs
https://securityaffairs.co/wordpress/111033/hacking/voltpillager-attack-intel-sgx.html

K Epsilon {EZR E 8 WordPress M b A AFAER HH B 17
HEH: 2020-11-18

%;9& {%

SRR Pierluigi Paganini

#R%: [WordPress', 'Epsilon Framework’, 'Function Injection’]

Wordfence BMEIR/INBRIEZR A, WEEEEAEERN, Sk s Epsilon £22
FREY WordPress [t UFIBREDENLIE. TBEXRWR, BT 15 5 PWib%sE 7iX
LSSIWENER, FIBFIALL, Wordfence BEHITREIXESRFEAGED 150 B ik
R TN 750 HiRME, Xk E 18,000 24 IP ik,

15

Large-scale campaign targets vulnerable Epsilon Framework WordPress themes
https://securityaffairs.co/wordpress/111104/hacking/epsilon-framework-themes-attacks.html

office365 & ERNFEREE R url FO4EM 7076 K P8 8846 T

HEA: 2020-11-18
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1% ['Microsoft', 'Office 365", 'Redirector URL', 'Sandbox’, 'Phishing']

Microsoft IEFEIREREIIBAVAY Office 365 MLREIEIER, XL HaEIZe N P ERRS
ZFRbEHON, ZENERSETFEXINEE, NWEIBEH. SWER. BiEE
%, EIEREMNNEEFAERED URL RIGUEREDFEINEIENERE, TNEL HE
FiEER, EEOESEEIEERRIE Fuhml ke, MEREEIEEESEEN
EESFEEORNERE.

e

Office 365 phishing campaign uses redirector URLs and detects sandboxes to evade
detection

https://securityaffairs.co/wordpress/111120/cyber-crime/office-365-phishing-campaign.html

T F B “Vote Joe" Mt T HEH B X B &

HEHH: 2020-11-20
KB Ax Sharma
#R%: [Turkish', 'Vote Joe', 'Joe Biden', 'RootAyyildiz', 'Defaced']

2020 1NMB 20 B, HFEE AR (Biden-Harris) R45idiBaniZznd Vote Joe Wik
B2 T LHHEEZ RootAyylldiz INEFIHRS. AREEEMZG<BIFRERER, RN
RIMBIMUF ELIFEL THBIT 24 /NS,  IEEEREZRIERY Wayback Machine' iR, BEE|
NB9HAER, BN 2020 FEERFNEZFHILK, vote joebiden.com MG EEM]
El'iwillvote.com’s,

e

Joe Biden's 'Vote Joe' website defaced by Turkish Hackers

https://www.bleepingcomputer.com/news/security/joe-bidens-vote-joe-website-defaced-
by-turkish-hackers/

SEEIEMK T

HEA: 2020-11-21

2 O

SRR Pierluigi Paganini

#5%: ['Manchester United’, 'Cyberattack’, 'IT']

SEEKERTIESRES TREKE, BRISMIEERKEI N ASIERESHIME. B
B, SRKERIESLNERETHENRE, FESETHRMIEE, FEaxiEsy, R8
RUDIFERY T Fit. SHKERPEEMRESRS, SEHETERDRE, KENFHREFF
UEE

e

Manchester United hit by ‘sophisticated’ cyber attack
https://securityaffairs.co/wordpress/111231/hacking/manchester-united-cyber-attack.html
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MR B EELAM TR IT BRI

H#A: 2020-11-22

arap U =
FA =

7?*%3

#R%: ['Saint John', 'Cyberattack’, 'IT Infrastructure']

INEXELFHBRAMEWEI T, B4 1T HREMRERER, WERLSEE N HH
KA, BIEETMNLL, LR, BFaMEFPRSNARER. E498HIES
BFBMEBUNEIE, LSRNMBIEPIREITR, FETT, xhraeRR/ UERIEZ sEM
KRB ERTERE,

B

A cyberattack crippled the IT infrastructure of the City of Saint John
https://securityaffairs.co/wordpress/111259/cyber-crime/saint-john-cyber-attack.html

s

% Pierluigi Paganini

$HY skimer B35 A WebSockets 38544 M
HEA: 2020-11-16

=2

KB Pierluigi Paganini

FR%: [Akamai’, 'Skimmer’, "WebSockets', 'Payment Cards']

kB8 Akamai BIFFR A RAI T — A0 skimmer It ZEHXIS N EFEE, KA
TS EIEAETR,  WEEERNSAYERRIEIEA WebSockets ZFEXFAFAINISS
MPNER. FELBEHERBSHENTUMEIMBEE =TI, XEREMW(I4L
ERERNEEVERREIE, AT OH, WEECE T KERIVER RS, 7
BEENN R FAVENKINEL

e

New skimmer attack uses WebSockets to evade detection
https://securityaffairs.co/wordpress/110982/hacking/skimmer-attack-websockets.html

AEEE L Americold BR35 32 3 M 48 B i A9 §2 1
HHi: 2020-11-16

S H

SkIE: Lawrence Abrams

b

#5%: [Americold’, 'Cold Storage’, 'Cyberattack']

REEESk Americold BRIEEN I INEIZERIMELE, BEBIEERS, B, &
FEEMTRET, Americold 2IEHEEEFICEZER, HEER, BmiRSREM
A RN R S AEGT SR,  Americold ERIREIR 183 MBE, BBEAY
13,000 2RI, 20205118 16 H, Americold B T —XWEKE, SEMIIXET
Bt ENR RS LEEY Bl

e

Cold storage giant Americold services impacted by cyberattack
https://www.bleepingcomputer.com/news/security/cold-storage-giant-americold-services-
impacted-by-cyberattack/
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REHLTIA ZeroLogon FERFT U R A B &

HHA: 2020-11-18

EX/H

3B Charlie Osborne

#5%: ['Cicada’, 'APT10', 'Stone Panda’, 'Cloud Hopper', 'ZeroLogon']

ARARKI T RECCENAES, BIiR2ERRERERN ZeroLogon iR,
R FEHHINEIEHIA 2 Cicada BIZRE, #IEERRYIEAE APTI10, Stone Panda #1
Cloud Hopper, ZEII%RHRARICRT 17 MIKHATREFAST), HRES%E. 4
7, TIEMSERSREERMSPTIL, ©i&amkA Cicada FIER,

E3E

Hacking group exploits ZeroLogon in automotive, industrial attack wave

https://www.zdnet.com/article/cicada-hacking-group-exploits-zerologon-launches-new-
backdoor-in-automotive-industry-attack-wave/

REIE 49000 ZAFERIEAR Fortinet VPN

HH5: 2020-11-22

&4 W

SKIE: Ax Sharma

#R%5: ['VPN', 'Fortinet VPN', 'CVE-2018-13379]

—BREERM T —IMWEIIER, ERHMNE 5 FE FortineVPN 122 H55ERH VPN E1E,
EEZWENEREE L, BEHRSMEIRITABIGEHESR, REEMRRKEN CVE-
2018-13379", XB— 1 I’EBHiImE, SIHAREAREXMNMI FortiNet FortiOS SSL VPN 18

. BIFNABLRR, REIEANEIEHEE AT IS RO BHIERY HTTP iEskipa 5
G i,
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Bai Fortinet VPN BRI TE], #iERET 360 QUAKE

R IR

E 6,788,193

’\ - : %5

L4 2 ﬂ’ -

wmE

3,342,684
1,964,293
1,256,988
1,008,173
B

931,290

High 1 AR

9 4 678w

o

738,320

682,278

Low

FREREST

W 4,270,085

&8 332,246

B 278,587

AL 250,003

" % - 247,246

IWEE - 184,077

I8 = 183,403

High
g 427w
'E e 157,000

0
Low

15
Hacker posts exploits for over 49,000 vulnerable Fortinet VPNs

https://www.bleepingcomputer.com/news/security/hacker-posts-exploits-for-over-49-000-
vulnerable-fortinet-vpns/

AXREHW

1 M RFWERIE TR, XA EBENBAIIMNNIGROFIARSS, AT AISMME
RIRFREINGEZML T(E, RAIAIAS DR

R DINRERIRFIAAERAGWSS, BRI AN

ARGREVROS, BNERROS, FEEERFEREL.

SNSRFVF, ERIRAWERIER WSS, IREXIEX R T2 EFEN, 5

RRPERER/N

Ui~ W N
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() Efbs=t
B E: GOSMS Pro FHEFFABHNRRASRELEIERE

~
/B o

H#f: 2020-11-19
£k S

38 The Hacker News
1% ['GO SMS Pro', 'Android’, "Vulnerability', 'Google Play']

Android FZ3 T8I 1ZAYRITRIERFERZR GO SMS Pro R A E—PAREMMNIZ
iR, ZRE=RERFPZENEKER, BEMANESER. BRI

Trustwave &%hZ&2ma) Richard Tan f£5 The Hacker News DEZEM— kS "X&
IR&1Z Messenger N AREFRIAR 2 =AY HUSBBEARESBHARES DI ES
FHFEHIBPIIIIGH,  #RHE Trustwave SpiderLabs 89ii%, iZRRIFE T Z N R
A9 791 bR, 1ZhrATF 2020 & 2 B 18 HE Google Play BE+ &7,

B

WARNING: Unpatched Bug in GO SMS Pro App Exposes Millions of Media Messages
https://thehackernews.com/2020/11/warning-unpatched-bug-in-go-sms-pro-app.html

Ticketmaster B EIEL B IIFK 170 HETT

HH5: 2020-11-16

2 =)

KB Mathew J. Schwartz

#R%: [Ticketmaster', 'UK', 'Britain’, 'EU’, 'Fined']

FWRBERNEIESRIS, Ticketmaster 7 9 BARTEIA AIX—EARBE,
Ticketmaster UK EAZEERFAKETIETNR 125 HREEIS 170 5%Em), RESZA T
PEIBERETMER (—REUEFRIFEA) . BETIERTR, 2 ABREERRIFEIRE
A MRELE TR AR, WEENEH T THIR, AR AR
~ER. 1EWR, BMPEEIREBENLL FFER ISR REIOESEME, Ticketmaster
UK AZREEENL 2RI ERZ ),

E3E

Ticketmaster Fined $1.7 Million for Data Security Failures

ht%%sgté/gwww.databreachtoday.com/ﬂcketmasterfﬂmedfﬁ—mi\Hom—for’—data—secuth—fai\ures—
a,

%% 245000 /™ Windows RS A R 5 X% BlueKeep RDP imiFAY

HHA: 2020-11-17

)

kIR Catalin Cimpanu

7% ['BlueKeep', 'RDP’, 'Windows', 'SMBGhost']
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TEMRERIR R BlueKeep iR@iEEANE windowsrdp IRS—EHfE, AT 245000
Windows RGK(Exh, Z52WE. £ 2019 F 5 BRE—XTHEF, XTMHFRERTHY
KM BlueKeep AT 950000 DNERFEHRY 25%, U, #81F 103000 4> Windows
RS ARB 5= E) SMBGhost B9 d:, SMBGhost 2RSS ESBEER v3 (SMB) 1Y +AY
—NRiE, 1ZS Windows BIE#ThiRAs—iekfn, F 2020 & 3 BIKE. XM D ImIEE
TV EE IS Windows &%, FRIANRIIE/LE Windows iEEERI—E 5™ &
ESHEHEN

E3E

More than 245,000 Windows systems still remain vulnerable to BlueKeep RDP bug

https://www.zdnet.com/article/more-than-245000-windows-systems-still-remain-
vulnerable-to-bluekeep-rdp-bug/

FRIVEFHREHNBESFETERRE

HH: 2020-11-17

A L. B
ZF =

3&J8: Tom Spring

#R%: ['Real Time Automation’, 'Paradox’, 'Vulnerability']

TAl=4IR %) Real Time Automation F Paradox 2020 £ 11 B 17 HEER, R&0F
ArEERE, JEERRENEENERE. RIETWANENELRETED £5t
(Common Vulnerability Scoring System), ImER=EZE A 9.8 75(#7 10 ). 1ZmiE
BILUBHAZE! Claroty £ F=A9— &R,  7E RTA BY 499ES ENIP AT 7 — MK E
ia, FTBhRANERE 2.28 28I, XE& i2fERY OT i z—, Claroty £ 2020 & 11
B 17 BRFHKE 7 X NwiE.

jES

Multiple Industrial Control System Vendors Warn of Critical Bugs
https://threatpost.com/ics-vendors-warn-critical-bugs/161333/

Facebook Messenger il o] it B EERIEH 1G22 51 BITIR
HHi: 2020-11-20

%;9& {%

3KJB: The Hacker News

— Ak

#R%: ['Facebook Messenger’, 'Android’, 'Google’, "Vulnerability']

Facebook TEE 2% %RY Android Messenger N FREEFHIEE 7 —NRE, ZmERIEE
(EiniE & LAY ZhEER, FEMIEIEIFINZBmif (). ZkiEe
Google Zero IR BimEEAERIBARY Natalie Silvanovich 10 B 6 B&AWMFRESS
Facebook B9, 2% Android Messenger A9 284.0.0.16.11919 fr K (LAINEERIRAE)
1B

Facebook Messenger Bug Lets Hackers Listen to You Before You Pick Up the Call
https://thehackernews.com/2020/11/facebook-messenger-bug-lets-hackers.html

AWS R AT EEEH FH R Access Codes
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HH: 2020-11-20

&=

S8 Chinmay Rautmare

#R%: ['[Amazon Web Services', "Vulnerability', 'KMS', 'SQS', 'Access Codes']

Palo Alto Networks f9 Unit 42 BIRFR A RFR, BHARARKILT 16 # Amazon Web
Services P 22 N BREFRIEEOFIRE, ZmE R ARBIARFPINERNER
FRSEMMKFRFEAES, XYREE AWS =1 XIGEMRAI T, BIEBTIRS
FPE, TEHRERFERS(S3), WEHFIEAEIERSS (KMS)FNT 20 E LA TIAR
FOQSEMRE i,

FI5

AWS Flaw Allows Attackers to Find Users' Access Codes

https://www.databreachtoday.com/aws-flaw-allows-attackers-to-find-users-access-codes-a-
15408

AR MG Bumble A 1 {ZAFPRETALEHR KRS

HEH: 2020-11-16

=2

K5 Becky Bracken

#R%: ['Bumble’, 'API', 'Vulnerability', 'HackerOne']

TIPHEE T RTINS MILFIN 2R Bumble (BEHTMARENTE) BEE,
YZEIHMEARIARR Sanjana Sarda KM TEX APLREANES. XEARELREIESE
¥ Bumble Boost SARSHITFR, MEILEEEHITIZFaIR 112 MNBFERI NG

Bo Sarda &z, XEERREZRIM, RAEXFUAMREHIEINERE, Bumble F2EINE
MRSEFHATREIEEE,  Sarda 76T RAMKAIRS B EIRAIATRIE, X1 T REIMmKA
EEiet T — P ETEMFRREIH—LENIERS, Sarda B FHMFF ST
Threatpost &, RE API [ERUAME SQLFEAIMEHE, (BIXL RIS EIRE,
15

Dating Site Bumble Leaves Swipes Unsecured for 100M Users
https://threatpost.com/dating-site-bumble-swipes-unsecured-100m-users/161276/

HMRAFI BitConnect X EA R W HEZ B ERBEN
HH4: 2020-11-17

LR

SkIB: Asha Barbaschow

#R%5: ['Australian’, 'BitConnect’, 'ASIC']

ARSI AERS (ASIC) S, BitConnect FUBTERAFIT A A\ FS Sifigis
HVEH B AR AENRENINEEMMBEMmBEF. ASICF R, Y8 KBS Z&RE il
B (John Louis Anthony Bigatton) 7& 2018 SRAJBRIRZ BIRUES 7 IXMINEEm¥E, &
FRI 2017 £ 8 B 14 HE 2018 £ 1 H 18 B, 1Z5EF2 Bitconnect BUIE AT E AR
Ao

5
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Aussie BitConnect promoter charged over his involvement with alleged crypto scam

https://www.zdnet.com/article/aussie-bitconnect-promoter-charged-over-his-involvement-
with-alleged-crypto-scam/

macOS Big Sur kA2 Apps £ 7T AR ILEEEF VPN
HEA: 2020-11-17

E4: H

kIR Elizabeth Montalbano

3% ['Apple’, 'Big Sur', 'Bypass', 'Content Filters', 'VPN']

LZEARARITERATIAY macOS &3 Big Sur iRAFHI—TRINAEHTT T #ids, %I8E
YFRYE Apple N AAFEFSUIA SIS VPN, IR E—FhE, KEE LR
BRGSO, ISR AINRFHREEEREE, — P& Maxwell
(@mxswd)BIFBFTE 10 BpAY Twitter EEE—MEHTXNEIR, REREEHRFEEMN
MEER), FREZE 1 B 12 BERRAEM T Big Sur,

15

Some Apple Apps on macOS Big Sur Bypass Content Filters, VPNs

https://threatpost.com/some-apple-apps-on-macos-big-sur-bypass-content-filters-
vpns/161295/

Cisco 7 PoC EH KB AW EEH 7 mEiRiE
HEH: 2020-11-17

Eh:

SRR Lindsey O&#039;Donnell

#r%5: ['Cisco Security Manager', 'Patch’, 'Vulnerability']

ERRlZeEIEeE(Cisco Security Manager)F— M EERIEIVBESINIE(PoOEHIEA
fi—XfE, CiscofRfmT—N4NT . BRzeEEzsE— a0tV EERAIRE kS
EEENARER, BEEEREEHIITSMZERE. BRTEFHNSERIRE. N
FREFE—RE, FTER, RESHIIEINKEE HOZ MRS EAISURETE.
Zimia(CVE-2020-27130)89 CVSS 154 9.1 (%5 10 1), IFETEE,

15

Cisco Patches Critical Flaw After PoC Exploit Code Release
https://threatpost.com/critical-cisco-flaw-sensitive-data/161305/

Cisco Webex igiR A T B EEEAERAPIARIYL
HHi: 2020-11-18

L

kIR Catalin Cimpanu

#R%5: ['Cisco’, 'Webex', 'Vulnerability’, 'COVID-19]

Cisco itEMEE Webex AW NABREFFRI=1NFE, XLREEREELERBEF
RISHBAFFSIN Webex 2K, MEMSEEEFRE. 2020 FRLMR, IBM9%E
RARKIN T IXE R, IR EESL IBM ERmE KR TRRE R ERE AT
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BEIETERT TiHE.
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HRARE, SX=REEEE—EN, WEENHLHTE

Hai Cisco Webex FIEAD AN TRE], #iERE T 360 QUAKE

RIS

W

High
WE]

0
Low

FEBEST

High
9 4 2205

0
Low
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ENE

314,763

72,813

30,952

30,842

25,026

4,200

3,703

2,067

Cisco Webex bugs allow attackers to join meetings as ghost users

2,205

498

343

234

103

80

35

31

https://www.zdnet.com/article/cisco-webex-bugs-allow-attackers-to-join-meetings-as-

ghost-users/

B35t DNS IR X MEFIRFRIE

HH8: 2020-11-18
gk h

kB Mathew J. Schwartz

#R%:['IP', 'DNS', 'Cache Poisoning', 'Vulnerability']
BRSNS RPN A LTRSS AT ENRIZ) P blt, F=R0Z, 1S

fUDNS [RSZESZZEEIRIEN T, XIMHIRMENSEREEJUBHIRE (RAES
L) EECEItECHIRSES, REMRATEAKEE, N LU 75 IESEL

f&. REIMNASETED A LREE

FREWTE, #RA'SAD DNS”, Bp“Side-channel AttackeD DNS”,

KEFH BTN R EEHIE T — AL DNS

Zimia=RTF Internet

BB RN PRIERIR G5 A, Y E—ERIRE NN, MNEiReE (B
B ERZNEERBERERIES I NIFFERIEERIR IP B,

5
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Brace for DNS Spoofing: Cache Poisoning Flaws Discovered

https://www.databreachtoday.com/brace-for-dns-spoofing-cache-poisoning-flaws-
discovered-a-15389

VMware €8 7 XKIFHBIEREZERFE L XA hypervisor il

H#A: 2020-11-20

E4: H

kI8 Simon Sharwood

#R%: ['VMware', 'Hypervisor', 'Tianfu Cup’, 'CVE-2020-4004", 'VMX']

VMware IiZFEFHES 7 HEFERGMHEIERZ AFE LAY hypervisor ifwilE, CVE-
2020-4004 EETE CVSS el ERY 9.3 M#IT A T8, #imEir " XHCI USB f=HlssimiE

. EREEIM EEE A EERSINACER T OB E TN DB TEEY VMX HiZRT
PATRS.  VMXHIERE VMkernel FrizfT, FARSMERERY /O, RtFEHIE LR
RIRTBEME,

E3E

VMware reveals critical hypervisor bugs found at Chinese white hat hacking comp. One lets
guests run code on hosts

https://www.theregister.com/2020/11/20/vmware_esxi_flaws/

AXREHEN

1 RENERGR SRS B THRAFRAON T EH

2. BUFENEES. HRMERIR. vpn, TEREFERDTANBER, NKEREHRRR
FhRA
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FARNA, WMzmEd T, sJEXEBX MK AT (quake#360.cn)3kEX
TR G

@UAKE

RILEESEINER ZR

o] & B

(Z) 360 ZE=DFIHRFS
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