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WEEKLY SECURITY INCIDENT
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B 1 Minecraft mods F&3&% 7 #8iZ 100 5 & Android & &

H#A: 2020-11-23
S lonut llascu

3% [Google', 'Minecraft', 'Fake Mods', 'Android’, 'Kaspersky']

WEHESI Google X3 Play ESBIEHIRIF, FAMATHIN Minecraft &5 20 Z2MR
modpack, XLNAREFRRETTR, SEWNS BEEXEMITENLENE FE. it
MTREEHTEERYE, ER—ELRE, BlVUIFLEAERERFI. =xE RN
modpacks FHARRER S, 1% modpacks BEERS I A— B SHIN KSR E
O, ~EEENZEHRARE 7 BIONEITIHRIE, RIMEMAIIAYER modpack BB
E—BEAN%ZE.

1B

Fake Minecraft mods swamp over M Android devices with ads

https://www.bleepingcomputer.com/news/security/fake-minecraft-mods-swamp-over-1m-
android-devices-with-ads/

BRRMBEEEEE IT BRFERITHK 6000 HXTT

HHF: 2020-11-26
%55
kI8 Prajeet Nair

#r%: ['Sopra Steria’, 'Ryuk’, 'Ransomware’, 'Attack’, 'IT", 'French']

Sopra Steria #% Ryuk hEIMGZBIARMINRATH. RIE—MDAEFEE, EE ITRSA
&) Sopra Steria 7 10 B35 Ryuk IZEAHRIKE, STz EZAERE 4000
Z 5000 BRRyT (4700 52 5900 5%=Jt) » 108 21H, Sopra Steria FIANEEFERLA
BUARAIRY Ryuk HERHGNRINE, ZABSEL, RBIHERPEEOEFSAE
HIEMEE, SEZATEEINHIEFREREIBIRIA

B3

Ransomware Attack Will Costs French IT Services $60 Million

https://www.databreachtoday.com/ransomware-attack-will-costs-french-services-60-
million-a-15465

%%g:ﬁk)# #:& B Advantech ZEIENRHRHFTE, 1250 HET

H#3: 2020-11-27
%S5 5
kIR Sergiu Gatlan

#r%: ['Conti', 'Advantech’, 'Ransomware’, 'Steal Data']
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ContighZRIMHEIGEE T T BEaMEFI TIAAIEN  (IloT) S RHIER Advantech IR
g, BRIESKR 1400 hEmhe, MBESZEMES, FHEIDHERENATEIE,
‘Advantech B2 BRSEHIETRERESFIFR S EHIER, HBEEID 8000 ARJBRAIULT
BYMRSEE. 2018 F, 1ZAFIA 34%HI WW miipfa skt R Tt Eusiiis
&, 2019 FRENFHEWNBE 17 {25TT,

1B

lloT chip maker Advantech hit by ransomware, $12.5 million ransom

https://www.b\eepmﬁcom puter.com/news/security/iiot-chip-maker-advantech-hit-by-
ransomware-125-million-ransom/

FBI %% 7 & 3 Ragnar Locker 81 &R SEZI N EIR

HH5: 2020-11-23

LT, B
TN =

kIR Pierluigi Paganini

#r%: ['Ragnar Locker', 'Ransomware’, 'FBI']

ZEEFBEES (FBl) AHTEIEIR (MU-000140-MW) |, DIZEEFASTIEIEX
. B 2020 F 4 BifgARELIK, Ragnar Locker B1ZRMATENBPMEIN, MU-
000140-MW Z 3 ER BBV SIZHN R BKABXRERROZMENR,  FBI I 2020 & 4
BERWERE! Ragnar Locker #1ZRE4, SRIARMANSSEBRABN—RALBRIFiH
1700E, SRIGARLY 1100 Seechiles, FHRUNER 10 TB RIBURATIEUE.  MBBRS
#2, Ragnar Locker Btk ZROZEEHITTHE, HPRECRSREER, &
5, &R, MRITHEWIRGRE,

B

FBI issued an alert on Ragnar Locker ransomware activity

hftps:h//se‘cuthaﬁairs_co/vvord press/111286/malware/ragnar-locker-ransomware-fbi-
alert.htm

KRB RIFE R Jetstream BEHI =R PRRIE BEIRH IR F UG

HHA: 2020-11-23
i*;é/x \ﬁJ

SkiB: Bernard Meyer

#RZ5: ['Walmart', 'Jetstream’, 'Router’, 'Backdoors']

£ CyberNews SREE L 257 RE Mantas Sasnauskas S5#z A& James Clee 0 Roni
Carta 9S1F T, & Jetstream IRHSEFARI T AIREE], ZEHSIBERTIBEILE, F
NE wifil IR, ZENNEREE YA Uit HeE, mErTLUEEESI5Z
WL ETIRE, CyberNews 5 Walmart #TTEAR, LUBAMENINER, F T
A 1IREFIE Jetstream 517], AR TENEFRIFER, & CyberNews KX THX
2R Jetstream IREHIERG, ARIBAS AEHM CyberNews,  JR/RIBIETEMFRIZ
R THRESER. BUdEmERLE, KIISRETIIHITHN T,

jE2E

Walmart-exclusive router and others sold on Amazon & eBay contain hidden backdoors to
control devices
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https://cybernews.com/security/walmart-exclusive-routers-others-made-in-china-contain-
backdoors-to-control-devices/

TA416 APT £ A #THY PlugX Bk

HHF: 2020-11-23
kIR Lindsey O&#039;Donnell
FR2%5: [TA416', 'Golang', 'PlugX’, 'Malware', 'Spear-phishing Attacks']

TA416 SRIFEENS (APT) EE—1RINENZE, ZERBRIER T NRIIRY
PlugX BRI IIEFER Golang Bk AMNE R HMEIIB T, TA416, HIRA
"Mustang Panda"#1" RedDelta", SiffEstXd SRFENRFMREE =R RAISLALUK )
SARNEENFTHRAT] (R IXLERRTRIRERZE) ) » ENXEREH—L o1
o, ARARKINZEREEH T HTEE-455IEWNE PlugX BRI M T 1 B0,
PlugXimiZipa TR (RAT) LIBIBRATHISBUSINKIE, FHirriE AR ARETrs
SR BN R] & S E RS HIZ AR S,

1B

TA416 APT Rebounds With New PlugX Malware Variant
https://threatpost.com/ta416-apt-plugx-malware-variant/161505/

#HY WAPDropper ‘&S 4E A Android & &3 1T WAP #RiE

B3 2020-11-24
338 Catalin Cimpanu
#r%: ['Android’, 'WAPDropper', 'Southeast Asia’, 'Check Point’, 'Android']

LERFRAREI—MFAI Android B HRIEEEFIMERE, EEHIFREIHXA
R, X5& WAPDropper RSS2 ~5) Check Point &I, BRIEEEI

BEAES =P NAREIEENBEFERE, Check Point Fx, —EEERMRETH

P, EHMaFRIEBFEMIRRIEST, AEMRSEENSTER. SLNERE, i
BRAFEIRAPE I BESKEIAERIRIEIKE, EEIMIENE T HESIER0TR, sk

ERMIBIRERIRS TIX N,

35

New WAPDropper malware abuses Android devices for WAP fraud

https://www.zdnet.com/article/new-wapdropper-malware-abuses-android-devices-for-
wap-fraud/

Blackrota Golang jGi 18 &R EW
H#7: 2020-11-24
SKIE: Lindsey O&#039;Donnell

#r%: ['Golang', 'Blackrota’, 'Backdoor’, 'Heavy Obfuscation Punch']
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HRAREI T —M#A0A Go fBiZiE= (Golang) ®wmERIEITEF, HTHTENRE
BE, ZERLIKIZ—R, &9 Blackrota (EI IRV EMRARBENEREF L
M9, za1 BAEFIA Docker Remote API RESREBIEIRIE.  BIIZALASARA

@, RRANCERTZAREIEA, RESZEEHREDTT, ARARR, &EF
Golang RS AFFAE L,
B

Blackrota Golang Backdoor Packs Heavy Obfuscation Punch
https://threatpost.com/blackrota-golang-backdoor-obfuscation/161544/

BMRRAEAKIEB ST, MMANZEENES

H#: 2020-11-24
>kJJ&: Bradley Barth

#r%: ['Mount Locker', 'TurboTax', 'Sophos', 'PowerShell’, 'Ransomware']

RIS SE BRI, LIRS e S R SRR EIRFHE R 2 EEHIF
7, EfaiE/Nadll, XEMIAINE SR sE=2 2™ ERIA, kg, 2020
FNHB20BERA, ZEMRAR Vitali Kremez [d) BleepingComputer 158, &ILATIN
EHFEF Mount Locker —ELAEA TurboTax AHEXYT RENSERBR.  HE
2020 %10 B, Sophos 23RE:, LockBit #1RIA42 55 —BE1EERH PowerShell TR
TESZEIBIAGINEE_ ESHAMERG, LAMEHE R sER =AY R,

1B

Ransomware gangs hunt for tax software to ratchet up pressure on victims

https://www.scmagazine.com/home/security-news/ransomware/ransomware-gangs-hunt-
for-tax-software-to-ratchet-up-pressure-on-victims/

%}?ﬁjﬁ}#: Egregor IEM RN BV T —NERKERRK

HHA: 2020-11-25
'i*’}@x' ffj

Ski&: Danny Palmer

#r%: ['Egregor’, 'Digital Shadows', 'Ransomware’, 'Variant', 'Bitcoin']

BEENBILTED FRORRH I —ITINEZZHENENERFR, HEFBZEEN
EUsT, SRR —F Rl ERSHREZr,  Egregor $IRMAZRELHIAE I A
f, BEJIEEZREENSEHZE, SIFHIHE Bamnes &Noble LIRASTFE 25
Ubisoft &1 Crytek fOzeE, BEMEEEIRE, 1RIE Digital Shadows BIMEZ2THFA
RANRE, Egregor IRMAERESIK 19 METIHSETELD 11 E2FESE, MAE
HEERBMRAIBER 2R ORY T EENZ E A RINIFE.

5

Ransomware: This new variant could be the next big malware threat to your business

https://www.zdnet.com/article/ransomware-this-new-variant-could-be-the-next-big-
malware-threat-to-your-business/
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Bandook F 1AL

B #i: 2020-11-26
555

Sk3E: CHECKPOINT

#r%: ['Trojan’, 'Bandook’, 'Backdoor’, 'Kazakh', 'Lebanese’]

Check Point Research SlAIEZREI—RET XIS EREMEIRRUFTNRE, FAT ML
‘Bandook 9 13 FERIAYEI RS, Bandook 7£ 2015 &#0 2017 FERYERIF/LFBER,
BRI Manul 17a0"A0"Dark Caracal’, BBFENEESZEFHDMEESRI, XEITHIH
IR HBFERAREMBAE, EIEN—FE, XPBLMNEmEERERI1+
PMFEBTRFHAEFEMERENOS, EHET AN EEEEIF IR
K,

e

Bandook: Signed & Delivered
https://research.checkpoint.com/2020/bandook-signed-delivered/

EREAFHIESS/\ B B R B MBI SR

HEHA: 2020-11-27
ki Pierluigi Paganini

#R2%: ['Canon’, 'Cloud’, 'Ransomware’, 'Data Breach']

FERENEIRAZILE, BE 8 BYHFRIHKENEEE, WEEENERSSRPHI T
&, 1ZmE&RY)IEH Bleepingcomputer IR5E09, 1ZEHFIRER 7 {£E8E image.canon =R

RS iERRSSHURI sEhl, IR ARE, WEHSEREE 1068 FETHRERFAYEL
EES SN

EaC

Canon publicly confirms August ransomware attack and data breach

https://securityaffairs.co/wordpress/111523/malware/canon-confirms-ransomware-
attack.html

Banijay # DoppelPaymer #1Z& &k {45

H#A: 2020-11-27

SKI&: Sergiu Gatlan

#r%: ['Banijay’, 'DoppelPaymer’, 'Ransomware']

EEBEEFFI AT Banijay Group SAS &2l DoppelPaymer 814 T, SRS
BESHPERSRIHEEBTN. Br, 1Z&EEE 22 MEXKIEE 120 ZFHREUELT),
FHZE—EHEARNIEBIERRmE, Banjay NmhEEER. =FE. EXF. REHx
IR, Bkt BEREE

=S

MasterChef, Big Brother producer hit by DoppelPaymer ransomware
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https://www.bleepingcomputer.com/news/security/masterchef-big-brother-producer-hit-
by-doppelpaymer-ransomware/

Sopra Steria {&TT B BB A &2 o] §83X 2 5000 FTBRIT

HHF: 2020-11-29
S =
kIR Pierluigi Paganini

#r%: ['Sopra Steria’, 'Ryuk’, 'Ransomware']

= 1T SMERE Sopra Steria BEFIZRIA LN T, RAZNARBEBERBRERFHIEEI
ARk, BAMEREN, XESHERREGS Ryuk BX, XREM T QEESEK 25 MNE
FiHA 46000 BRI, CiRM ZRY ItIRSS, BRIRETFAMEE, WEz Tt &
IERIEN IR SIS 5518 R, 4000 SERIT (4800 F535T) £ 5000 SERITT (6000 53
7T) NERSS SN0

1B

Sopra Steria estimates financial Impact of ransomware attack could reach €50 Million
https://securityaffairs.co/wordpress/111632/malware/sopra-steria-ransomware-losses.html

AR B RE R BUE TR E TR S B

H#A: 2020-11-23
E4
SRR Pierluigi Paganini

#r%: ['Sonatype', 'CursedGrabber’, 'npm’, 'xpc.js’, 'Machine Learning']

Sonatype £ npm ;EMFRF A T ESAEELLE, BRI Sonatype BIDITFIZ N LZE
MBIRIRES, EEEI—1310. AMBRSTEE G ashFBAFFRESE S, 2020 F 11
B 20 H, Nexus Intelligence #5RpRSZ &I T BN xpcjs' BIERIE, 1ZRSFSEIF ~—K

NBFITE, FENMENSHRESEFEXIEEERE.
B

Massive threat campaign strikes open-source reposSecurity Affairs
https://securityaffairs.co/wordpress/111321/malware/cursedgrabber-malware-campaign.html

TrickBot Y& &3 {4 A4 B9 Windows it 4 T2 B 2% S 7k 8 44 T

H#: 2020-11-24

FR B

KB Ax Sharma

#R25: [TrickBot', 'Windows', 'Evade Detection’, 'Batch Script]

BEE TrickBot 8958 100 hkfh, 1B ECE T HHOFISCHAIEEINRE, Hh—HI)
BERERR BB A SzE kB T, MBI AT ZARTEE, M
72 Microsoft Windows FIANBERFIRTT, IX(ESXIMLBHRARZISE MR R EEL.
TrickBot B—FEE R, BRERBITEEMESTIE B Flp e TSI Rk,
Zxfm, TrickBot BAZEZINTEN ELtzT, RN THEMRRIUAITAERE

o
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TrickBot malware uses obfuscated Windows batch script to evade detection

https://www.bleepingcomputer.com/news/security/trickbot-malware-uses-obfuscated-
windows-batch-script-to-evade-detection/

Stantinko AY Linux ERP G-I EN IR Apache Web BR558%

HH8: 2020-11-24
4% b
SKiJ&: Catalin Cimpanu

#R%: ['Stantinko’, ‘Linux’, 'Malware', 'Botnets', '‘Apache Web']

Stantinko R BBHMPEETHIRLEITEERHERNE s —, SHEEXHE Linux BERYG
EBIEF, BEARDSHENE RN Apache Web JRSZS28HIZ (hittpd) |, LAUEXSSERER
FHAGNEINREYE, L2225 Intezer Labs AT 7XLEFL, XIFSE T REERIBER
FEE—BRITEMNTFREIRRS, (B Stantinko BFMEIEREEIT.  Stantinko 2

BT 2012 FEIRHARIL, ZEREE EIBLRFIREDE Stantinko REEI N B
FRIRERA0—EB D eEIT FEhR N FIRE it T AR THRIE,
B

Stantinko's Linux malware now poses as an Apache web server

https://www.zdnet.com/article/stantinkos-linux-malware-now-poses-as-an-apache-web-
server/

SSH /I EFNE S5 “HR"BRE R A
HHF: 2020-11-26

4%

K& Pierluigi Paganini

#5725 ['SSH Backdoor ', 'Botnet’, 'Research’, 'Discord CDN']

LZEEZ Tolijan Trajanovski 27T SSH EIEFMES, 1ZEFMLESCIL 7 —ME R i

RS, ERAN—FHEXS, TRREHHRR @b HET 1%, HEPhEs
ERITIERAY loT B ML AIRY URL,  fEhEES, B— M REIAYRA], Discord CON
JEERTURL" (40 loT SR AR@_lubiedo PIISHAIBRIF) RIREXELABELE.

B

SSH-backdoor Botnet With ‘Research’ Infection Technique
https://securityaffairs.co/wordpress/111477/malware/ssh-backdoor-botnet.html

BERGERGRERANEBTNE, RABIERSE
H#: 2020-11-26

&4

SkIB: Sergiu Gatlan

FRZ5: ['US Fertility’, 'Ransomware’, 'Encrypted’, 'Attack’]

EEZANETTOME US Fertility 2=, BTRERI, B2 20200 F9H, A ERI—
L X FEMRPAFILEHEINE,  US Fertility BOMIZEER 10 MRS 55 MibséERy, 2018
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FBTEIZ TN 80 Z2REESTRL 7 25000 MR EEE) LB, 20209 A 14 H, USF
ZH TR ZEFHRTEERHORE, NS ERNRELTTBIIRFT AR,
EXS 11 B 13 BERKEIETHERIRE X HRITEER, USF ERMERNGAE
TR HEEE 2RI N ANSTELNER, SEME. it BAEHEA. MPIER
St =RE S,

1B

Ransomware hits largest US fertility network, patient data stolen

https://www.bleepingcomputer.com/news/security/ransomware-hits-largest-us-fertility-
network-patient-data-stolen/

Dark Caracal APT ZHZR{h3ATERL

H#3: 2020-11-29
FR H
kIR Pierluigi Paganini

#r%: ['Trojan’, 'Dark Caracal’, 'Bandook’, 'APT']

HRARKI T —FIERIZMTWAIHIKE, XL EXRE Dark Caracal’, ‘Dark
Caracal B— " 5REWMIASEEXRER APT B, TRaMNKEF, BERT 3
79 Bandook BY 13 FRIRIGEIIARSRIFMRA, ZASHITEZED ="K, F—HMERF
BB—MgR Word 328 (B0 TAIES RS . docx) 1E ZIP Xk, FIAFEEXHE, =
TEHERR, ARREMIFRIFITERE Word SASHRINZII5E M B PowerShell 1A, 7£
WEHEIREMER, PowerShell FIANGIZNI=TZiEIRSS (40 Dropbox % Bitbucket) T
IRIDEYRTIITER D, PAREEEE Bandook INZkas, & RAT iEAFHY internet explorer i#ig
ch

35

Operators behind Dark Caracal are still alive and operational
https://securityaffairs.co/wordpress/111617 /apt/dark-caracal-still-active.html

AXRREEW

1 O FERBRIZEE

2. TREMZER, TNEARMu, FRESFIFEMANE, FAEEsTRTER

3. Bl ANINAER. A MR G

4. BENRGSEE. BHEFG. vpn, IMERESERIITCANERER, NEITEFRE
FThRZS

5. RESNRGRE MRS EEHATIRAT AN T B

6. TEBEEE=mXHNGEE

7. BRPERE, MR, FE—AEERRE 2 ST TR SR

8. MERZIENHITIRE, BRIEMAMRRR
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9. BENZH EDRFR, KA
(5 HE==
REMBESHEENRER Peatix A9/ A IR

HH8: 2020-11-24
SKiJ&: Catalin Cimpanu

R%: ['Peatix’, 'Alexa’, 'Instagram stories’, Telegram’, 'Leaked']

2002 F N A, —BREMETAENAERFS Peatix LIEMAY 420 25 BFRIEIE.
Peatix HEIZ Alexa MubeRE&ZIIMBAY 3500 NMuhe—,  1ZMuEAIA IR BT
Instagram stories, Telegram SBLAKR LD AEIRNEZICIZ LB Sik15, 1RIE
ZDNet BEIfY Peatix FUBHEA, MENEEEESE. AR, BFEBEFLARINZEFIEG!
EEATN

1B

Hacker leaks the user data of event management app Peatix

https://www.zdnet.com/article/hacker-leaks-the-user-data-of-event-management-app-
peatix/

BER Android & TS A IE T EB8UZ A P8R

B3 2020-11-24

S S

SRIE: The Hacker News

#r%: ['Android’, 'Baidu’, '‘Baidu Maps', 'Baidu Search Box', 'Google’, 'the Play Store’, 'Palo Alto’, 'Leaked']

2020 510 B, PERHXEXBE (Baidu) RIFERA J%E (Android) N AFREREHEE
FRFSRMERIIHAIE, SHRNEIR Play ISR, #SEEAMNEER B EE
B ERRIERAIERFRABRIER FRERSEMRN, WEREBFRR

(IMSI) Stgsl MAC ittiE, AMEEIIEREEEN LHEER. XINAMERMNELZER
&) Palo Alto Networks &I, ZANEMEEAIER] T BEM Google, Zfa, BERERAH
F10 B 28 BLA NSRRI T NERENE 7 IX LN A,
15
Baidu's Android Apps Caught Collecting and Leaking Sensitive User Data
https://thehackernews.com/2020/11/baidus-android-apps-caught-collecting.html

HE 71K 50000 5 B HY Fortinet VPN Ay &L

H#3: 2020-11-25
KR Ax Sharma
#r%: ['Fortinet’, 'VPN', 'CVE-2018-13379', 'Leaked', 'Credentials']

—REB=MWETIL S BB SWEM Fortinet vpn l9%3,  #& BleepingComputer 1Ri&,
2020F MB 211, —&E=EAfm7—haE, JIETHEE CVE-2018-13379 imiRAYIKX
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&, FAUNXENREEAE VPN IE$,  FIEM™ERY FortiOS sl CVE-2018-13379, IEE
BILAM Fortinet VPN HRIA[EJ8URRAY" sslvpn_websession 324, XENHBE5SRIEBX
MEE, EREENR, XEXHFAJse=E Fortinet VPN BRIV ABF A=,
Bt

Passwords exposed for almost 50,000 vulnerable Fortinet VPNs

https://www.bleepingcomputer.com/news/security/passwords-exposed-for-almost-50-000-
vulnerable-fortinet-vpns/

1600 FE# COVID-19 BHMIFMEEEMN LB

H#A: 2020-11-27

L% 5

kIR Pierluigi Paganini

#5%5: ['Brazilian', 'COVID-19', 'Albert Einstein Hospita', 'GitHub']

RFEAERIFARIKR, B 1600 HER COVID-19 BER P AFRZRFMEESE
M ESINRE., ERTJRESEEENEERRN—RRTE GitHub £ EHET—HEEH
P&, ERNSRERRSLDEREFEE. ZEFREESHETSIERNERE
&, BIEATEE COVID-19 BEFIER E-SUS-VE F1 Sivep-Gripe N AER.,

e

Details of 16 million Brazilian COVID-19 patients exposed online

‘httﬁ)sh://s‘ecuthaﬁah’sco/vvord press/111534/data-breach/brazilian-covid-19-patients-
eak.htm

P 28 1% £ fH B 75 Belden 3 SE &3 58

H#: 2020-11-27
338 Catalin Cimpanu

#r%: ['Belden’, 'Networking Equipment’, 'Data Breach’, 'American’]

EEMLZIREMMNE Belden Fx, BFE 2020 £ 11 B 24 0 RLRHERFBRFERES!
BENR. Belden®xr, BERATERUEBNNHIRSHRER, MAKETZERE. £
KA IT ARIGNEZ R ZRERS=NEEENZE, ZTRNEINE. BEIOEEE
™, NREERT -EIUENRIEREYE, DUNRERELBIAHIEIRATIER.
Belden B BIIEABAEA NEIRAESHPHITERNZ MR T,

EaC

Networking equipment vendor Belden discloses data breach

Bttps:{]/www.zdnet.com/artide/netvvorkmgfequipment—vemdowbe\denfdisclosesfdataf
reach/

Home Depot EEFL 2014 FEHEM EIA R 1750 7= T FfE

HH5: 2020-11-25
4R oh
k3B Charlie Osborne
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#5725 ['Home Depot’, 'Data Breach’, 'Settlement’, 'MageCart']

F15=E(Home Depot) AE3Z(T 1750 HETHEE, LIT4H 2014 Fiz al@Za0dEt
B, SN RERRKEIEETE (Kathy Jennings) 2020 &£ 11 B 24 HEM 70
iy, ARIEZIN, T8 46 PHLUINSHEIHS X SEZEmAMN T/, 2014
F, Home Depot HIAENARR AL TNEKE, $00 7 EEFMNEANES,

e

Home Depot agrees to $17.5 million settlement over 2014 data breach

Bttps:é//wwvv.zd net.com/article/home-depot-agrees-to-17-5m-settlement-over-2014-data-
reac

Sophos ERLRAXERIREBE A EEME
H#: 2020-11-26

£ 5

>KIJR: Sergiu Gatlan

#r%: ['Sophos', 'British’, 'Personal Information']

REMEZEFEALT] Sophos [B—/\BFEFRKEFHMY, BB, MIIADAE
BPE 2020 £ 11 B 24 HENlZEREE#EE S REFNHNKGEEILILRRENEH
IR, XEHRTRIERTEREREN TR KEFES S EKRBFIIES.
Sophos [RBIREEOER, RERBRERANFAEE T X MEZENFHETLRE, BiRE
BEEZOEFINTABREEAX N EREMMITE,

e

Sophos alerts customers of info exposure after security breach

https://www.bleepingcomputer.com/news/security/sophos-alerts-customers-of-info-
exposure-after-security-breach/

REHEHFEHEENKS, &1 100 E 1500 £t

H#: 2020-11-28
R &
38 Pierluigi Paganini

#r%: ['Exploit.in’, 'Executives Info']

FEEIELIEKF 100 2 1500 EThIMEIRELRIEEE C REERIBFHMFIKFAIR
PR, 7 Exploitin ERJLASEEEA C REERIBFEMIKS,, K92 100 2
1500 37T, Exploitin 2—MNRfTHORIEIESNERIt ez, SEBIANCIREE
fuckav.ru, Blackhacker, Omerta #0 L33t,

=S

Hundreds of C-level executives credentials available for $100 to $1500 per account

htt@s:h//se‘cuthaﬁairsco/vvord press/111588/cyber-crime/executives-credentials-dark-
web.ntm
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1 FHERWHIERT, REEVIHIHEZS
2. EBEENERTHIEGERIE, 1ZHEIEEEA AR E

3. WTRENTRSEVPONERIIRE, SUMENEERLRSHINESENS
&

4. REVREFHIRINT AR

S REMIBMREME, REDHTREENSIEXELIEN

6. REEHEEFHRMIERS

7. PASEHSIRAER

(=) MEKEH
EEBUFMNE ISk R™E MK EH ik Eid 3k

H#3: 2020-11-23
kIR Angelica Mari

#R%: ['Brazilian', 'STJ', 'Ransomware’, 'Cyberattack’, 'Recovers']

TEXZ T I ERAHEN WG LR ENMNE LA, AltTEmEZSIISRE
FER(ST), BEFEEFEEE)ETRALERFREET. £ 118 3 BREHRR
MR, ST RRSE 26 VNTZ2RAAH, EBFERILILEILE. BAETE
B FRERFPERIEARSS A B Serpro AIEEFRZEMZSFHIERAL, BRBEETH, £ 11

B 20 HRRAEEEREZHI, e abEtIERRR=MITReEREBIRITNE. ST RIS
FEBRBEE - ST Hi(Henrique Martins)ZR7x, BAEMSEZRMMS, XEEABUFIAG
BIBRY" B L LR ERY WK,

EaC

Brazilian government recovers from "worst-ever" cyberattack

https://www.zdnet.com/article/brazilian-government-recovers-from-worst-ever-
cyberattack/

BEET GoDaddy HEME K THFA

H#A: 2020-11-23

)

k8 Prajeet Nair

#:%: [GoDaddy', 'Social Engineering’, 'Cryptocurrency Platforms']

WRIRZEAERMANE, 2020 11 B 20 B, KEHE &SI GoDaddy EIRATIESRET
MW MIIEEHFE. ZEZEMATURRBEEIREFENATHENEE. RiERe
{3 Brian Krebs iO%ti%, WEEFIBHE TR GoDaddy FIR T &P ZAY
R A IEE, NTHANTXEFE,
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Fraudsters Target Cryptocurrency Platforms Through GoDaddy

https://www.databreachtoday.com/fraudsters-target-cryptocurrency-platforms-through-
godaddy-a-15434

EHARHZHEH Tesla Model X FEJL 5 $H R B BEAR 7

HHA: 2020-11-23
SKJJ&: Catalin Cimpanu

R%: [Tesla Model X', 'Belgian’, 'Lennert Wouters']

—(ILRIS R 2 ARARKI T —MI5E, FILIBEMENT Tesla Model X Z5HRAIE]
4, NMEfEEE PECRE TR BRIV DA . 2 ENFZE Lo PRIRTHR
17, RBERNVEE, BHRNEXREHKRF (KU Leuven) FItENZEMTIE
1BE (COSIC) HsRAERIELA Lennert Wouters #17, IXEZ 3k Wouters BUEE=X
Tesla ¥,

e

Tesla Model X hacked and stolen in minutes using new key fob hack

https://www.zdnet.com/article/tesla-model-x-hacked-and-stolen-in-minutes-using-new-
key-fob-hack/

$t3t+ 30 T E Spotify AR EIEETE &

HH#3: 2020-11-24
K& Pierluigi Paganini
#RZ%: ['Spotify’, 'Credential Stuffing Attack’, 'Database’, 'vpnMentor', 'Botnets’, 'Elasticsearch']

B vpnMentor fI% 2T AR 7 — MR REFZINE]—LE Spotify IKFRYEIHREFR K S,
XipEBRNYEEER T — a8 3 8 (ZICRIEERE, HHEEERERM
Spotify IFRIEEENE, XLERRIRERETRAIKRR. xR, SRMIBRHE
£ 30 B5EI 35 B8k,

15

Credential stuffing attack targeted 300K+ Spotify users
https://securityaffairs.co/wordpress/111363/hacking/credential-stuffing-spotify.html

EFFRIEHLRRAE T 3 BEAFII BEC VEMRIE, fbfi149 BRI 50
AAKE

H#A: 2020-11-25
SEJE: The Hacker News

#5%: ['Interpol’, 'Nigerian', 'Malware', 'Phishing']

EFFHEELBLR 2020 F 11 B 24 BiRE, =R PHES5SMEIRFARNCHNIT L RERL
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WE. WM EETN IRE, SREMRZERER. FHIMKMELZERE] Group-
IB LAK e BRI EZREABAEXE TR, ERFMIERI NS ZEEZAIENG, FIE
BIOLE, BEEREEHEUEIREMREEEIN A RAIZEBRBRIEMID X, BEWHE 74
50,000 FILFEIHHINBERZEE.

5

Interpol Arrests 3 Nigerian BEC Scammers For Targeting Over 500,000 Entities
https://thehackernews.com/2020/11/interpol-arrest-3-nigerian-bec-scammers.htm!

ERRFESRERE WordPress Wiy E 8BRS &

H#8: 2020-11-23

S

SKiJ&: Catalin Cimpanu

#R%: [WordPress', 'Brute Force', 'Hijacking’, 'C&C']

— P IIOMEEICTERK EEEE T FEmER WordPress Wuh, ZXEfemmiiIE Fr5E

&, BRORSSREMWGRRRS I EHRHIAEE, FHET WMEIFR. 2GR 2020 F 118
IRMAY, BirzH Akamal Z2BIEAIEIER WordPress ZiE, KEEFHERSN

IEERIBIENILRIBIERIK,, AAREES T WordPress WubAIEZRS [SAFHIIIN T HEH
9,
H#E

Malware creates scam online stores on top of hacked WordPress sites

https://www.zdnet.com/article/malware-creates-online-stores-on-top-of-hacked-
wordpress-sites/

FBI: FAMIMSAERRATATFMER L, BLiESH O
H#: 2020-11-24

L

SkiB: Liam Tung

#RZ5: ['FBI', 'Cyberattacks', 'Fake']

BFBEER (FBI) BEAR, BHREMRIMNIERUTEHEZES ML www.tbigov FIEEKR
HE, ZESEREIM, XSGR AT EMS K EERESEE A SEE
BIA. BFBEERTE 2020 £ 11 B 23 BRMHAHEIRSAE(PSAFERREHEAER K

W, FEESMEMEZITAE LN T AEEHE, R 7EIBERNG AN, XERPARK

AJReR B,

35

FBI: Fake versions of our site could be used for cyberattacks, so watch out

https://www.zdnet.com/article/fbi-fake-versions-of-our-site-could-be-used-for-
cyberattacks-so-watch-out/

MZ% E 3k Belden A 8] &I 7 M A TUE P&

H#i: 2020-11-25
K.
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kB Lawrence Abrams

#r%5: ['Belden’, 'Cyberattack’, 'Steal']

WE&ir ISR Belden BEMEW S, WEHEJLUANRZEHRESEXR TS
BIEKHERI, NRER—REEMFEENNMEERREHIERS, FonEiEEH
25, PSR, TR, EBENAIERRS, WURETE 2019 FeliE 1 25 125N, ERY
R£99000 BRT., /REMMMMIGIAES T RNERE, BREIR T AEEUE.

e

Belden networking giant's company data stolen in cyberattack

https://www.bleepingcomputer.com/news/security/belden-networking-giants-company-
data-stolen-in-cyberattack/

AR B Ritzau EERIMMGRT, BREXNBEE

H#3: 2020-11-26
E4

¥
#r%: ['Ritzau’, 'Danish’, 'Ransomware’, 'Ransom’]

PR ARIFHERL Ritzau SRSHZRREERFTE, FERSHMIB T E, MBS
7 Ritzau100 &fRSS2EFHIND < —EIRIR,  ZVTIHACIER TIRSER, (BREE
%0, Ritzaus Bureau A /S (f&%R Ritzau) 2H Erik Ritzau F 1866 FERLSZ RIS ZEHIE
tt, BSEM=PHHERVNATTFEHL S(F, REICERGHE (ALERGRE)

1B

Danish news agency Ritzau hit by ransomware, but did not pay the ransom

s

R Pierluigi Paganini

https://securityaffairs.co/wordpress/111507/cyber-crime/ritzau-ransomware-attack.htm!

M E ANEN ER TERA" ABESXKIIFERL

H#3: 2020-11-27

S

kIR Sergiu Gatlan

FR%5: ['COVID-19', 'Phishing’, 'Steal Email’, 'G Suite']
FELEEIEM AN BER TR SRAMN B FHb, VR TAYEFHD
HEIE, RIEEFHHZE AR ARERISITHEIE, XEREBHASRT T 6
Suite’ RIEEF IR RS, pRINMERE 7 ET 1 Bin S ARRE, EEEIETEE B
B, REHRNFH=ERERTRE I, SHMb TR TIFBERIIE, Eitt—%8
MREREENRTFHIBE.

=2

Phishing lures employees with fake 'back to work" internal memos

https://www.bleepingcomputer.com/news/security/phishing-lures-employees-with-fake-
back-to-work-internal-memos/

CISA &£ 2 2 Fortinet VPN _ R IL R

H &5 2020-11-28
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K& Akshaya Asokan
7% ['Fortinet VPN', 'CVE-2018-13379', 'Pulse Secure VPN']

RACER 2021 F, EE{ARIA CVE-2018-13379 TR {1E%MNY Pulse Secure [
Fortinet SSL VPN, &% A RTEHES DR 7HKERERY Fortinet 13, fEIXSRHENH, o
RARIEL, MERZIDETS Fortinet SSL VPN 4859 49577 4 IP, CISA E£5,
FIEEEIRE (845 FortineVPN iRiE) 5 Zerologon Windows fRS5esimiBE R R, LA
W EHAIMILS

5

CISA Warns Of Password Leak On Vulnerable Fortinet VPNs

htﬁps://zwww.databr’eachtoday.com/cisa—wams—password—|ea|<—on—vu\nerable—fortmet—vpng—
a-1547

AXREEW

1 BFRFWERIE TR, KA EREBNXRAIINR IR AMIRSS, RATAIIMNA R
EMZDREBBL2IRE, WHKIE, DS, BREFMNXE
RAIRFFREIMNSZENR TIF, 12RAIRSR

R DM FAIAAERAINSS, BRI AN

MBS ZEE1E

RATRI R G E N IRS BRI THRA T AN T EHr

SNRAVF, FESRABEZMAGERISS, RIIERRFH TR EFMNEN, B

RRBER AR/

(F0)  EHfp=4
HE NCSC B4 H{E4HZEE Mobilelron CVE-2020-15505 RCE

HHH: 2020-11-25

477

T =

N AW N

SKIB: Pierluigi Paganini
R%: [[CVE-2020-15505", 'Mobilelron’, ' RCE', 'Vulnerability’, ‘Orange Tsai']

REEZRMEZEF (NCSC) RHER, FURHELRMBR Mobilelron Bl BIE
(MDM) RZHRY CVE-2020-15505 imf2 it T (RCE) BiR, ZmRBETE.,
MDM &SR RN P RIRS RIiESIBENPAREENIREEE, 'CVE-2020-15505'%

A& Mobilelron s EEIE (MDM') B4 CRBHRITI, ZmEEITERE

EHLTESRIEHEEREAERSEE. 2R AE Orange Tsai £ 3 B &AM 7%k

i@, Mobilelron 7€ 6 BfgR T 1ZFwiE,

E2
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UK NCSC's alert urges orgs to fix Mobilelron CVE-2020-15505 RCE

hrtps:h//se‘cuthaﬁah’s.co/vvord press/111426/uncategorized/mobileiron-cve-2020-15505-
alert.ntm

VMware {8 7 fEiL EREEAES MR SD-WAN J&iE

H#3: 2020-11-23
ki Pierluigi Paganini
R%: ['VMware', 'Vulnerability', 'SQL injection’, 'Pass-the-Hash', 'SD-WAN']

VMware 2020 &£ 11 B 19 BTEHE SD-WAN Orchestrator F=m R 775 1Nl (CVE-
2020-3984, CVE-2020-3985, CVE-2020-4000, CVE-2020-4001, CVE-2020-4002,
CVE-2020-4003) , Ef—EFEAMKINEE ARFFRETR AV WL,
Realmode Labs B Ariel Tempelhof IR& T imE, XL RENHERESHRIITER T
EfEiek, LSCIZEUaB e T.

e

VMware fixed SD-WAN flaws that could allow hackers to target enterprise networks
https://securityaffairs.co/wordpress/111328/security/sd-wan-orchestrator-flaws.html

30%HY TR FE 2L ¥is &% & 7 R B SSL Bk

HEHA: 2020-11-24
k& Edvardas Mikalauskas
FR%: ['SSL Attack’, 'Cybernews', 'Vulnerability', 'BEAST']

cybernews 2347 2,600 SNELWYIERT SSL iEIRECE. B MWubENRRERS S
RRZENBEENEN. XN TEEWYMBEFBHSFaiElEE, 12 TFatiBsua
ERER, PINSHRIEER, EAFS, IRITEEMEMSTEAM,. cybernews &I,
BB REHEAD LB R ER/NNBRIRITRY SSL BEeE#IE, 18 cybernews 47HY
Web fRSBe8F /Ll FE=0<—22EH SSLiRENSEE, M BEAST WREELEIE R
B,

5

30% of top online shopping domains are vulnerable to BEAST SSL attack

https://Cﬁ/bemews.com/security/BOfof—topfon\ine—shoppmgfdomams—are—vu\nerableftof
beast-ssl-attack/

Facebook ZEEHE AR LR E S Z H A BB M TIFK

H#: 2020-11-26
3B Cho Mu-Hyun

#5%: ['Facebook’, 'Share User Data', 'Fined', 'South Korea']

Facebook TEEEE#HALLL 67 {28570 (494 600 FZ=7T) s, BEEEREM(IEERE=
BR#E, MAGBEHFRIFPERS (PIPC) TR, XFREEANTHE2012F5 BE 2018 &F
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6 HEfE, REEMATEE, SEAFERY 1800 HRAFHRZED 330 HRIEIEHL=5H M
REl, ZEZEREFR, BIREXT Facebook IREEREIFIR, IEEHEER 73 TAGEE
%o

15

Facebook fined in South Korea for sharing user data without consent
https://www.zdnet.com/article/facebook-fined-in-south-korea-for-sharing-user-data/

TIWBEIHURGFH—ITERE

H#: 2020-11-29
SR8 Pierluigi Paganini
#r%: ['Automation’, 'RTA", 'EtherNet/IP", 'Industrial Control Systems']

LHIEEARTEEME (RTA) 499ES EtherNet/IP # &I T —\\"&E /KA, &K AL

SMEEWHTIITHIZRS, R CVE-2020-25159' RYiEIA, &R CVSS 1FH 7 9.8
(#2 1053) , F&dm 2012 F 11 B 21 BRI 2.28 IRAZBIRIPTE EtherNet/IP 1&fC

RIS, SR RS ZETHERNE P KRS, XA ENLEE RIERS

DIHIERIEIER, MMSEUEBIRSS <4 E LR3I T,

5

A critical flaw in industrial automation systems opens to remote hack

https://securityaffairs.co/wordpress/111646/ics-scada/automation-systems-opens-flaw.html

GitHub {88 7 Google X ER&FRE
H#3: 2020-11-23

K. o

SKi&: Liam Tung

#RZ: ['GitHub', 'Google Project Zero', 'Vulnerability', 'Injection Attack']

GitHub £FEE 7 =12 B#1H Google Project Zero IREATHITTENLZLRE, %
miEsIm T GitHub B9 Actions Ihgg, R ARTIERBsNITHE, Google Project
Zero AR AR Felix Wilhelm FRERZZENFANE., RE Google SEmANTE LR
i, 1B GitHub INIXZF R ERmE,

PENE

GitHub fixes 'high severity' security flaw spotted by Google
https://www.zdnet.com/article/github-fixes-high-severity-security-flaw-spotted-by-google/

TikTok ¥ THEE T XSS IRiEM = &4 iFRHE
H#: 2020-11-23

£ 5

SKIJ&: Charlie Osborne

#R% ['TIKTok', 'XSS', 'Account Takeover', 'Vulnerability']
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TkTokEE T —1XSS ZeimEi— 1 SEIKFEERIMZ A5 Web 5HI/FE. 5%
AR Muhammed” milly” Taskiran BJ AR EF& HackerOne #ik&iR, F—NRES
‘tiktok.com'1gi EA9 URL S#B X, iz URL 288 BEEIESAIE, X FEaHT
Fuzz Wi, ‘bug bounty R SRR BNX N AR R] SER ARSI R ST EE uh = BN (XSS), &
ST NSRRI TR,

1B

TikTok patches reflected XSS bug, one-click account takeover exploit

https://www.zdnet.com/article/tiktok-patches-reflected-xss-bug-one-click-account-
takeover-exploit/

EFRERRENFTARRBHRIERER

H#A: 2020-11-24

&4

kIR Campbell Kwan

#5725 ['Apple’, 'Santa Clara County', 'Thomas Moyer', 'Indicted’, 'Bribery']

IN—xRAKBERFERABEERLT AR ATEZET-EBES (Thomas Moyer) 12HE# T,
IEEMOEIRRE R EER, LURS 4 KIRMAVESOTAIE, XEIEESEAG
REDRE=FHIT T HEARFREZFrER, ZAERIMEAER Rick Sung #1'James
JensenIEFREEAN 7 IXENER, FHEEKERNLE Moyer, BEEMREBHMERIZRT
ALk,

E2E

Apple's global security head indicted for bribery charges
https://www.zdnet.com/article/apples-global-security-head-indicted-for-bribery-charges/

RERETRGSSE R SR 4
i 2020-11-24

4%

S8 GURUBARAN S

#r%: ['CyberSeal’, 'DataProtector’, 'Bypass Antivirus Software’, 'Romanian’, 'Malware Crypting Services']

DORIET 2020 F£ 11 B 24 HIEHTRETA, RRZEMIISHEEM UGS
BhRSS, CyberSeal #0 DataProtector’, LAZBRBREIAAIN, 1560 2IBFEH T
LT XERRSS, AT IR UMAERERESRG, SETEnaARD, EE5EFEHER
B, WMARERT Cyberscan kS, RS IFEEFinfEAbmE LREUNEERE
B,

=2

Hackers Arrested for Running Services To Bypass Antivirus Software
https://gbhackers.com/malware-operators-arrested/

cPanel By 2FA Sid T RES1E BT A HIMIL 22| BB B 37

HE5: 2020-11-24
g oh
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K& Pierluigi Paganini
#r%: ['cPanel’, 'Digital Defense’, 'Vulnerability’, 'Bypass', '2FA']

k& Digital Defense B9 ARAI T cPanel FII—NRIRE, K& e BizRE
&g cPanel IkFRINERSMHWIE, cPanel 2—MiRiTHIIGEN, AIEINSITER
SRNEE. WEEULANBXNREEST cPanel lFIINEZRINIERFA), FHESEX
I,

e

2FA bypass in cPanel potentially exposes tens of millions of websites to hack
https://securityaffairs.co/wordpress/111415/hacking/2fa-bypass-cpanel.html

Xbox JEiA TS ILREFEH M RFE SHURKAVE THRFEEIZER

B3 2020-11-25

£

SKJJ&: Catalin Cimpanu

R%: ['Microsoft’, 'Xbox', "Vulnerability', 'Bug Bounty']

{HERTE Xbox Wb HEE T —NiE, A BEfEEE S Xoox iiftinaing (FF
B) IHERIPFRESSE A,  ZREREI Microsoft ARI&IAFEIAI Xbox
Bug EE1THIIRERI. Joseph’DocHarris 2 2020 FRMIIR S ZIARA VL EHR
ARZ—, 2020 F 11 B 24 HRLAHEMS ZDNet pZ TR, XULREHRAR
15, IWERTE enforcement.xbox.com &R, Xbox AAFBILIEIZML FEEHITH
Xbox MARRIE, ANRMITEE 1E Xbox W& ERTAZE 7T ARFRIMTE, &
BILURAZHI,

35

Xbox bug could have allowed hackers to link gamer tags with players' emails

https://www.zdnet.com/article/xbox-bug-could-have-allowed-hackers-to-link-gamer-tags-
with-players-emails/

windows7 Hl windows server 2008 iy Oday i®iE{IAER
H#3: 2020-11-26

2%

K& Pierluigi Paganini

#R%: ['Windows 7', 'Windows Server 2008, 'Zero Day', 'PowerUp']
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A zero-day in Windows 7 and Windows Server 2008 has yet to be fixed
https://securityaffairs.co/wordpress/111485/hacking/windows-7-server-2008-0day.html
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