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R ERAKFEFRM E-Land BIELT 200 Fk{EHE

H #f: 2020-12-03
I Lawrence Abrams

#3:%: ['E-Land Retail', 'Ransomware’, 'Clop’, 'Credit Cards']

Clop $/FRPMAFAEFREIT ERI—FATEEM E-Land Retail #%5 7 200 H3k{EA+. E-
Land Retail 2 E-Land Global (S FRE], EEETZTEREE, 815 New Core F1NC
BEEE, 2020 F 10 B, E-Land Retail fEi&52 CLOP $/ZFRIH M EH RS KMA 23 4
NC EE57RER] New Core @5,  EIEZS, E-Land Retall RSB0 SR SRR R
29, RAAERIIEFEES—aRS5L.

e

Ransomware gang says they stole 2 million credit cards from E-Land

https://www.bleepingcomputer.com/news/security/ransomware-gang-says-they-stole-2-
million-credit-cards-from-e-land/

FTHY TrickBot ARA T IXE 2 UEFI/BIOS [ 4

H#3: 2020-12-03
K& Catalin Cimpanu
#5%: [TrickBot', 'UEFI', 'BIOS', 'Malware', 'Botnet’, 'MosacRegressor’, 'LoJax’]

TrickBot BRI HANZERAMN T —IufiIhee, BJLAGMIISZRGTENIAY BIOS 5%
UEFI 72 E, L2\F Advanced Intelligence 0 Eclypsium £ 2020 £ 12 B 3 H
EENBESIRETIR, FINEER A TIERAY TrickBot ERAYAIER, IZAEHRTE 10 BIEEIRHE

WMESFIh, FRREZEHRARBEIEN, FEAEIRERE TrickBot EEIHER R
INRF LRV ERFARLER, NMESREREGER TR ERREN T EFE MK,
15

New TrickBot version can tamper with UEFI/BIOS firmware
https://www.zdnet.com/article/new-trickbot-version-can-tamper-with-uefibios-firmware/

B AN SR AB R G 1K Egregor $1 R 4B

H#i: 2020-12-04
3B Lawrence Abrams

¥r%: ['Egregor’, TransLink', 'Ransomware’, 'IT', 'Payment Systems']

‘Egregor $1RIFATENEEBIA T IRS LMK AN BRNZEAL TransLink’, MWEKHS
BERSBAISZAT R Gehlf, EIRE 7 SUSES S, Translink K& 7 —HERR, KE FE$HRR
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HWESHT ITER, FEEIR: FHM—L 1T 2@ RN EwE, SEEd
ENRIEES TransLink I@(F, . "Global BCI2&E 7+ FutBHEEFEA (Jordan Armstrong) &
WS PR T KBEREE R, R TransLink FTEDNEER EFTENEE 2,

B

Metro Vancouver's transit system hit by Egregor ransomware

https://www.bleepingcomputer.com/news/security/metro-vancouvers-transit-system-hit-by-
egregor-ransomware/

BERHERTEHVFIER Kopter

HHF: 2020-12-05
S =
>kJJ&: Catalin Cimpanu

#R%: ['Kopter', 'LockBit', 'Ransomware’, 'Helicopter']

EFHHIER Kopter EEMAFRREKERIREE, ENEZANE T BHIREMNEFIN
BT RNERIS, 1E Kopter IBESREREZME, MRWHBMNERERN LD TIZATH
—L7 44, Kopter FUEIRER A Z=1E dark web _ER9—MEZE |, ZI1EZ=H LockBit £1Z
BHRNZEE, EX Wi EEZAAEER S, RERE, IR SF=HA
Efs T FRIEE,

15

Ransomware hits helicopter maker Kopter
https://www.zdnet.com/article/ransomware-hits-helicopter-maker-kopter/

B4 ke M Fh £ B @ DoppelPaymer Bk {+ 50 FES

H#: 2020-11-30
3K Pierluigi Paganini

#r%: ['Delaware County’, 'Pennsylvania’, 'DoppelPaymer’, 'Ransomware’]

£ 2020 = 11 B 28 HAk A DoppelPaymer $IZRMIENREE L/, B ZRBIMNEY
FFRIE RIS AT 500,000 =T, IBEALTER (1Ta0E) |, WEILFESFE
2020 £ 11 B 28 Bf=hl T EMEZ S, BEEnka. TR, RWAMEMETERE, &
m, EIFEEFARZEZL, XRERFARZIMEEBTIEEZ2IRSED,

35

Delaware County, Pennsylvania, opted to pay 500K ransom to DoppelPaymer gang

https://securityaffairs.co/wordpress/111654/cyber-crime/delaware-county-doppelpaymer-
ransomware.html

'?EOCker EEFHIRER, AXRARBEILNEXNTF Docker L E

HH#: 2020-11-30
/ﬁ,ﬁi \EJ

>kJJ&: Catalin Cimpanu
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#5r%5: 'Docker’, 'Kubernetes', 'Cloud’, 'Misconfiguring']

2017 i, EEHHIUSRETERENW, BEETAIRANBERRTT, MEEICFEEK
tFHaEE Docker #1 Kubernetes £4t, XWIHAZERE—MIEEERIVER, BIK
TEOHEEER. BEREREEN LRSS, LIEERSSTHENEEDIEREE
B, EIEN=FE, XLBEHEREAR, §X3 Docker(®0 Kubernetes) BIHT SR
MR EEEEEREARIL. T—HAXK, FERE2RFFRE 360 (qihoo360) &I TIX
LRSS, (B2, REX Docker RS BAVERSIH LR EMET =R,
1B1F2 Web FH& A RFIEAHZAG TI2)DARIREZ), FENPAEERECE Docker fRSS
2=, FeI8%2FKE,

3

Docker malware is now common, so devs need to take Docker security seriously

https://www.zdnet.com/article/docker-malware-is-now-common-so-devs-need-to-take-
docker-security-seriously/

DarkIRC E &k {£F A Oracle WebLogic = EiREiR

H#3: 2020-12-01
>KIR: Sergiu Gatlan
#r%: ['Oracle WebLogic', 'DarkIRC’, 'Botnet’, 'Shodan’, 'RCE’, 'Vulnerability']

— BB DarkiRC gYBF M IEEENF XIS T £S5 1~ 28E07 Oracle Weblogic fR552815
TIE, XEWEHEEFA Oracle A BRIMEERT CVE-2020-14882 imi2UABHAT

(RCE) ®iE. RIBEENERHIRENRS, £F Shodan WAITHER., BTLAES
Internet 15181 3,000 & Oracle Weblogic [RS8, FFRESHIIENKEE BN
RS EITIEE. WEEBERZELAMARNBIERIE Weblogic fz5S
g5, DarklRCEEMHERMEERRICIR LLL 75 ETRIMEHE,
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Critical Oracle WebLogic flaw actively exploited by DarkIRC malware

https://www.bleepingcomputer.com/news/security/critical-oracle-weblogic-flaw-actively-
exploited-by-darkirc-malware/

BTz BB T M 22 X BN 80 AR AF B T oK i

H #f: 2020-12-01
£5 5
I Lawrence Abrams

#5%: ['Huntsville City School’, 'Alabama’, 'Ransomware’, 'Shut Down']

406,767

307,076

195,797

83,626

73,407

50,510

45,509

45,089

45,492

34,301

32,064

28,851

17,142

14,998

12,545

8,834

HERUzERRE TR EDMNHNZRERHZX, BEfhI7E 2020 F 12 BRI
RIEXAFR, FRARHZEXEMABSMNEAAFX, AL 24,000 254, 2,300
BRI 37 FFER, BT COVID-19, FXEHRME T ERBFE NIRRT T TEEELFS

A3, 1B 30H, SEFEMNINEETRIERAIAHE, BT MESEEBIA T (IR 1T
By, FREFERINE. HPLEHRRHERIELZENBIRRTANRE, FXE

KRAFBEZXAITAIRE, ARSXARE, BEESITEN.
B
Alabama school district shut down by ransomware attack

https://www.bleepingcomputer.com/news/security/alabama-school-district-shut-down-by-

ransomware-attack/
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BT T BEHLE A Dropbox 726& BB E A EE

B3 2020-12-02
2/ =1
>KIR: Sergiu Gatlan

#r%: [Turla’, 'Russian’, 'Crutch’, 'Hacking Group', 'Malware']

EBESIFHIREARERN (Turla) EEIBEEZRIMLEE %D%E’HE’]H”ZIEW%EEB
5, BT IRIARSIESCHIRE R TEESERI], s, XM ZBIRARY

TERIHEZREE DR Crutch, #ATFM 2015 &5 2020 EE%)JEI%%}JEF' Turla B9
Crutch B EER BIWEEFTIE B EURSUF LU R Z B =R R 1= HIAY Dropbox fikH
RSB R ELAth SRS

e

Russian hacking group uses Dropbox to store malware-stolen data

https://www.bleepingcomputer.com/news/security/russian-hacking-group-uses-dropbox-
to-store-malware-stolen-data/

K12 8B E k¥ B4 X 144 Ryuk AR

HHF: 2020-12-02

LR =

K& Pierluigi Paganini

#R%: K12 Inc.', 'Ryuk’, 'Ransom’, 'Education’, 'Data Leak']

FELHBEE:L K12 7£ 2020 E N Ba8E) T Ryuk $IRMMAHIKE, MECE T
SLUBREIERE, K2 A8 —FEEELNBTIRENENMHBEL T, KTZ =
HEEIEHREMO), AR i?—ffxﬁ’]-}_i._}mﬁi(})&@]) LEZE 12 FRNEEHRE, s
K12 2EMAZRESHI EMO, K12 2020 £ 12 BIIA ﬁ}&aaﬁb?w#lﬁzaﬁ, 12$1¢7i$
£ 2020 F 11 Bhe), BERAXAERS, UBLCERSEREHRIERE,

B

K12 education giant paid the ransom to the Ryuk gang
https://securityaffairs.co/wordpress/111824/malware/k12-ryuk-ransomware.htm!

WHEEFERAFNEE NPM 48 %% njRAT ZEEARD

H#3: 2020-12-03

e =

KB GURUBARAN S

#3%: [[Remote Access Trojan', 'NMP Packages', 'njRAT', 'jdb.js’, 'db-json.js’, 'Phishing']

RAT (IigiplaARE) R—MEEiY, WEEJLURBAEREFNZERANES, HTE
B, BETEEICFEFUKEEHTEMBIES, FET, Sonatype £ npm it
MEF AT — ARSI ,u,%kpﬁHE@,E idbjs#1'db-jsonjs’, HWHAB—EEL
5, Z—F£EE, &Wjdbjs BEIEEES T B —INEER npm RFE db-
jsonjs's  jdbjs B—MEEEHE, S5 njRAT(Bladabindi) #R48E—ikE, 1ZE4E1E 2014

FEE Microsoft XA T 400 5P ihs, nRAT BIZMEmEd Youtube EAJEEAFTYR
[S#0 Excel $9BHB4HERE,
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New malicious NPM packages Used by Attackers Install njRAT Remote Access Trojan

https://gbhackers.com/new-malicious-npm-packages-used-by-attackers-install-njrat-
remote-access-trojan/

E =% {F: DeathStalker
H #7: 2020-12-03

R 5

k& Pierre Delcher

7% [DeathStalker’, 'Malware', 'Phishing’, 'Securelist’, "PowerShell’, '‘Backdoor’]

DeathStalker @— MR, M 2012 FFHIGIEIR, 1ZEEIHE 2018 F3lEET
securelist FIRA\RYES., RENEIMFHINERAEN TS B EIINEICTERE R ZAYED,
{& securelist FIPAIA D DeathStalker 2—xK"BEBRE"ANE], MNETF Python #
VisualBasic 9 Janicab, ZIETF PowerShell B Powersing, DeathStalker SRR T %
MEEAIEFR, FHEI TET JavaScript B9 Evilnum, A7 iBahEER,
DeathStalker BEEKBITHBMHHAIE X AWML EBFHRE. SIEMAHAHHZRSH
fez. s ETF Windows R UHIRI AT,

3

What did DeathStalker hide between two ferns?
https://securelist.com/what-did-deathstalker-hide-between-two-ferns/99616/

Egregor 1R {4& 5 A HEIEE 3k Randstad

HER: 2020-12-04
fﬁ@)’( ffj
3kB: Lawrence Abrams

#r%: ['Egregor’, 'Randstad’, 'Ransomware’, 'Data Breach’, 'Staffing Agency']

ASEIELNE Randstad SR IIMLEHE Egregor EIERIFNE, MBIIEKTHFHI T

AINERS M, Randstad @B ARRIASZAIENG, £ 38 PhinikBHhEL, FiB
E BRIl R Monster.com.” Randstad B 81T 38000 2R T, 2019 FFsLIMZA 237

ZBRTT, Egregor EIZREAATH 7 HENRY 1A%, XEHFEAIEIER—1 32.7MB A9
£, 88 18470, BESITREFRE. USRS, EEUFMEZRIUYSS X,

=2

Largest global staffing agency Randstad hit by Egregor ransomware

https://www.bleepingcomputer.com/news/security/largest-global-staffing-agency-randstad-
hit-by-egregor-ransomware/

REFAEFERRMEZ G MacOS AP
HHF: 2020-11-30

S5

kI8 Danny Palmer

#5725 ['MacOS', 'Oceanlotus’, 'APT32', 'Backdoor']

10/35
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— PHRIEEEFIELIESR MacOS BRIER, IRARMIXSEZESHFHIRETIE

K. Trend Micro (INEZESTIPFANE TIX—iEs), IIERHES Oceanlotus
(AR APT32) #BXEX, ZBERE— " SHRmBITEHRAINREHEA, Oceanlotus A9

BirE 2T TIERMNEELR, MacOS BTG ERME T HASBTENNE

O, BRI HENEESR.,

E2E

Hackers are targeting MacOS users with this updated malware

httﬁ)s://www.zd net.com/article/hackers-are-targeting-macos-users-with-this-updated-
malware/

ABRRGEE, ERANENITERSHER Windows B X

HHF: 2020-11-30
&R
kIR Sergiu Gatlan

#r%: ['Baltimore County Public Schools', 'Windows PC', '‘Google’, ‘Ransomware’, 'Baltimore’, 'Chromebook’]

ERNEEZXEERES 25 KERES, BRIEENIIFR (BCPS) BURFAFIZER
RTEIEERAFRATHI Windows 118, FESIRREKIET 2020 F 11 B 25 HEE
ZHX IR S, (XfEA Chromebook #1 Google Tk,  #hERZA4 LB E BCPS %14
HRXEDMEE, REESHHHESEINNREZHERS., IRITNFENEEHENFX
R pittsE, XIS A se SEEEITE,

e

Baltimore students told to ditch Windows PCs after ransomware attack

https://www.bleepingcomputer.com/news/security/baltimore-students-told-to-ditch-
windows-pcs-after-ransomware-attack/

TREBREIMERT, BREMERDAEKRE S+

H #5: 2020-11-30
Lo H
3kB: Lawrence Abrams

#5325 ['The University of Vermont Health Network’, 'Ryuk’, 'Ransomware']

2020 F 10 B, HEIFAFERER Ryuk BIRAIE, EERENEFRIRE 7 RKE
BehER R RSN THRSS . MHSRITAFRENENDAERE, HRSBERET.
REAER, X UVM Medical Center FIBEIFIEREIRN, —EFACEHFEH. +
S, RSHEREZE 1T hifrIsm, FIaNTiER1S EPIC KD, MyChart BE(JR, B
FHMHFIEBIER S, 2020 F 11 B 27 H, #SASAKFRERMERF LM 7 ERIE KT
ROSERT, BFE T IEEIRERIARSS.

EaC

Vermont hospitals still recovering from October ransomware attack

https://www.bleepingcomputer.com/news/security/vermont-hospitals-still-recovering-from-
october-ransomware-attack/

MR EEENRT S MEZEEER A ENKRER

11/35



(@) CERT (228 nm=so)
%gﬁ’ S860-CER T http://cert.360.cn

HHE: 2020-12-01
/ﬁ,ﬁi LP
kI8 Catalin Cimpanu

#R%: ['Vietnamese', 'Microsoft', '‘Bismuth’, 'Government-Backed Hackers']

A 2020 £ 11 B 30 BLMRS R, MBI SRR Z R RAAIIEM IR SN
KEETREFHENZED. BREEERMG. ZIRERE T WEZ2TIANEKEE,
MM Z HEZR S FFRIREERMG BRI R0 7 BMAIMNEIETEE), XEEEIIEIAX
PSRRI SBIRERR, %R/ B Microsoft 1Bz Bismuth, B 2012
FLR—EER, FLMLS APT32 §1 Oceanlotus FE4.

1B

Microsoft links Vietnamese state hackers to crypto-mining malware campaign

https://www.zdnet.com/article/microsoft-links-vietnamese-state-hackers-to-crypto-mining-
malware-campaign/

8% SSH Rz e EF M

B3 2020-12-02

S

ki Pierluigi Paganini

% ['Weblogic', 'Monero XMR Miner', Tsunami’, 'Cloud’, ‘Botnet’, 'SSH Lateral Movement']

—(UZ2fRAR Oxrb D=7 {FMH Weblogic imEH T EEBIEFR MR, 1ZEFN
BWER 2020 F£ 11 B 28 8% BadPackets &TAY, #ZE2020F 12 B1H, BT E
RS, ZEFMETER D BEREE: 1) Monero XMR Miner Z#EIS4,  2)
Tsunami Zit#Is 4, ZEFWELIRRSS2E 8N, 2020 F 9 B, AWAKE Security
RINRAFEESe BR/RFR (Patrick Olsen) 1BEFHRE 7 {(XiE™ XMR Miner B3 &aTHIEF
LRI ERRS,

e

Multi-Vector Miner+Tsunami Botnet with SSH Lateral Movement
https://securityaffairs.co/wordpress/111761/malware/multi-vector-miner-tsunami-botnet.html

8%kY Google Play & AR5 Z HN R & IRIB I T
H#3: 2020-12-03

K. o

K& Catalin Cimpanu

#5%: ['/Android’, 'Check Point', 'Google Play', 'Vulnerability', 'Play Core']

EEZ 28] Check Point 2020 FERKRFH THI—I T, K29 8%AIETS Google Play &
[E12HA0 Android R FBRER, B2Z2RTH Android EEfpZemElsE. 2%
R TIBMRAAY Play Core A1, ZhRAZE Google 12#tAY Java &, FFAARBILEHE
MAENBREFEFLUSESM Play A JP#HTRRE, Google 1847 2020 £ 3 Bink
#5H9 Play Core 1.7.2 FRiREIE, 1BFRIE Check Point 2020 ££ 12 B 3 BAMAIFHAIN, F
EEAFAEANRECEH 7 EHM AR Play Core E, XFEEEAREZNLEEER
B LAEREN AP ES RGBT,
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8% of all Google Play apps vulnerable to old security bug
https://www.zdnet.com/article/8-of-all-google-play-apps-vulnerable-to-old-security-bug/

AXRREEW

1 EMELFREEL2IRE, WKEE. IDS. #MHFMXE
EWIIAOSRE, MWERTETL. LIRS, PAKSEMERZEA<S
R DI EEAIAERRIL S, BR(RAR I ERIXS

BENTEEDR @, RGN

BFENIEEE. #MFEFIG, von, ITIERESERNANAEIER, ML EHRER
FThRA

NESIRG R FZ MRS BRI TR TR AN T B

ENEMNEIE, IR ATHIR

FREMEHBER, FUSARRLL, TEEFTHHMEN S, FERiai TR RITER
FEABR T2

10. WRVF, BERIRAWEHAIERSS, RTIHMEXERH T2 4EHPIEN, 5

IRARBERI R/

(D) #HER=
EEHAMEES MR 1.7 TB I EREIRE

H #i: 2020-12-01

477

FEN. =

vos W

©o© o No

3k 8: Edvardas Mikalauskas

#R%: ['CyberNews', 'ElasticSearch’, 'Apodis Pharma’, 'France’, 'Leaking']

‘CyberNews B&/NARI T ElasticSearch #IRERN— M LE20. AIAFHAEAY Kibana'
VRN, ZEIRESSET EEREAT Apodis Pharma BINLZEIE. Apodis Pharma
B—ERAE, B, SR EMRRERASREHFHHENESTEF S MEfD
BHBRBENAE. CyberNews KMHUEUEEE &81D 1.7 TB AUSWSEXAWLEEL
1z, BiEamEEHEE, Apodis Pharma SIEMFRIRTIHNEE, EFCEEFRITE
B, AmEisVEMMIE,

5

French pharma distribution platform leaking 1.7+ TB of data

https://cybernews.com/security/french-pharmaceuticals-distribution-platform-leaking-1-7-
tb-confidential-data/
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RE#BETIRRA, {8 Android N BEFNEET 1{IZAFNER

H#A: 2020-12-01
%S5 5
>KIR: Sergiu Gatlan

#R%: ['GO SMS Pro', 'Android’, 'Bug Fix’, ‘Trustwave']

GO SMS Pro 2—> Android BIRS BRI AR, RREET 112, REFAAREEN
EEHRETRERNREET TBER 28557, EBHERTHHESBFIRAALL
ZHB, ZREA Trustwave AR AR="BRIAIHT 11 B 19 HATHEE, ZRE
EAREZES MR T B LIASZIREM15E) GO SMS Pro BRFATH=ANESZES, Ml
1F 72

STANRR

E2E

Android app still exposing messages of 100M users despite bug fix

https://www.bleepingcomputer.com/news/security/android-app-still-exposing-messages-
of-100m-users-despite-bug-fix/

ENFERL A R 3k 1IMJobs R ET S, BIEEEN EME

H#: 2020-12-01

L5 5

kIR Waqgas

#7%5: ['lIMJobs', 'Leaked', 'Hacking Forum ', 'Highorbit Careers']

RIE Alexa mEDHT, IMJobs REIEIRIIERAR 700 HWuhZ—, EERIERE
IMJobs RUEIREAE— M EBNEZICIE LHtEE, 1RIE Hackread.com b HHT, %3
EET 2020 F 11 B 23 H#ittEE, HEFEE21X 46GB pUElE, XLHUERETE
IIMJobs JEARAKEREFNIBEEA R, ATLUIESE, [IMJobs Mub#y 140 5B S EE
HEERVRNE,,

=3

Indian job portal IIMJobs hacked; database leaked online
https://www.hackread.com/indian-job-portal-iimjobs-hacked-database-leaked/

%igﬁﬁ;%gﬁs‘iitﬁﬁﬁ’éT 850 5 %K B L RBLE Mty A Fic

H#A: 2020-12-02
)
>&JB: Edvardas Mikalauskas

#r%: ['Russian’, 'Inmagine’, 'Hacker Forum’, 'Database’, '123RF.com’]

— P RIRRIIE R WL, REE—MESERZFICIE LHIHEE,  123RF.com RBEE—%
YT SRATHHFRENSNIERT, HERRRNER. REHEM. B2
Inmagine &£ER9—F5, ERBEIY 1200 5iERKAF (BiEFR. &3k ILDEFIREX
%) . FEESIREMEESTDRY 8500246 MNHEFICREERFNEE. BFHpitbit,
IPiput, (Z&. AR MD5 lEREEHTIRH RTINS,

5
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8.5+ million user records from royalty-free image website leaked on Russian hacker forum

https://cybernews.com/security/8-5-million-user-records-from-royalty-free-image-website-
leaked-on-russian-hacker-forum/

Ef7 (RERA R AspenPoint HIEMER M 295 AR EE

H#8: 2020-11-30
SkI8: Sergiu Gatlan

#r%: ['AspenPointe’, 'Data Breach', 'Healthcare Provider']

ZEEFRERMER AspenPointe BABE, HTF 2020 & 9 BRI—RMBHE, WEE
BB RIFRUERIER (PH) M AIRBUER (PIl) o AspenPointe 2 —1IFEF|
B4, RETANED. M. BB S BREELINIEECRR, S18E 12 MAR, 5148
4 5 BE M AMFKERMIRSS., AspenPointe RIFAMTE 20209 B 2 BE
2020 F 9 B 22 HZ (B EMEHITAREFNANAEE, 1ZBREE TINMIZEEFTFB
BIEH, FHERIMEMNSEETETEE.

E2E

Healthcare provider AspenPointe data breach affects 295K patients

https://www.bleepingcomputer.com/news/security/healthcare-provider-aspenpointe-data-
breach-affects-295k-patients/

Absa SRITEANLIEME, RITHEED

HEA: 2020-12-02
R H
3&JE: Charlie Osborne

#r%: ['Absa’, '‘Bank’, 'Data Leak’, 'Financial Services Group']

Absa BEIBINEFEHIEILE, PR R TAGR. SEMITREIRLIBRETERN
ERIBRSSER (financial services group) AN AFIBWRITWSUNRVESIERS, B
K2 EHRTFEE—ERT, Absa FEENIEMNALER 12 MER/MXIRE D

1, 98 42,000 BRI,

=S

Absa bank embroiled in data leak, rogue employee accused of theft

https://www.zdnet.com/article/absa-bank-embroiled-in-data-leak-rogue-employee-
accused-of-theft/

Instagram jitt 88 5k B} £ A B9 BB 1 HR {4 Hu it

H#3: 2020-12-03

£ 5

K Jeremy Kirk

#r%: ['David Stier’, 'Instagram’, 'Leaking’, 'HTML']

2020 11 B, B2 WAYEEERIS 5 David Stier £T0 Instagram TEBA N AE R4S
ARASHI HMTL o3t 7 e F I Fpiitbit, David Stier if%R, Instagram £ HTML IRt
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BHEE T ASDERNILIS—FFETeERE, TRXERTFaFTERIFIRISEIET
RMEELEARPLFNTHREFHRNIE, Bl Instagram ELEE TIXNIFIE.

15

Why Did Instagram Leak Minors' Email Addresses Again?

?ttpszz//www.databr’eachtodaycom/did—instagram—leak—minors—email—addresses—agam—a—
545

AXREEW

1 FHERWHIERT, REEVIHIEHES
NAFtGEFRRINHEUREE

FEE TSI ERID R

REHRTRSME, REOHTERENSFHEXTEEE
RS EHEEABREERE

SRR IR ESRSMEEINNTRNARIE, EORIERR, FUsLhEr™i%
RO HEE

(=) MRS
REMNARERHENEAF A atm YL HELT 80 FTERTT

HHA: 2020-12-01
fﬁ@)’( @

S8 GURUBARAN 'S
#R25: ['ltalian’, 'Black Box Attack’, 'ATMs', ‘Cyberattacks ']

—MEFALF A —AFHREEF G, NEARRIZED 35 BB EE
W, BARMPUETMGIESE, 1ZMEIETRALRRNAE ATM BEWE, EEE 7 MERTRT
2980 BRATT, XML, ERREWRMRENEBR S ATM MIRERE, KWEHE
NAealgERXnS, ARNESEFIHREFEIE,

e

Hackers Steal 800,000€ from ATMs in Italy Using Black Box attack
https://gbhackers.com/hackers-steal-money/

S oA W

TR 28 B o] UKD DNA Rl FIERRNRSNSE
H#3: 2020-11-30

3KiJ&: Charlie Osborne

#5%: ['Cyberattack’, 'DNA', 'Dupe’, 'Viruses', 'Toxins']
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—ME RN EE S ERIT R TR, D8 T AKIH S EYA R A T e~
4RFER. 2020F 11 8 30H, WEXRAKR-HEZKF(Ben-Gurion University)F952E 1]
IR T "FRBHN ENF RO Z AT RER INBENREE, XEKEEERE
PEARFHEIZ—IKFE,  EERFREEENLEERELGT COVID-19 A9EE,
RABLAIAARNEETR, WEEITBHE2VIEER G MR A -gdeite. 18
[, BEEA LB SRR ES KGR BIRE F R E SRS lmsS.

3

This new cyberattack can dupe DNA scientists into creating dangerous viruses and toxins

https://www.zdnet.com/article/this-new-cyberattack-can-dupe-scientists-into-creating-
dangerous-viruses-toxins/

EATSERERRENITTRERIETWIER PayPal Rk
H#: 2020-11-30
kB Sergiu Gatlan

3% ['PayPal’, 'JavaScript', 'Card Skimmers', 'Magecart’, 'Iframe’]

HRYER RO B ER—MEIFRARKENEZHR] PayPal iframe, FHEZZIIAGIELE
[E EREHENCTIZ, (SREHBEREET JavaScript HIIZA, Magecart WEIETEENCE
EF Web £5EX (BFRABFEE) WEH—8Bn, #HTREWERE, EAFBFES
MISRIEIKIRE S, KEERLZBERERERNERIENZEFREINFHIPAER,
FRRE KX EHIRTiE RS2 L.

=S

Credit card skimmer fills fake PayPal forms with stolen order info

https://www.bleepingcomputer.com/news/security/credit-card-skimmer-fills-fake-paypal-
forms-with-stolen-order-info/

Bt B AT T % E COVID & 51 v P Hr Fi B

H#3: 2020-12-02

Z% 5

KB GURUBARAN S

#R%: ['AstraZeneca', 'North Korean', 'COVID Vaccine', 'LinkedIn’, 'WhatsApp']

REFIBLEPIEIFIE (AstraZeneca) 2FF& COVID-19 EEAINIcHISEHZ—, E5L
NEREEERENRT. MEMNBALORELEE, 20200F 1MRE12 B, BRUHIEER
ZLERNUEFIRNRS, FEEZ LinkedIn 1 WhatsApp EAYREEAR, [EIFTHAF]
RRTIBEEBRIF S, ZIREWR, BREAEIRSIRSRBIS S EENDEE
HENAEEAE,

e

North Korean Hackers Targeted COVID Vaccine Maker AstraZeneca
https://gbhackers.com/covid-vaccine-maker-targeted/

P&59 % £ F FINRA 12 USRIE AR EZ L A 5
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H &5 2020-12-02

ER &

kIR Sergiu Gatlan

#R%: ['US', 'FINRA', 'Phishing’, 'Domain Spoofing', 'Securities']

SSENES S ETH FINRA 72 2020 & 12 BHIRIRHEESZLRE), MIER&IEIMAY
E&1E2 EROR &IARY FINRA Wb, BT TRENERE, SlEEs (Finandal
Industry Regulatory Authority) @—1PHEEIESRSZZERS (SEC) MERIFFEFIA
L, ARNEEESERIE AT EINRSZTHIRTIESAT, X MRIZAY. IFEATATIE
SHENEEREEEXE 624 HhERFH, SREEHFEHHIETHSE M.

1B

Phishing targets US brokerage firms using FINRA lookalike domain

https://www.bleepingcomputer.com/news/security/phishing-targets-us-brokerage-firms-
using-finra-lookalike-domain/

EEfE Tk S ER NA T
B3 2020-12-02
iR Angelica Mari

7% ['Brazilian', 'Embraer’, 'Cyberattack’, 'Aerospace’]

EERHSEREFERE TWAT (Embraer) SRIRNEKE, ST ATNNEE, 1R
EIXZRAE 2020 F 11 B 30 BARN—MER, XWANESH Tz A5iE80E R, 7
BizMEREHEET 2020 £ 11 B 25 AN, BT RBHNZATERNENRERINE,

1B

Brazilian aerospace firm Embraer hit by cyberattack
https://www.zdnet.com/article/brazilian-aerospace-firm-embraer-hit-by-cyberattack/

Linkedin ¥R : MARRAITHMENEER

HEA: 2020-12-02
EZR 5
3kJ8: Chris Stokel-Walker

#r%: ['LinkedIn', 'Phishing’, 'Social Platforms']

LinkedIn 2ttR FEERIIHIIHZFEZ—, BRWSHRIVEARENESEZF, B=,
BBELEF=IBFEINE, AMRELSEHESEUE, Linkedin p8 T 1TFIRE I EIIIRE
TSR EE, ABKEPAFRERNEELRRZ— mEE&ZeH Linkedin 198
AR EIEXAFRY TR (REIMAEFMAEZRF!" . " AIEFIRAY LinkedIn 244" BIEFN
NIRRT LinkedIn REE"LAR "7 LinkedIn EAIAFRRIMES",  JLFBE—FXT LinkedIn Y59
SBHREHT T

5

LinkedIn scams: Still the most popular form of phishing
https://cybernews.com/security/linkedin-scams-still-the-most-popular-form-of-phishing/

18/35



(@) CERT (228 nm=so)
&80 =R http://cert.360.cn

R &9 & LR AY B ¥R 2 COVID-19 & H N 6%

H#A: 2020-12-03
EZR 5
3&JB: Charlie Osborne

#r%: ['Phishing’, 'COVID-19', 'Vaccine', 'Supply Chains', 'Cold Chains']

— PHRIZRWNE B ERE RSB, ZMHNHEE COVID-19 EmBHHRIFR
2, 2020812 B 3 B, IBM Security X-Force EIBARIHIR A RFER, 5 COVID-19 44k
BXIBLREMIREENBIR, COVID-19 RERMHRETREMELRE N L2FE

MREIHAE—ETD, JXLREFEE -/0°C MREFELURIFEINGET, HF5/R

PR STRANEXEE, TR, XIEEMINERBE R TR0,

1B

This phishing group is targeting COVID-19 vaccine supply chains

hﬁtps:/?www.zdnet.com/artic\e/thisfphishmg—groupf\'s—targetimg—covid497vaccme—supp\yf
chains

—ETFEREERZETREESRIR 3 FLE

HHA: 2020-12-03
S =
kIR Akshaya Asokan

#r%: ['Ryan Hernandez', 'Phishing’, 'Confidential Data’, 'Nintendo']

EERERES, —& 2 SHNINERI S FRBANEIFRATERE. SEWEZEE
MEHIBEER =5, BEESNESPIR, M 2016 R, AT R EFAIIR/REEET
SULERBRERARNERERS S, FRAARTANER. B8—K, R/REEENHE
THXFRERRY Nintendo Switch = BRUER.  TRIBIAREN M, 2017 &F, FBIASTIERXS
MR P SR/RE BN, EEEIHEREHTEREWE, LUREE IS ENMETE
=, BFPEmEIN, 2018 F£ 6 BE 2019 & 6 BHAE), B/REERBXENEXRE,
BIEZAFEFRENIIF, NESEESHAEEENFAE TE,

=2

3 Years in Prison
https://www.databreachtoday.com/nintendo-hackers-sentence-3-years-in-prison-a-15508

REAMZRE R Z EIRPERE T KRR

H#: 2020-12-04

ER 5

k& Pierluigi Paganini

#r%: ['Sansec’, 'Software Skimmer', 'lcons’, 'Social Media']

ZEMRARRIL T —MFAR, EEKRE LREA—MRHREES, BRI IRET
HARAIREP,  Sansec IREEFHRIFMNA 7 WEE B PIHRIES ENEKEATH
AR, BEREANEBEFEHZMNLL, FEANSEDSESIREER T ASHER (PI) B9

R CERS, B RERFIIT.

=S
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Hackers hide software skimmer in social media sharing icons

https:h//se|cuthaﬁairs.co/vvord press/111872/malware/software-skimmer-social-share-
icon.ntm

BlackShadow &% X 100 FXT#E B F{REE /A 5

H#A: 2020-12-04
kI Lawrence Abrams

#R%: [lsraeli’, 'insurance Company’, 'Bitcoin’, ‘Leaking’, 'BlackShadow']

WEHEEEERF—HKUBIRIG AT, REIR 100 HETLUET, LUEIEDEEZ AT
BRI, 2020 F 11 B 30 H, — 1 E#R BlackShadow RIMEZIBIRLBLRTEHESS 158, fih
MAE TR Shirbit (REGAT), FEKEHHE T X,  XEHEEUREEN . B
FHB PST 324, 3. REMFRER, 20200512 B3 H, KEEELRMT
—HEZRESR, IR Shirbit B 24 J\BFRIBTIE)AIE 50 PEAFT (295 100 53E5T) |
MMBEICHELE, WEEZESER, WMRASUIHRE, IS8 EE 24 /\HHE—RE
1z

3

BlackShadow hackers extort Israeli insurance company for $1 million

https://www.bleepingcomputer.com/news/security/blackshadow-hackers-extort-israeli-
insurance-company-for-1-million/

FHRERETUEIIHKIRE

HH#3: 2020-12-04
K& Pierluigi Paganini
#5%: ['lranian’, 'ICS', "Israeli’, "Water Facility’, "HMI']

ARARBEE, —BHRBEREEANTLEIMHKGRIBI— P ARZHRIFRYICS . BEE 2020
F12 B 1 BRI —BRAIFAEIR, BIEELH 7 USHN—HKigiE, RJER
BEKERS, KERN HMI REEREEEIERN L, [REEUR2IRERIFSREAE,
A, REERIERRBEREIUSMOIIEDE, XESEHEERBENIAERS, 7+
BEBIEMN RS RRYEAE, flan, SFMIESUKE. HERRES,

5

Iranian hackers access unsecured HMI at Israeli Water Facility
https://securityaffairs.co/wordpress/111934/ics-scada/israeli-water-facility-breached.html

BE#E T maEnERAAERKENRE

HHF: 2020-12-06
fﬁ@)’( fﬁJ

K& Pierluigi Paganini

#7525 ['ltalian’, 'Defense Company’, 'Leonardo’, 'Steal Data']
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BARNEZ S EHE T HEHEERAE Leonardo S.p.A. 10GB HIZEIRFIESIZHNESE,
X AE Leonardo SpA RE) IT 2= EBIEERJAIRIER. BRIERIAT Arturo D'Elia 1
Leonardo RY CERT (MEETES/IE) REALREKREE-ZF (Antonio Rossi) , FIER
NZR—FEBEEXT, ERUER LEXNEEERSZ— BAFEL RKMRYHER
R, XAIIRBNZ SpA Rzsg5a=Bl IR0 SAERI 89 IT 4541t T 7 B 1S,

1B

Police arrest two people over stealing sensitive data from defense giant
https://securityaffairs.co/wordpress/111965/cyber-crime/leonardo-data-theft.html

XERFBRAESNELREREER, EEEFIEWE

H#3: 2020-12-02

£ 5

>KIR: Sergiu Gatlan

AR ['FBI, 'US., 'DHS-CISA', 'Think Tanks', 'APT']

ZEEFPEERS (FBl) FlELZ2BE (DHS-CISA) 7£ 2020 £ 12 B 1 Bi¢EAFR—1D
BRESOREFESR, BERSNERANETHEmEEETERR., RIBXFHE B
HNDRNRIE, SIIFEE (APT) NEELEERGIERIIEEARII N, XLER
N AEBIEEEBRANEFRES TR LULIEEEFA,  FBIF1 DHS-CISA MEMHT—&
RIERRIENE, HREEALNMEA. TEARM T ARIZEILHE, LAt iIiZ e
B, IEREEZANEEH TIRE.

1B

FBI and Homeland Security warn of APT attacks on US think tanks

https://www.bleepingcomputer.com/news/security/fbi-and-homeland-security-warn-of-apt-
attacks-on-us-think-tanks/

HMRC $9f& Bk FERFARSS, Sead 3R Bk g =%

B3 2020-12-02

2/ H

SkiB: Ax Sharma

#r%: ['SendGrid’, 'HMRC Phishing’, '"Mailing Service', '‘Bypass Spam Filters']

WHEEEFAEER SendGrid BHA4ARSS &1k HMRC B TIBEBFHb4, LAGRSE LY
IREMEITTERR, XM RFREEEZ RIS TR B FAM 2= mAval,
ERESEHANEAREELZR, SendGrid 2—REBFHMHERAT, RUHATAZH
BB, (EEBFIMEREE LSBT (flalizimBEil) RS,

=

HMRC phishing scam abuses mail service to bypass spam filters

https://www.bleepingcomputer.com/news/security/hmrc-phishing-scam-abuses-mail-
service-to-bypass-spam-filters/

HWEIRAFAIMEETIE T

H &f: 2020-12-04
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K8 Prajeet Nair

#5%%: ['Shadow Academy’, 'Universities’, 'Phishing']

1 RisklQ B9 ARIR, 2020 F—MREADEI LK 20 TAZIFERIHIT T —FRIIE
AFBUEPRINENE NS, ERE, XEMNET@EMHER T SMESFRERFE
1B, HhEErIpekEFRERE. FEMNFPMWMSEFHENEIESE. XEEE8s
—MERRZEZAEEHEE.

e

Phishing Campaign Targeted Universities Worldwide

%t 158://vvvvvv.databreachtoday.com/phishing—campaignftargeted—umversitiesfvvor\dvvidefaf

MetaMask M4 £ 1833 Google "&£ G HMBZ R T & E

H#: 2020-12-04

£ 5

K& lonut llascu

7% ['Google', 'MetaMask']

‘MetaMask TIE M BRIRF—BEEEZMETIETFRIVRA, ZIFIREI SRR
EHIRSBIEZEE, MetaMask BT 100 FAPIGEX, ZWub@Ed R Ees BEN
RERRPREUAKIIIE R NEE, RFSMIUNBEFNXRGEZEEE, 2020 F 12 B
FHia MetaMask WRIKERIRIF, PIERUIRIFENEA T E—1M%: AEIEE
MetaMask SISSeei B2 fE, $%E%8 7. MetaMask BEMXA L TiZREBIZIR, FiE
WS &AM E =T8S 0 MU 2N =

=2

MetaMask phishing steals cryptocurrency wallets via Google ads

https://www.bleepingcomputer.com/news/security/metamask-phishing-steals-
cryptocurrency-wallets-via-google-ads/

2% B2 Fo4H 4R DeathStalker FEH T —AEHHED]

H#3: 2020-12-05
LR
SKIB: Pierluigi Paganini

#r%: ['DeathStalker’, 'PowerShell’, 'PowerPepper’, 'Cyber Mercenaries Group']

& E2HER Death Stalker FERIE R 2R ¥ —1N#RY PowerShell f517], REEER
ENEREM T — LB ARG, #5779 PowerPepper, ZZBLMN 7 BHEFF
YBEREERER, "PowerPepper @—1 Windows (977 PowerShell 5152, BILAMAT
IfE RIERY shell a5, "DeathStacker 2 REHEAMN—EZREMAAR, B 2012 F
LIk, B—BEftetHRAVELR, TESRINESIISRISLR,

=S

Cyber mercenaries group DeathStalker uses a new backdoor
https://securityaffairs.co/wordpress/111945/hacking/deathstalker-powerpepper-
backdoor.html
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EF7#143 Johnson & Johnson ML EH EFH T 30%

H#3: 2020-12-05
ZR:
SR8 Pierluigi Paganini

#r%: ['Healthcare', 'Johnson & Johnson', 'COVID-19']

ErRENIT mE T WERE, & COVID-19 ,MEW(UMTHHIEH FEZRRERIRE AEIRY
LIRS, = (&Txﬁﬁﬂﬁ) kE, "1tsRE ET*I %l%DE%IE’JK/'\/\%M
== COVID-19 /87 BRI A ltb/\j@%ﬁii = (Johnson&Johnson) FNEZRfF
SE=NAIERHIAE (Novax Inc.) , XMz \7%57(_ Y-S ie =]

3

COVID-19 = Johnson & Johnson saw a 30% uptick in cyber-attacks

https://securityaffairs.co/wordpress/111960/hacking/covid-19-johnson-johnson-cyber-
attacks.html

AXREEW

HWOF R KR EIE TR, XA EBEBMBEAYIMNNIRAFARSS, RKATRISMNWE)E
FURFFRINNSENRN TIE, RAIATIR SO
ERFREYIROS, ENFERRO<S, FEESREEREN.
EIIIROSEE, WREBTEN. WERS. DAKSEMERROS
BREAOENNRIIESIN8E,
R DINREDERIAAERA S5, BRI BIEERIX G
TERERTZ2E)
Balin N LR R, A FEGREISUA
TREMEES, NS ARML, AEEFTFHRMEN T, AR T TER
e ETEARMAN G &

P  EHibse
Talos 84 7 WebKit iR BHITRIE

H &8: 2020-12-01

—

©O© o N Uk W N

—_
©

3K Pierluigi Paganini
3% [Talos', 'WebKit', 'Browser Engine’, 'Apple’, 'Cisco’, 'Vulnerability', 'RCE']

BRI Talos FRAAIL T WebKit XIETEE5 IE‘TEPE’E%/E\,% B, XERBENTEERES, H
PEETUREREREEFNBENEZERE, BEEFERFHRERE RN SRSLI BT,
WebKit 2H Apple FFARIRNIEEE512, FERTH Safari Web MIZE2ELAKFTH i0S Web
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XEEe2, BlackBerry Browser, PlayStation #=&l&. Tizen BBaMRIER S LA Amazon
Kindle BB 51 RebERIRINISS 2R ER(E A WebKit,

ES

Talos reported WebKit flaws in WebKit that allow Remote Code Execution
https://securityaffairs.co/wordpress/111698/hacking/webkit-browser-engine-flaws.html

}3# 400 54~ Docker images &M : 51%FESERA

H#3: 2020-12-03
ki Pierluigi Paganini

7% ['Docker Hub', 'Docker images', 'Vulnerability', 'Dependencies’]
KL L NT] Prevasio 9 7 Docker Hub HIEERT 400 FNAH Docker 52209

images, KMEPAZHEETERE, 7E 400 54 Dockerimages 1, B S51%BEE
BEL—TEREVEFR BN ERFEBI, M 13%8 images EEFER3IR

B ENEDIMAERT 6,432 MERHBEEEMNAES images, 7 Docker Hub FREAR
FFaT A8 images A9 0.16%,
P

A scan of 4 Million Docker images reveals 51% have critical flaws
https://securityaffairs.co/wordpress/111833/hacking/docker-hub-scan-analysis.html

Hacker_R_US FE ¥ B 1 DDoS BIR M AIR/\E

HHF: 2020-12-01
%55
>kJJ&: Catalin Cimpanu

#r%: ['DDoS', 'Apophis Squad', 'Hacker_R_US', ‘Timothy Dalton Vaughn', 'Prison’]

EE—RZEEFI—E 22 SHIEE 8 Finzt, FFEESS DDoS #1ERITK, WA=
NEFER SRR, IR LEEBER. BEEAE NI RERNNEET
PZEENIE (Winston-Salem) FBERFEFE/REHGAZ (Timothy Dalton Vaughn) , %32
ETF 2019 F 2 Bis, TEE N BIASE, 2020 &£ 11 8 30 B#F#IAE 95 NEMEE, 1tha]
ftbE COVID-19 MEREM, KELL" Hacker R_US"#1" WantedbyFeds"8985 LM, 2
E=4A40 Apophis Squad BURLGR, 1Z£A4EE 2018 Fai/\ N B3 i), ARERIEEE
[RIFIER.

=3

'Hacker R_US' gets eight years in prison for bomb threats and DDoS extortion

https://www.zdnet.com/article/hacker-r-us-gets-eight-years-in-prison-for-bomb-threats-
and-ddos-extortion/

OpenClinic BEFHFEXEZB FRHFIE
H#3: 2020-12-01
/ﬁ,ﬁi \EJ

3kJE: Tara Seals

24/ 35



(@) CERT (228 nm=so)
%gﬁ’ S860-CER T http://cert.360.cn

#5725 ['OpenClinic’, 'XSS', 'Management Software’, 'Path Traversal']

‘OpenClinic’ NFBIEFHFAI T NBATEEBEFRHIREE. HPsSABINE, 7
FARESMDIITRNREREE NN BREFZEEER T AREESE (PH) . OpenClinic
EFRNERICEREIRNME, Bishop Fox IR ARIR, HE#hkA2 2016 FA7HHY
082, FAXERENPAEINES., REARARNRE, XERESRRD>SHYE
Uk, X EferZE. BuhmBIAR (XSS) MigREh. MEE&ESHIRRE (CVE-
2020-28937) ROV EFRIESIBTKNSHRICE,

5

Electronic Medical Records Cracked Open by OpenClinic Bugs
https://threatpost.com/electronic-medical-records-openclinic-bugs/161722/

ARBEFBTILIER Wi-Fi Kl

H#3: 2020-12-01

3kJR: The Hacker News

% ['Google’, 'i0S', 'Apple’, 'iPhone’, 'Wormable', 'Wi-Fi', ‘Vulnerability']

B Project Zero WEIBEEMAREL/R (lan Beer) 2020 12 B 1 BIRE T — NS
*NYFFE IR R" IOS ImEHIFRER, ZRERREmtie & F LB Wi-Fi stz
FEHERE RS, NWRE—RAUKNEEXEFFEANE TXNEE, tRrFRLRE
i, IEEMERRE, FZFREBEFEMYt, SRMEMANBEF T aIlRE EAE—
.

35

Google Hacker Details Zero-Click '"Wormable' Wi-Fi Exploit to Hack iPhones
https://thehackernews.com/2020/12/google-hacker-details-zero-click.ntml

TIM AR5 (RTR) BIE XX 6 4 Oday iiF
H#8: 2020-11-30

S5

KB Pierluigi Paganini

#R%: [TIM's Red Team', "Massimiliano Brolli', 'Vulnerability', 'StruxureWare', 'Schneider Electric']

2020 &£ 11 B 30 H, H Massimiliano Brolli 1589 TIM £IpARRZ AT 7 HEM B SAY
StruxureWare P mAY 6 PR, EMEESERE 2020 F4 BE 2020 £ 11 BZ[E
BETXYRE. EhEESET INERERMNBm~m (211CS, SCADA 1 IoT 7=
mm) ROMERCES,  StruxureWare 2S¥IEIREEMAVIXG, BTXIRER, IR, Hhg:
M HVAC H7ER I, f=HAEE,

1B

Exclusive: Experts from TIM's Red Team Research (RTR) found 6 zero-days
https://securityaffairs.co/wordpress/111692/hacking/schneider-electric-zero-days.html

Gootkit BEH 5 REvil #FEEK 4 F B IHER
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HER: 2020-11-30
/ﬁ»:&i LP
kB Lawrence Abrams

b

#5r%5: ['Gootkit', 'Trojan’, 'REvil', 'Germany', 'Ransomware']

AIfe—aF, Gootkit (SRIFEUFRFEARSNEFEEKER, 5 REvil $IRRG—RE TH

SHEERFES.  Gootkit REZE—FPET javascript FIEEEM, CRFESITEET
A, BIEEEICE. REWUA. SFEEFEME. B1E, LRENTERALIGEN_ERTT

EIE, 2019 &, Gootkit K& 1S MongoDB #iEEREEEEM L, EfE MongoDB %
EEEZ THIEMR, XEIAZE, AL Gootkit EEXE T #1187, BRIE
£ 2020 & 11 BHINEAIEER.

3

Gootkit malware returns to life alongside REvil ransomware

https://www.bleepingcomputer.com/news/security/gootkit-malware-returns-to-life-
alongside-revil-ransomware/

e MER T 18 A &S Edge ¥ B

H#3: 2020-12-01
4%
>kJJ&: Catalin Cimpanu

#r%: ['Microsoft', 'Ads Injection’, 'Edge’, '"Malicious Edge Extensions']

HERELM Edge Add-ons TP Rub IR T 18 4 Edge NISS2E B, RXLE REA
IERFRY web ERERTETIEN S, 1E Microsoft @13 Reddit WEIFFHIZ XL
FlE, XY RE N B 20 HE 11 B 25 HERa#MibR. BMERFEHIR/N, Edge EE
R T MEILTRERRIGER, IXEPIRAKET E+FE—EE Chrome # Firefox AY5

EEEFFFE G, EENSROEASFEEK, XEEBPNEHTUHERS
AR
P

Microsoft removes 18 malicious Edge extensions for injecting ads into web pages

https://www.zdnet.com/article/microsoft-removes-18-malicious-edge-extensions-for-
injecting-ads-into-web-pages/

RAMNMEEFEILEBKNth Room” kL BH#EFIAIA 40 £

HHF: 2020-12-02

S

kIR Wagas

#RZE: ['Cho Ju-Bin', 'Nth Room’, 'Sextortion’, ‘Jailed]

FHEAY Cho Ju-bin HdEiz@IBE/D> 74 B, 845 16 BARMEAN, £ Nth Room HIfE
FIHEESHNEBNS., 25 ZH9 Nth Room kB Cho Ju-bin ##FINIk 40 &, MAEL
HAfER, #@R&, Nth Room B2HENZS AMIIGRARINAZZMNEEZ—, Cho Ju-bin &
) 1 EAERILE AT TR,

5
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Leader of biggest online sextortion ring 'Nth Room' jailed for 40 years
https://www.hackread.com/nth-room-online-sex-trafficking-ringleader-jailed/

¥ & DocuShare iGiE-S B & iE MR

HHF: 2020-12-02
&R
>kJJ&: Tom Spring

#R%: ['Xerox', 'DocuShare’, 'Vulnerability', 'Sensitive Data']

FEREM TSI NRENEERRER, XEREsm 7 Ehindsts DocuShare (il A
BIEFE, XEREUNSRERNAE, BJgE=(E DocuShare HFESZKE, MNMESEBUFEL
’EL, NEZ2S5EMREZEFE (CISA) 2020 F 12 B 2 HRB T ZE2NE, FE
FFPMNEEBRMNAENT, LUERN Xerox DocuShare ISFT&RITIRAS (6.6.1. 70F17.5) &
M N ELE /.

E2E

Xerox DocuShare Bugs Allows Data Leaks
https://threatpost.com/xerox-docushare-bugs/161791/

10S HEYIRIE ] L TEE WIFI BESEENEFIERFI
H#: 2020-12-03

£

K& Liam Tung

#r%: ['Google', 'iPhone’, 'iOS', 'Apple’, 'Wi-Fi', 'Vulnerability']

255 iPhone ZEHIEI Project Zero (GP2)fmiEfAREITHERE, 105 RAFEFEE—NR
8, FJLALKEERE Wi-F BERSERTEEEHERF. GPZ 2BHH— 1 L2HR
NH, BEESEEIFIERTRG0RE, BERERAI Windows 10, &3K Chrome #
Android, LAR3EERAYIOS #1 macOS, L JiI5T I0S BER) GPZ X lan Beer i, fb#E
2020 S ERRaAIIARIE, 1F Wi-FisBEIRMNEEEEE iPhone B98BHF0
EBFHBE, FFEH) Messages HRIEFBEFANEE,

=S

Google researcher: | made this 'magic' iPhone Wi-Fi hack in my bedroom, imagine what
others could do

https://www.zdnet.com/artide/%oog\e—researcher—i—made—this—magic—iphone—wi—ﬁ—hack—m—
my-bedroom-imagine-what-others-could-do/

VMware €87 NSA iR &9 Oday iFiR

H#: 2020-12-04

£

3R Sergiu Gatlan

#R%: ['VMware', 'Security Updates', 'CVE-2020-4006', 'Vulnerability', 'Command Injection’]

VMware 2% 7REEH, LURR VMware Workspace One Access, Access
Connector, Identity Manager #0 Identity Manager Connector #7f Oday J@id. Zi®ia

27/35



(&) CERT
E‘:g/\ =/ BSD http://cert.360.cn

=T ENER, #BERA CVE-2020-4006, F 2020 F 11 B 20 HATHEE., R
R IDRIARLLER, WEE DT LAFRABRFAEEN Linux F1 Windows BIERZ EHITE L.
ES

VMware fixes zero-day vulnerability reported by the NSA

https://www.bleepingcomputer.com/news/security/vmware-fixes-zero-day-vulnerability-
reported-by-the-nsa/

Google Play JRR1GEEEN BRFH 2B &
H#: 2020-12-05

5 &

&8 Akshaya Asokan

#3:%: ['Play Core Library', 'Google Play’, 'CVE-2020-8913"]

Google P|ay store SFEFRI—NRSRIE R BEE LB REBEHRITIREID, MNMELA
2R FREEIE, ZREwBLEA CVE-2020-8913, 2 Android Play Core EEFRRI—ML
EHITIRIE, ZERITFMRAERZEFENERS Google Play EE;:LHQE ARARIEE, B
EE%‘JM%UEHM)%, ENEERE, EEREERBEHGEIRTEIL. SENESHIIE
15, BUZEEHMNREENAEFHHEER

5

Google Play Source Code Flaw Makes Apps Vulnerable

ht%%%é/é/vwvv.databreachtoday.com/goog\efplayfsourcefcode—ﬂavv—makesfappsfvulmera ble-
a,

HXREREW
1 RESSRGRES MRS BB THRAT RN T S5

2. BENISER. BRAEFIG. vpn, EERKRESERNNDTANERER, NNEFRRR
FThRA
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360CERT HZ 2T ARFIA 360 Z2AMKAY QUAKE Btz Fa, BITRNLER
BARRIBEE, MzimEE T, pIBEREAAR KIS Ask(quake#360.cn)5REY

XTI e

@UAKE

(Z) 360 2o tIIN T
360 Z2RHIZE D TR FEBIMERERN, SERSEHERSREKOTF
B, XNZSSRIERON A TSER I ANRERT, 1SR FERERER T mXIERE A

(shaoyulong#360.cn)FREXNT M= G2

+ 3560

J SEAIRRMES

29/35



) CERT E=EED)
k{!.agﬁ BSD http://cert.360.cn

(=) 360 %222+

EIARIRZEEH, Windows FIFRIEY 360 22 PELHIN Rt T =%, HitFEs
IR AR LURIRIEE 2SR PR mE R AN F R B~ mt TEH. WaH

fEla@ AT X KRB miasE AL, (360safe-ent#360.cn)

Z2P+12.0
REEE

200 @+ 4500 v+ 10000 m+
ERERHAELHESR ERERIR AR R RS iR
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4. FHEREEEEX

5. BB RAEY/ERI B5EM
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fEEER 1 BEMRmER, EXIETE
2. BHHSERNRREFHR TR
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BELER 1. BEH4EER, SXIER
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6. BHIRFEHBEN/BEIZEEREKR
7. BH/BESEEHED
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A BYMEHEMIAFER, FMAGEERFNEERG. hiXRE, ZFiREaE RS
NWESLImRE LW S, FHEMRIFRERBIXTEIRRE LIS TIERBEERERIE
SxeE=M,

LB | IMLILFRIRE R RRH T EERIRN, iRm0, IRSESUR.
DNS &Eig&

REFIA | B=(ER 0day 5 nday, YWERFAKRIRSHITEE

web Wy | BECEANERERAR, 3 web BRSETMK, € sqliEA. XSS, T2
W7, TEiEFLES

BIRSEM | WMERERRIGERINERIER, LINSOACIRK. MIRERE, KRR
ElE

TS | BERERREIREME, S BRRXErEEEE, BEsIEER A
BURMER S E =H Bir RSB ES

DDos EEFERINENERREFER, ERSETEEELE, SEHEHIEERR
ToiEIl,
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