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ETHREMERMGRT, #HE 3400 FERES

HEH5: 2020-12-07
B Lawrence Abrams

#:%: ['Foxconn', 'Ransomware’, 'Electronics', 'DoppelPaymer’]

2020 F N B 29 BAA, ELRAESASH—FRL) BBHRRHEE, WHEDTWN TR
INERIS, ARXNRE>ITINE., EBLREEREAEFFIEAE, 2019 FAIE
WINIEE 1,720 12370, ELEIAERIE 80 hER L, =BLERAIFAEEE Sharp
Corporation, FIH Mobile #01 Belkin, 2020512 B 7 H, DoppelPaymer BiZ=E{4EEH
HRUFHIET RS AR TETE LR NA S, tRIVEIRSIEEMI ST
&, EFEEEMUUSESHRINDPANFRER.

E2E

Foxconn electronics giant hit by ransomware, $34 million ransom

https://www.bleepingcomputer.com/news/security/foxconn-electronics-giant-hit-by-
ransomware-34-million-ransom/

BRAMGHNEZEENENRS

H &5 2020-12-07
R 5
SkB: Teri Robinson

#r%: ['Clay Heuckendorf', 'Backup Systems', 'Ransomware’, 'Ransom’]

£ Clay Heuckendorf FfHIBIA S R AT U RLEEZ FRISMHEIEERRZA, WEE
MELERETHRIENE., WEEMR T ERIE0IRMGFREE 7 RS 2PA9EIERX
., TEEPHERSSE LET TR, R 7T — 1T EHIcR=E. ShNGEERE
MERIIEXH R R BIASHRE D EMEETIFMERER, NTFE LS H EIRAIK
2, NMEREEERM AT RS,

1B

Ransomware attacks target backup systems, compromising the company ‘insurance policy’

https://www.scmagazine.com/home/security-news/ransomware/ransomware-attacks-
target-backup-systems-compromising-the-company-insurance-policy/

A FIREEFEPF Raccoon EERH

H#3: 2020-12-08

kI8 Akshaya Asokan

#r%: ['FakeSecurity', 'Raccoon’, JavaScript', 'Payment Card', 'Skimming Group']
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ZENa Group-IB #R, — P& FakeSecurity' 89 JavaScript (SR ABE RN FITEE

7 Raccoon BEHHF, BNRHNBFESMEGRESENLNTHMEE, R
FRSME 2 AE 9 BRI IR RS PR REE R, X EERT /L
RO Raccoon AR,  IRLEH(ch T B GE EBRSIAHIPILE R BRI
BRI,

B

Payment Card Skimming Group Deployed Raccoon Infostealer

https://www.databreachtoday.com/payment-card-skimming-group-deployed-raccoon-
infostealer-a-15549

BT RZ R Zebrocy TR Rl 7E BB E R IR

HEA: 2020-12-09
= =
SEJE: lonut llascu

#R%: ['Zebrocy', 'APT28', 'VHD', '"Malware', 'Spear Phishing']

BRSNS Zebrocy R TRERIMER (VHD) FLUBREATL, XFSARTE

BT APT28" (Fancy Bear, Sofacy, Strontium, Sednit) &ERI& Y NPIEENFH LI, 9

BIIRZLENRER Zebrocy TENTRBRRBIRR R, Zebrocy 3FZfRIZES
(AutolT, C ++, C#, Delphi, Go, VBNET) , ERIAMNEEF, WHESZEET

ETF Golang BIRRAS, MAEESEIAY Delphi 7,

E2E

Russian hackers hide Zebrocy malware in virtual disk images

https://www.bleepingcomputer.com/news/security/russian-hackers-hide-zebrocy-malware-
in-virtual-disk-images/

Qbot BEEHH4FI H Windows B &al

HHA: 2020-12-09
fﬁ@)’( @

SkIB: Sergiu Gatlan
#R2%5: ['Qbot’, 'Windows', 'Autostart’, 'Cobalt Strike', 'Egregor’]

Qbot BEIRUHISFIIR AN S ES B Windows 1858 XA 2 BUisE B BAE A ENH,
FERFREEsREERT BRMMFRIARZE. Qbot (t#7J9 Qakbot, Quakbot 71
Pinkslipbot) 2—# Windows {R17KS, BEEIERINEE, E/OM 2009 FHiaiER, AT
FERITEILE, PAGEMVSEE, WEERHFEREZICRINEE, TTLIEZRTE
M EZ%G1]. 3& Cobalt Strike, 2t Prolock #1 Egregor BiZ=ER{4AY payload,

=2

Qbot malware switched to stealthy new Windows autostart method

https://www.bleepingcomputer.com/news/security/qbot-malware-switched-to-stealthy-
new-windows-autostart-method/

njRAT KBz E &£ A Pastebin &t C2 fR& 2%
H&H: 2020-12-10
6/34
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>KJJ&: Charlie Osborne
#R%:['C2', "Pastebin’, 'njRAT', 'Trojan’, 'Payload’, 'Botnet']

NRAT IZiZIHEIARE (RAT) RUIZERLIEERA Pastebin C2 BEREERMEZEHRA

SHEE, 20204 12 B 8 H, Palo Alto Networks A 42 EMEZE/NEAIT,

NjRAT" (1BFR9'Bladabindi®) M Pastebin FEFH#H1T payload’, B TIESHHIHSIEH
(C2) BrS588. WA NETFFARRYNRAT 2—F 2 ERINTEFAARS, CREBInENT

SRR, BESIITRUTNREREUR. BURTIE. #EICRS.

B

njRAT Trojan operators are now using Pastebin as alternative to central command server

https://www.zd net.com/ar’tide/grat—tr’ojan—operator's—are—movv—usmg—pastebm—aS—
alternative-to-central-command-server/

StealthyTrident {75): ATHREZE T

H#3: 2020-12-10

kB MathieuTartare

7% [Able Desktop’, 'Mongolia’, 'HyperBro', '‘Backdoor’, 'LuckyMouse’, 'TA428']

ESET AR AR&IL, BRI Able Desktop REHM TR S BIBIHEN—E0D, #=
& 430 NEUFHWER, 1ZBIRARER RS HyperBro I2(E1RY, IR ARIERINT
5'ShadowPad a1 JRUEE, MEENAEZEDWA N AENNEEFER,. ARARIAA
‘Able EFTRESE 2020 5 6 BLLR—EIEBEIRIR,

e

Operation StealthyTrident: corporate software under attack
https://www.welivesecurity.com/2020/12/10/luckymouse-ta428-compromise-able-desktop/

PgMiner {8 M4 IREX BT PostgreSQL R

H#3: 2020-12-13
K& Catalin Cimpanu
FRZ: ['PgMiner’, 'PostgreSQL’, 'Brute Force', 'Miner']

ZEMRARKINT —MEFMERZRIE, BEXT PostgreSQL FIEFLEINZE LR

miner, #&p& PgMiner, 1B ARIR, EFMERIZ(ERUEXT internet Bi5E)AY
PostgreSQL #IREHITR NI T, B MEMEIIEE— M ATENESTE (Fa0,

18 xxx xxx XxX) A fZiBHIZBEINRIFRE P #blit, ERELAFF PostgreSQL iwO (ixO
5432) B9R%Z, R PgMiner &I 7 —NERIRY PostgreSQL K&, EFMLLEMNITHEM
EBohEI SR IERENE, dEEN postgres AFRIZES,
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PgMiner botnet attacks weakly secured PostgreSQL databases

https://www.zdnet.com/article/pgminer-botnet-attacks-weakly-secured-postgresql-
databases/

Pay2Key 2 Z 5B IEHF/R Habana L = By EE

H#: 2020-12-13

£ 5

SKIg: Pierluigi Paganini

3% ['Habana Labs', 'Intel’, 'Pay2key’, 'Chipmaker']

FAFIE FRIA T RS A ISR Habana L3R =1EE] Paylkey BIRIHIZERAIEZLL
&, WEBEES LAV T 8UEEIE, HPRE—MASHhEE (Gaud) AIFELA
TERECHRIERS, BEEZT—ittiRERINEE, UNLRCIETETHEZ QTN
HENER, BEXEMEESHNTAENEIETIRE, MRXEER, XERBII6E
BRIA N BHIPTEERNE,

=S

Pay2Key hackers stole data from Intel's Habana Labs
https://securityaffairs.co/wordpress/112258/data-breach/pay2key-hacked-habana-labs.html
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TrickBot ¥ Fi# A {21 Subway UK B4R S #H{TMEN &

H#A: 2020-12-13
%S5 5
SR8 Pierluigi Paganini

#R%: ['Subway UK, 'TrickBot', 'Excel’, 'Phishing']

EENRTREMMKATSN—ERRSR, FIARAEREMNEHNEER, BEFAEEE
B, mEERFHHASEAMIEPMBAITER, HEhai— 15z, Ee— 1 EE8
Excel 315, XL Excel IS LAREFHRAR] TrickBot =, REHKATZENEED
SHNAER, FHOZFMAEFRETREBAIE F .

15

Hacked Subway UK marketing system used in TrickBot phishing campaign
https://securityaffairs.co/wordpress/112248/data-breach/subway-uk-trickbot-phishing.html

{ABARY RANA Android EEZ4KMER TR

H#3: 2020-12-07

£

3kJR: The Hacker News

#5%: ['Android’, 'Iranian’, 'FBI', 'RANA]

2020 F 12 B7H, —HAMRARRE T —FALABIRAFFH) "Android” [BIEIRHENIS
B8, ZMEHFAM— I EZHENRZITRN. ZET AL ES SR TR E UL
FAIRIFANIR, s2dI Wi-Fi &z, BaEISESOnIkE, LUESRImEE,

15

Iranian RANA Android Malware Also Spies On Instant Messengers
https://thehackernews.com/2020/12/iranian-rana-android-malware-also-spies.html

BRRMHBEFEERMEE Netgain K AHHTEH
H #7: 2020-12-08

LR

>k Lawrence Abrams

#r%: ['Netgain', 'Cloud’, 'Ransomware’, ‘Take Down ', 'Cyberattack’]

2020 F 1N B8, =ITEM T RSZIZMER Netgain BB RREKEE, HIEPHEHUE
LT,  Netgain AETREISTHTWHAEHRMTENS IT AL R, BETE
IT IRSHEEBIRS AR,  Netgain FEIRMEA1Z 2020 & 11 B 24 BEIRPHRERNZE
#. 2B 4H, EPFRKEIRE Netgain (9B FHBE, BMFERIRATEVICEREES
EINEWE, e sBBRFEE .

=3

Ransomware forces hosting provider Netgain to take down data centers

https://www.bleepingcomputer.com/news/security/ransomware-forces-hosting-provider-
netgain-to-take-down-data-centers/

9/34
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fRBARY Android (&R &4 KT FA NI K

H#: 2020-12-09
&%
kIR Prajeet Nair

#r%: ['Android’, 'Reversinglabs', 'APT 39", 'Spyware', 'Iranian’]

RIEZ 2 /\F) Reversinglabs RUIRE, Android [EEAE ERIBEEAIEIN T #HA0I0
Bg, BIEMT Skype', ‘Instagram'F 0 WhatsApp EHIFANIIK, HRIFRIZESIER
FLLYEIRAAPT 39°, t#RS Chafer Remexi’, ‘Cadelspy #01'1TG',  ZBLHIA I SFRA
BFFEELZ, APT 39F1—% &4 Rana Intelligence Computing Co. HIBXE A TIIHFEA
TBIRMZ = a8 =,

E2E

Iranian-Linked Android Spyware Sneaks Into Private Chats

https://www.databreachtoday.com/iranian-linked-android-spyware-sneaks-into-private-
chats-a-15556

Adrozek SEEERAAEZ MM BT H SHEREARRER

H#A: 2020-12-11

FR H

kIR Pierluigi Paganini

FRZE: [Microsoft’, 'Adrozek’, '‘Browser’, 'Extensions’]

MIREETR, —FP2 8 Adrozek FUFTE RS =RGURE, HBEIXNZNGRRE, &
RERTNEPIEN S3KEHF Chrome, Edge F1 Firefox XI5528, PR EEQEIENE
15, ERREMIBIBmE R I ISR, WEEBIME SIEMREA, XLIR
BRI B AT E R 2.

5

Adrozek malware silently inject ads into search results in multiple browsers
https://securityaffairs.co/wordpress/112166/malware/adrozek-malware-campaign.html

AXREEW

| EREARMERSEE, MPKIE. DS, aRE

2. RDIMERFAIAERANNSS, PRERIEAIXbS

3. RESIRGRENRSEGHITIRATRFN T B

4. BENRGSEE. BEHEEFG. vpn, IMERESERITANERER, NEITEFRIE
FThRZS

5. FEABRIZ=HI

6. TREMEHEE, NSRRI, TS MM, REEEiTARITIER
7. FNEREE=mXG M
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8. Enlim N LEANNAER. N RS
9. FRPERE, NNEATEN, FE—AJEERRE 2R IS T TSI
10. MWERZIEHITIRE, BERIEM AR

(D) #EZ=
REE—EEN 3 E#ET 85000 4 SQL #EE

H#3: 2020-12-10
SKiJ&: Catalin Cimpanu
#5%: ['SQL', 'Databases’, 'Dark Web', 'ZDNet', 'Selling']

HRIBET 85000 4> SQL HiEEEREN LHE, S PEUREINERTE 550 57T, 1M
uh2 ZDNet IR EHRART 2020 F 12 B 10 BAIAY, RXtKEE 2020 FHILSK
—BEEHTHIEUEESRITR—8ln. BEEEWE T SQL #EE, NEIEETTH
R, MBREIRERIES S, FETNESICR, LURSSEMEERKAKEE, UBEI
1IRYETRE,

1B

Hackers are selling more than 85,000 SQL databases on a dark web portal

https://www.zdnet.com/article/hackers-are-selling-more-than-85000-sgl-databases-on-a-
dark-web-portal/

25 TSR MySQL #IRFEERN T &

HER: 2020-12-10
fﬁ@)’( fﬁJ
3&JB: lonut llascu

#1525 ['BleepingComputer’, 'Databases’, 'MySQL', 'Dark Web']

EEEREM_ LS 7T —MEZML, HENETG MEAGER MySQL ARSS=5HE5EAY 25 5
NEIEE, BAOEIREENANAD 718, BEUEESHRWSHI—EED, zssHE 2020 F 10
BUESREIEM, B7£ 2020 & 5 Bfp, BleepingComputer #iiR&in, —MNEHHIEE
M_EREEAEN SQL #iERE, FEMEEE, WMRMIIASIHIED, BfteIavEuER
7te

35

250,000 stolen MySQL databases for sale on dark web auction site

https://www.bleepingcomputer.com/news/security/250-000-stolen-mysgl-databases-for-
sale-on-dark-web-auction-site/

FRNECMENBERRTRE, RE7 100 3 723BEFENER
HEHA: 2020-12-10
SKiE: Marianne Kolbasuk McGee

7% ['Florida’, 'Dental Practices’, 'Data Breach’, 'Support Services']
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HEZBERMNAT—ZN 20 P BERFFHZHEHSISIRSIOATRTER T REK

&, RET 100 S HLRFENER, BIFZURS. ZARaEEML EIRE SRR
BAR. BESREANTRIFIEZ—, EFEHBRETWMAAT, ZFHEE 2020 F
ES5HIBRENSERIRRIIEEESMZ— RERXGHERMN DGR NE=RN—7
EEBAIRE, 2020 F 10 B 11 H, SFMUT#HZBILMNFEHRIZFIEY Dental Alliance
Care WA 7 XLEEZEM,

3

Vendor to Dental Practices Hacked: 1 Million Affected
%Epgé//www.databr’eachtodaycom/vendor—to—dema\—pr’actices—hacked—W—miHiom—aﬁeded—a—

BEME T HRE =K K HIERF Embraer HIEE

H#A: 2020-12-07
SEJg: Catalin Cimpanu

3% [Embraer’, 'Leak Data ', 'RansomExx’, 'Dark Web']

Bz TR (Embraer) S#HRENTEZEHNE=RKIHIERD, £ 2020 F 11
REBEBERHRE. 2020F 1287 H, BFEAME T AEEEX MRS, S5
FRERSZHET —LERFTRRAANGE, FRE., BRI NSRSETRE 7 —
ERRML , Zuh BN ZREAGEER] (RansomExx, t#RA Defray777) SIE,

E2E

Hackers leak data from Embraer, world's third-largest airplane maker

https://www.zdnet.com/article/hackers-leak-data-from-embraer-worlds-third-largest-
airplane-maker/

FEAMEEAESHER 56 77 £ B T HB4-F1IN 2 & 5

HHA: 2020-12-08
i*;é/x' @

SkiB: Bernard Meyer

#R%5: ['Fax Express', 'Russian’, 'New Jersey', 'Leaked’, 'Database’]

FENAMERLRT] Fax Express E— MRS HIAIEZICI LittFE 78T 56 HEFHIEF
HRAFIEITITIRAVBEN EHS,  Fax Express @—RDEMUTHFEFAMNIBFEFAR, £EH
EEEN. S, FIEHL. BRENAMERYmm, Fax Express' B 1980 FHpizE, £
B8 40 Fh5E,

1B

New Jersey fax company leaks 560k+ emails and dehashed passwords

https://cybernews.com/security/new-jersey-fax-company-leaks-560k-emails-dehashed-
passwords/

B2 5 UiPath & 2 ¥4 5

HH5: 2020-12-10

12/ 34
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e =
k& Catalin Cimpanu

sh

% ['UiPath', 'ZDNet', 'Robotics’, 'Leaked']

R E) UiPath R—FREFHIR A B ARIFIeI AR, BrRIEEEIRE FHAaAA
REEXRZEFHIER, SHMBNR T AEEEM LHTENZ S, ZARE
2020 F£ 12 B 10 HALERPR—HEBEFHM+5E: 2020 F£12 B 1H, UiPath &I T
—RZeH M, ZRESFHSECHE TEEEX UPath Academy BFRITMAERSUS,

v

ZOHEIEESE . BRI, BFE. AFER. BXRitR, LUK UiPath f£4=F
& UiPath Academy iEFIFRY UiPath INEFHEE.
P15

Tech unicorn UiPath discloses data breach
https://www.zdnet.com/article/robotics-unicorn-uipath-discloses-data-breach/

BEINRBINANGEERE, Spotify Eik A&
HH8: 2020-12-11
S
ki Pierluigi Paganini
#RZ5: ['Spotify’, 'Vulnerability', 'Data Breach']
Spotify BB, N AEEIRE/LTBAREEFRSELVSSIEKEHTE,
BEINENAEMIRR 7 —IREFHFR, 2020 F 11 B 12 H, Spotify RFEHFAM T —1Ni%
B, ZRELTEREER Spotify IkFIEAMEERELS Spotify IR Sk, XEER
oI ReEIERE FEBAIRIE. BRSNS, B8, MRIFMEERE.
FIE
Spotify reset user passwords after accidentally personal information exposure

https://secuthaﬁ‘airs.co/word press/112215/data-breach/spotify-personal-information-
exposure.htm

HRREEW
1 RESEHHEFMRAERS
2. AIBRERSIRSHBIDR

3. IRVEMEURESRSHEEINNTEDANIIE, EUIERR, 50T ™%
RO HIEE

4. WTRERNRRSHR(VPSSEZHIEE, SUBMEFHXERBANBMINEFERR
=i

5. KEeEFFMERIMEEURETE
6. ERNHRTEIECERISE, 1EMHEUEITEFF AT HIERAIE
7. TR EAAI BRI
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(=) MLEHE
24 /AT FireEye IHE T & RiE

H &R 2020-12-08
= =

>kJJ&: Catalin Cimpanu
#r%: ['FireEye’, 'Hacking Tools', 'State-sponsored Attack']

EEREANLE B Z—, Firekye 2020 F 12 B 8 HF¥/~, BERITREELE, KEEH
B T HAEBMLZ, FHE5ET Firebye BFIXEEFMENEETH, E2020F 1288

BHeIFREA S, Firebye BEHITE Kevin Mandia R, WEE LR T SiZATRL

KFEFREXNER. S8 (Mandia) BEHEEAN' SEERNKEE" HEL

&, BIFSAREWIIEEX EERRIIERE T,

1B

FireEye, one of the world's largest security firms, discloses security breach

https://www.zdnet.com/article/fireeye-one-of-the-worlds-largest-security-firms-discloses-
security-breach/

%%ﬁ%ﬁ?wf%gzﬂéﬂ APT28 & 2020 £ 8 HFlS R EZEHNER

HHF: 2020-12-08
%55
>kJJ&: Catalin Cimpanu

#r%: ['Russia’, 'the Norwegian Parliament’, 'Norwegian', 'APT28', 'Parliament’]

MEZEZFENS (PST) 2020 F 12 B 8 HFR, APT28 REPHINESFEZHRC—, R
AJRERIZARIEBRENE THEINSRIBEFHMEFM,, BRI E(Stortinget) (IBREFHE
2020 £ 9 B 1 H#RiEE, AT, Stortinget & Marianne i, BEENTINESHIEFHB
HES, FHHNT Stortinget R TFIEAT HIEE [RIMUHE,

35

Norway says Russian hacking group APT28 is behind August 2020 Parliament hack

https://www.zdnet.com/article/norway-says-russian-hacking-group-apt28-is-behind-
august-2020-parliament-hack/

iy X5 & B TR AR (A RS &

H#: 2020-12-08
3K Prajeet Nair

#R%: ['Office 365', 'Microsoft’, 'Ironscales’, 'Spear Phishing’, 'Domain’]

‘BLE T Ironscales #r, B XA MEFBERNIEERG Microsoft.com B, FHIA
iz 8 Office 365 EHMIBFR BN, #1E2020F 12 B 8 H, $@amMEEmE /LT
PMHEFEFIRAIN, Ironscales BUIREARIL, 1t 2 12 office365 ABFHJgEmEIGER, E/9XLe
BRESRE— N2 E % Microsoft.com 2 AOEIRg, IXLEIB BB FHMFELEH X SRR
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5, EriRiE, R, fhigl, QREWRBETIHR) Office 365 BF, TELLXRTIE
W&, WEELESRIBRIER.

e

Fresh Spear-Phishing Email Spoofs Microsoft Domain
%t&s%//www.databr’eachtodaycom/fresh—spear—phishing—emai\—Spoofs—microsoﬁ—domam—a—

RGN T ARBAEMIEA CSS XHF

H#: 2020-12-09
SEJg: Catalin Cimpanu
#5%: [JavaScript’, "Web Skimmer’, 'CSS', ‘Magecart’, 'Credit Card']

I ENRFFR, WEIPTFARERA T SMSENEISRBER AR (IR
I T Bl Magecart iIAR) [RiEELRIERIS MIE, LABBLEERATL., IEAIAYE
VT BRI EIERERER, PRI ERE S EARERIEIR. MINENRITAY
JavaScript &£ (40 jQuery, Modernizr 1 Google BREMUADETIERE) ShFRMEITEM L/ N4
(PIANERSEIREO) &, ARFNKES, BB TEREEMLEAY CSS 34
&+,

E2E

Hackers hide web skimmer inside a website's CSS files
https://www.zdnet.com/article/hackers-hide-web-skimmer-inside-a-websites-css-files/

SideWinder APT AR BIHR. FETXER T
H#3: 2020-12-09

KR Tara Seals

#R%: ['SideWinder', 'Pakistan’, 'Afghanistan’, 'Phishing’, 'Malware']

SideWinder APT HERFIFBEDE, feiH/RFEEINEZ BRI AISHR(ERFEIE, K 7H#
WEEFIBI L, EEERRY. BinWELTRARMIE THERERER. XX
WHEEBNAE LEGERT webmal ERUE, BRIZREERTIE. BERERRWR
ARFR, XEMILENZEE LIRS RNASEHITRAY, ARETEN, T T
& RS,

=S

SideWinder APT Targets Nepal, Afghanistan in Wide-Ranging Spy Campaign
https://threatpost.com/sidewinder-apt-nepal-afghanistan-spy-campaign/162086/

B ZS m B R E R M A&

H#: 2020-12-09

SKIg: Pierluigi Paganini

#3:%: [The European Medicines Agency’, 'Cyberattack’, 'COVID-19']
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MNAREIER (EMA) B AMEKIERIER. EMA RBIREERIEAIAET,
WIRERBIAWE RSN EEEEF COVID-19BETEFN, FNARSESEED
KREERY COVID-19EmEF N REEXEEZNIFA, EULILISRFNEZER, &
AR ERNRE, REMIEMIEEUE.

e

European Medicines Agency targeted by cyber attack

https://securityaffairs.co/wordpress/112125/intelligence/european-medicines-agency-
cyberattack.html

Cisco I TEIMEA X EREFRLHY 2 FHEE

HE5: 2020-12-10
SkJB: Prajeet Nair

#3%: ['Cisco', 'Ex-Cisco Engineer’, 'Prison’, 'AWS']

EETNEZR 200 £ 12 B 9 HE%, B Cisco TRRMRHINIATE, IAfbiisEREaE N
1= Cisco, SIiERk 140 SETTHIRAK, FBREREENEEIIMNIERIGREDRE
R, 2020 F 8 B, 31 ZHIFRBA-REFEHME{+(Sudhish Kasaba Ramesh)z&iI\ 7 —Ig
2, BERERINAIBER T, SENEZERPRITEN, FRRERIEENRE.
‘Ramesh'M 2016 £ 8 BZ 2018 £ 4 B7£ Cisco ITE. BRATRE, tEFKE T
Amazon Web Services £ Cisco {FEBRIREAMEHARIABIEAIR, FHkR T 450 2R
M, X5 Cisco B9 Webex Z2Fi&Ry 7=H1E18R,

=S

Ex-Cisco Engineer Sentenced to 2 Years in Prison for Hacking

https://www.databreachtoday.com/ex-cisco-engineer-sentenced-to-2-years-in-prison-for-
hacking-a-15564

WordPress ¥ 0day £ T L 7ML 22 B E T

H#: 2020-12-12
I8 Pierluigi Paganini
#r%: ['Easy WP SMTP', 'WordPress', '0day']

BEIERRFIARITAY WordPress #i4 Easy WP SMTP Hy Oday ik EEEIER MK

R9ZERD, iR 500000 Nifm £, RERENT ESRM, EBRIFZiLSE

IREWIERN, WP-SMTP WordPress i1 HEEE SMTP RS8R EFfARXEPTEE LAY

EEFH0A, BRLEEBFHABAH NS ARSI AR/ S IR B S,

1B

XVorderess Easy WP SMTP zero-day potentially exposes hundreds of thousands of sites to
ac

Httpsh://s‘ecuthaﬁairs‘co/vvord press/112218/hacking/easy-wp-smtp-wordpress-plugin-
aw.ntm

HRT TR EF A VMware iFiE 5 BUEE
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H#A: 2020-12-07

R

kIR Sergiu Gatlan

FR%E ['NSA', 'Russian’, 'VMware', 'CVE-2020-4006", 'Webshell', "Vulnerability']

EEERZEBINSAZESR, SFEBTIFRES EAEANAREENIR VMware g
B, E2ZHERRSES FEE web shell, LIGIEUKES. =EEHEMSRTIEN:
‘ExReEwERTERS (NSS) , EfpER (DoD) FEPIEL (DIB) MNKZE
BRMTERERZ S INIRS 2 LRYRIE, " CVE-2020-4006 &AI#ITFAMEIRE, B
VMware fER T la, RF TRIARE: FREREEFEEQIRFIENER. 25K
RN ELR SR RESE.

e

NSA: Russian state hackers exploit new VMware vulnerability to steal data

https://www.bleepingcomputer.com/news/security/nsa-russian-state-hackers-exploit-new-
vmware-vulnerability-to-steal-data/

hER IR EEEZE R T Ledger INZHE TS

H#A: 2020-12-10
£
S&JB: Lawrence Abrams

#5%: ['Ledger’, 'Fake Data Breach', 'Phishing’, 'Cryptocurrency’, 'Email']

— P NEPIEENEREIRTT, ZWEFIBKEERT Ledger SKBRAR, RIEHHNEHIE
EtEEE, BTABGAIBESEIZ M. Ledger B—MEHIIEEDEE, AL
FFEE, SEHENESRM,. M 2020 10 BFE, Ledger BRFHAKEIRE
Ledger (9B XEUEHEAVEREFHMG. BFEpMEhisE, BREXEENITHRIE
M, FELbINZZEamhRAR Ledger Live, LUFERFIERDRIFERF,

5

Fake data breach alerts used to steal Ledger cryptocurrency wallets

https://www.bleepingcomputer.com/news/security/fake-data-breach-alerts-used-to-steal-
ledger-cryptocurrency-wallets/

Facebook i&}% APT32 Oceanlotus EEZI#EEH IT A3
H#3: 2020-12-10

£ 5

SKIJR: The Hacker News

#r%: ['Facebook’, 'OceanLotus’, 'Vietnam', 'APT', 'CyberOne Group']

Facebook RIME L 2R ARIETVEMR APT AR BER S1IZEN—X IT AFELERE
*k, RZEBRERIRBEFENERAINKAHD TSR, B 2012 FLIk, X
Lo RN B2 R RIS RIER, Facebook ZEBIERATR AMIHE/R A&FEM

(Nathaniel Gleicher) FNMZEEIMBIREZIEIL T R NTETE (Mike Dvilyanski) #R:
EEE APT32 SHirga—5< IT A8 CyberOne Group (t#RJg CyberOne Security.
CyberOne Technologies, Hanh Tinh company Limited, Planet and Diacauso) &%, "
1B
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Facebook Tracks APT32 OceanLotus Hackers to IT Company in Vietnam
https://thehackernews.com/2020/12/facebook-tracks-apt32-oceanlotus.html

CISA 1 FBI E4£ R EWE K-12 IZEHE

H#A: 2020-12-11

&4

kIR Pierluigi Paganini

#R%5: ['FBI', 'K-12', 'Distance Learning Education']

EECISAFIFBIESIR, FXIEE K- 12 UFE0 ISR KEEFMEIN, BRIEFE
HUEAINCIE R ERSS . BEEEME 2020 ZHE0MIG. S<E FBI. CISA 1 MS-ISAC ¥
itn, BENEINZ24)LER 12 54K (K-12) B98ENM, CISARBRIZEEIR, TRt
WHEIFEEE) 2020-2021 H4F,

e

Threat actors target K-12 distance learning education, CISA and FBI warn
https://securityaffairs.co/wordpress/112194/malware/k-12-cisa-fbi-alert. html

AXREEW

1 BFRFWERIE TR, KA EREBNXRAIINNmEOMIRSS, RATAIIMNA R
2. RURFFEIMNGZENHNTIE, RAIAKMESIDR

3. IRMEBENEREESRSHEEINNTENANIE, EUIERRN, SS0SChE™E
AOIEEHIENE

4. BIIIKOLEE, SRERTEN. NERS. SARKSEFERRO<S
5. RESNRGRE MRS EEHITIRATTRAN T B

6. BFENEEE. HMFEFUR. von, ITERESFENNINANBRER, NEITERZIR
FThRAS

7. RN EERIAERASS, RERAIERIXEE
8. MFrrmBmEEE

(FO) Efh=sEG
B E BB M & & mE i TCP/IP HdkiRiE A KBS

H#3: 2020-12-07
KR Jeremy Kirk
#R%: ['loT', 'RCE', TCP/IP', 'Stack’, 'Amnesia:33']
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HUABERITHGEZEETD Y 0T RS EE TCP/IP s iFERERRE, 1ZRIESHTE
LREHTT. IERIRSHETEREERE. Forescout’ FZmEFA "Amnesia:33’, 21K
150 MEN SRR B I BEEREINE., XYREEN T ZSMSFNRARRSR, SEET
wrE. TIEHIRS. RS, SChr -2z TR TCP/IP hiMikhgsE.
SRR BRI RN B ZEE Y EAIR .

e

Millions of loT Devices at Risk From TCP/IP Stack Flaws

https://www.databreachtoday.com/millions-iot-devices-at-risk-from-tcpip-stack-flaws-a-
15529

F=ER MDHexRay iRiERNE 100 ZMEFFRIR RS

HEA: 2020-12-08
= =
kB lonut llascu

#r%: ['GE Healthcare', 'MDHexRay', 'Vulnerability', 'CVE-2020-25179']

AT ETRBRIRER GE Healthcare BIBXHHEFE—"ERE, ZiFmERBEEERERN
EERIRFAZERIRN, EErgER I ERs. ZmEEIRJI MDHexRay, IRiEwSY
CVE-2020-25179, EBEMT1Z ST/ mEAsFH9 100 28 CT, X538, MRIIRE
B, BETRENEREAE CyberMDX RIMF A T iZmE. HRARRS 7%
i\, F—EENE) GE Healthcare SHIZELZE,

1B

Severe MDHexRay bug affects 100+ GE Healthcare imaging systems

https://www.bleepingcomputer.com/news/security/severe-mdhexray-bug-affects-100-plus-
ge-healthcare-imaging-systems/

FLERINSE 2016 £ERERKMAY DDoS B

HHH: 2020-12-10
i*;é/x' @

SkIB: Sergiu Gatlan
#r2%: ['Mirai', 'Botnet’, 'DDos’, 'Attack’]

Mirai R MEEEN—aEEmRIAS 5T 2016 & 10 BigmEEMAHUESHRTAY DDoS
Wi, ZFABMSFIELRSSE DDos Wk, BiIESE, PayPal, Visa,
Netflix, PlayStation Network #1 Airbnb, 1Z{EF 482 Mirai 2 MESAIEER, SR
HE 2015 £ 2016 & 11 BEAEIEEM AR T HARY, TiJRTF DDoS K&k F
8. WEESSHEHER—2ARMEA.

1B

Teen who shook the Internet in 2016 pleads guilty to DDoS attacks

https://www.bleepingcomputer.com/news/security/teen-who-shook-the-internet-in-2016-
pleads-guilty-to-ddos-attacks/

Microsoft FIBAIR & HIFT =5 T& & RCE jRil
H&H: 2020-12-07
19/ 34



"1, ¥ BeE— KE3E0
(@) D0-CERT [EEEEY
w COMPUTER EMERGENCY READINESS TEAM http:hrcert_BBO .Cn
/ﬁ»:&i E

K& The Hacker News
#r%: ['RCE', 'Microsoft’, "Windows', 'Oskars Vegeris', 'Evolution Gaming', 'Zero-Click’, 'Vulnerability']

EMPENIRENARERT, — 1 EREEEEHRITRCEBREIFREE BT &IE—
FIF RSN BERATERND, NMERBIFNRSE, ZREITHEZRFARE,
ZimERESHEIRFAF T2 RARIFANIIR, 32, WEBRZS. FANEZRF MS Bl Z
SMO D ANEHRROVVEZ (EM &, 2020 £ 8 B 31 H, Evolution Gaming A% T2}
Oskars Vegeris [@ Windows 1R 7IX1NREE, AEHMIE 10 BIEREHREES,

3

Zero-Click Wormable RCE Vulnerability Reported in Microsoft Teams
https://thehackernews.com/2020/12/zero-click-wormable-rce-vulnerability.html

PlayStation 8 7 ™ EZERBHNITIER
H#: 2020-12-08

£ =

SRR Pierluigi Paganini

#r%: ['PlayStation Now', 'Parsia Hakimian', "Vulnerability', 'Remote Code Execution’]

TREESEE A Parsia Hakimian &I PlayStation Now (PS Now) =% Windows N FfEs
FrESMReRE, BEULAEEREINBREFRZART Windows g5 EHITES
9, TEIETT Windows7SP1SkESMARIR S £, XERKEZIM 7 PS Now 11.0.2 F1EE
HIMRZS, B PlayStation Now 2014 FiEHLIK, 1TRAMERT 220 /5.

=S

Critical remote code execution fixed in PlayStation Now
https://securityaffairs.co/wordpress/112049/hacking/playstation-now-rce.html

D-linkvpn BEHSER T ZBHEANR
H#3: 2020-12-08

Ve

FN =

-1

3&J8: lonut llascu

#r%: ['D-link’, 'VPN', 'Routers’, 'Remote Command Injection’, 'Vulnerability']

D-link @& igHhssett VPN BEBINgEIEF, 7 D-link hirE—NRE, KEERE
BRI RZRETEEHIRE, SRS TEEIRA 3.17 S ERIRAFIIRHEE S
DSR-150, DSR-250/N, DSR-500 #1 DSR-1000AC, #=FhitlimiairssHZRA 2020 £ 8 B
N BIRER, 1ZmiEE root as<iEN, WRAILUBIT AH BENIGEIREHY " F—IRSS I8
FRgs'web £, SUALARIER BiZiEiE,

1B

D-Link VPN routers get patch for remote command injection bugs

https://www.bleepingcomputer.com/news/security/d-link-vpn-routers-get-patch-for-
remote-command-injection-bugs/

%k 2020 ££ 12 A 12 HW# T HEH T 58 MNKiE
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HHA: 2020-12-08

ER &

kI8 Catalin Cimpanu

#r25: ['Microsoft', 'Patch Tuesday', 'Vulnerability', 'RCE]

fMEx 2020 £ 12 B 8 BAf 7513 10 2MF@mARSH) 58 M L2 T, XEMRER®
EFH (9 Patch Tuesday) B9—&B7. SHMRERAMHIEM 100 2 MEXMEFIE
tb, 2020 & 12 BREIMEFHERS, EXFIFrEREXEREN™EEMIBILS
7. 2020 F 12 BN T REBI =0 —HwIAENTEAEHRT (RCE) KE, XL
ZeRBESTHE, FELXERFEY Internet sREEAMNEHITRE, BERK,

1B

Microsoft December 2020 Patch Tuesday fixes 58 vulnerabilities

https://www.zdnet.com/article/microsoft-december-2020-patch-tuesday-fixes-58-
vulnerabilities/

Adobe ZEE#HEE T Lightroom F=ERKRE

H#3: 2020-12-09
3k Charlie Osborne
#R%: [Adobe’, 'Lightroom', 'Security Update’, 'Vulnerability']

‘Adobe’2020 FERfa— IRt ZEEHEE T Lightroom', Prelude 1 Experience
Manager R ERFE, Adobe BN TIEERFT 2020 F 12 B 8 HAfm, PR
W, ER=MOANETERE. Adobe @z g 360 CERT 2R RIEHEENS,
ZIARARIRE T IR,

e

Adobe security update squashes critical vulnerabilities in Lightroom, Prelude

https://www.zdnet.com/article/adobe-security-update-squashes-critical-vulnerabilities-in-
lightroom-prelude/

Apache {8 7 Struts 2 AR BIHITIRIE

H#3: 2020-12-09
SKIg: Pierluigi Paganini
#r%: ['Apache’, 'Struts2’, 'OGNL', 'Remote Code Execution']

Apache £ 2020 FF 12 B 9 &AM T LE&EH, LR Struts 2 5 OGNL AR B XY
BRABNTRER. WURARARERT %) EBX BAREETLUBIEEEEN
'OGNL" F|iA=(, 51& OGNL FRAX IR, RLEMTZAEHNT. 1ZREs
Struts2.0.0 & Struts2.5.25, Struts2.5.26 BUARIEE 7TiX R,
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Ba Struts? NEADIITE, H¥ERET 360 QUAKE

HRBIEST
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ENE
o
Low
hEMIERT
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A 76w
’ B e—
0
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ENE
B3

Apache Software Foundation fixes code execution flaw in Apache Struts 2
https://securityaffairs.co/wordpress/112089/security/struts-2-flaw.html

Starbucks &8 7 ¥z F & P AR ZEREHITIRE

HER: 2020-12-10

£R 5

SkJE: Charlie Osborne

#5%: ['RCE', 'Starbucks', 'HackerOne', '"Mobile', "Vulnerability']

3,909,095

3,820,167

801,426

766,881

663,912

561,082

550,244

495,194

762,341

447171

392,673

351,676

335,375

172,281

166,571

163,613

Starbucks (€ TS F LI ERTRE. B Kamil” ko2sec” OnurOzkaleli'$2

RAFTRERET MR S H, HF 12 B9 B, &REHWATHE
mobile starbucks.com.sg (EEFINMKAFINFES) LATHRCEBE. RIBXHIR
2, “ko2sec'fE mobile.starbucks.com.sg’ &I 7 — N FFRMBEIER A ashx L&

R BE, LERIRBIREINAREN EE, XEREREE BAXNRENIULEEE

=

NAFHRERA T ERSARE.
EaC
Remote code execution vulnerability uncovered in Starbucks mobile platform

https://www.zdnet.com/article/remote-code-execution-vulnerability-uncovered-in-
starbucks-mobile-platform/
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Valve By Steam PRS2 IRIALL R EHIFELBEXR

H#A: 2020-12-10
EZR 5
3&JB: The Hacker News

#r%: ['Valve', 'Check Point’, 'Steam’, 'Vulnerability']

Valve B MBS EPFETERE, MBZRE, KEEMITZILLEREIH
EER, EEEHEZNE=0ENRS:E.  Valve B—xZWBAIEE I AR
BT, E MBI RITES Steam LUK (&)« (REEBHE) . (B

) o (ERZR) . (FEAZ=E) . (REZR) 1 (Dota) FEZ25KK.

e

Valve's Steam Server Bugs Could've Let Hackers Hijack Online Games
https://thehackernews.com/2020/12/valves-steam-server-bugs-couldve-let.ntml

Cisco &% T Jabber BRI ITiFIE
H#3: 2020-12-10

3R Sergiu Gatlan

#R%: ['Cisco’, 'RCE', 'Cisco Jabber', "Wormable', "Vulnerability']

Cisco EEEE T —MERIECEHAIT (RCE) KiE, ZRmEsm 7 ERT
Windows, macOS i1 EEHIZMRARY Cisco Jabber, Watchcom HIBFFR A RATR
TIXPAIERAY RCE A,  Cisco Jabber 2 Chromium BRATUHESS (CEF) #9828
RIBYE BRI E RN R E N AR,

1B

Cisco fixes new Jabber for Windows critical code execution bug

https://www.bleepingcomputer.com/news/security/cisco-fixes-new-jabber-for-windows-
critical-code-execution-bug/

QNAP £ 7 BE1EE NAS RENTERE
H#3: 2020-12-07

£ 5

3K Sergiu Gatlan

R 'NAS', "QNAP!, 'XSS', 'Command Injection ', 'Vulnerability']

MILERTANERE (NAS) HER QNAP 2020 F 12 B 7 BRI T RE8EH, BET I TE
i, WEERBENIIFBZREZ EEHARE NI NAS ikeE. QNAP —IHZE7T 8
MNEEESIE NAS RENRE, XLERBEIE XSS, S EANRRE. FAGSINTD
LURHINIR, AERRESNARESF LHITESWRS, HEERERFRE,

35

QNAP patches QTS vulnerabilities allowing NAS device takeover

https://www.bleepingcomputer.com/news/security/qnap-patches-gts-vulnerabilities-
allowing-nas-device-takeover/
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Fi & Kubernetes kR A2 2 R & & A9 o o] N B iR 9 B A

H &f: 2020-12-08
Zgf: oh
P

#R%: ['Kubernetes', 'MITM', 'Vulnerability', 'Google']

Kubernetes fFE—"1wilE, ZiREPIREFEREEREBEFIBFEA (MITM) KEi=gck
BEfhERFPIIRE, Kubernetes FmEeERECIRME X EIE LK EEF FIRERY
Y, Kubernetes (X4& K8s) &&#JH Google 74, IFER Cloud Native Computing
Foundation #7, B— 1 FERSZ, EEBEMINNER LB EE,. ZRERSH
CVE-2020-8554, imlEEHRAFE, H Anevia A9 Etienne Champetier R,

E2E

All Kubernetes versions affected by unpatched MiTM vulnerability

s

5. Sergiu Gatlan

https://www.bleepingcomputer.com/news/security/all-kubernetes-versions-affected-by-
unpatched-mitm-vulnerability/

OpenSSL FHE™ERiE, B BIE#H

H #7: 2020-12-08

FR H

kIR Pierluigi Paganini

#5285 ['OpenSSL', 'TLS', 'SSL', 'Dos', 'Null Pointer]

OpenSSL INEHEEHR TLS/SSL TESHFAETENRTERE, RMLBREZ2X2Ee
fRSS (DoS) W&, ERIERERZETEHEUESIAB. 1ZimiEEA Google iR AR David
Benjamin k&,

=2

OpenSSL is affected by a "High Severity’ security flaw, update it now
https://securityaffairs.co/wordpress/112085/security/openssl-tls-ssl-toolkit-flaw.html

(bR MR Az ERmHA 5 FRE

H#: 2020-12-08
R &
KiE: Akshaya Asokan

#r%: ['Russian’, 'France’, 'Bitcoin’, 'Prison’, 'BTC-¢']

HEHRARTFHLLA MBS (Alexander Vinnik) I3 T BTC-e IZEHREET, Bt
2fE1H, 2020 F12 B 7 Bt TREEFIREFREE, Ao 10 5T (12 53
70) BISIR.  EEEAORE, REZEEEBTAE Vinnik IBERRTE, BE—REERE S
XX 41 & BFRIENZRMSICIEER B RERAIERIMER.

18

Bitcoin Exchange Operator Sentenced to 5 Years in Prison

https://www.databreachtoday.com/bitcoin-exchange-operator-sentenced-to-5-years-in-
prison-a-15546
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%oogle FIRET Atheris, —4°7E Python K3 EHKZTERENT

H &A: 2020-12-09
Zgf: h
P

#r%: ['Google', 'Fuzz', 'Atheris’, 'Python’, 'Vulnerabilities']

Google IREEREBEFR 75— Fuzz X TER, UFSEFAARITUERINFERZ
ISSEREXRANZEREFEESERE, fuzzer(@l fuzzing TR fuzzing 5 AREII 0]
BN R FRHAREBNEIER ST ER ERREMR, NMEFRARERNHRE
FPRBFIREFERENUE. B 2013 FLLk, Google ZE&RRARCIBEHFRTZ
NFuzz it TR, 8% OSS-Fuzz, Syzkaller, ClusterFuzz, Fuzzilli %0 BrokenType 3§
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Google open-sources Atheris, a tool for finding security bugs in Python code
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https://www.zdnet.com/article/google-open-sources-atheris-a-tool-for-finding-security-
bugs-in-python-code/
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Hackers can use WinZip insecure server connection to drop malware

https://www.bleepingcomputer.com/news/security/hackers-can-use-winzip-insecure-server-
connection-to-drop-malware/
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Sophos fixes SQL injection vulnerability in their Cyberoam OS

https://www.bleepingcomputer.com/news/security/sophos-fixes-sqgl-injection-vulnerability-
in-their-cyberoam-os/
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Critical CSRF vulnerability found on Glassdoor company review platform

https://www.zdnet.com/article/cross-site-request-forgery-vulnerability-found-on-glassdoor-
job-hunter-review-platform/
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NI CompactRIO controller flaw could allow disrupting production
https://securityaffairs.co/wordpress/112228/ics-scada/ni-compactrio-flaw.html
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