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AR EL R ZES) SolarWinds R 85I FHIEER
HithZ=4

WEFIRI A B &1 7 SolarWinds B2
Medtronic MyCarelink AUIREPI LR EEEENORINRE
L2T 500 J5RHI WordPress 4 FE ™ EiRIE

PoS RIHFEARREHIITRE

Firefox €M T P &ERIE, 1ZmiBEERIE Chrome
BENEIRE T RS RERYAHI 0day iKiE

Bouncy Castle (8827 APl B/ IiEsudimE
SoRel-20M:—ME& 2000 HSEEIRFHEAEIESE
F=EHY Golang XML fEtfrEsimiEnT LGS SAML S5 381E
ERIEET I0S M iPadOS FRIZ MIEHITIRE

A ARIE RAM Z2E% WiFi =, MREXRIIV R S5
Facebook EERVEME VPN 17818 ACCC & EikRE

EENEmEVEAD T 2B

3/26

Y Fkk ok k
%k k
Yk Kk
%k k
%k k
Yk Kok
* %k
FH
%k ke
Y%k kK
Y Fkk ok k
%k k
Yk Kk
%k k
Y%k Kk
2.0.0. ¢

* %k
Kk Kk
K%k
Kk K

2.0.0. ¢



(@) 360-CERT (228~ amoso)
&gj :BSD READINESS TEAM hl‘tp:;’fcerl‘.360.cn

=. SHTFB

(—) EEERF

Symrise 7 Clop BIR BT REIL T £ 7=

HH5: 2020-12-20
B Lawrence Abrams

#R%: ['Symrise’, 'Clop’, 'Ransomware']

2020 12 B, Symrise 8% T —)R Clop 81234, JEFRIEETPEN T 500GB AIAR
mzEE, FI0% 71 1000 8188, Symrise @2tk 30000 24 =R ERNERFAE
HESF LR, GOEEE. TO0RBEASFILNr=R, 2019 €, Symrise SCIT 34

ZBRTTHIMIN, RT#EI 10000 A,

1B

Flavors designer Symrise halts production after Clop ransomware attack

https://www.bleepingcomputer.com/news/security/flavors-designer-symrise-halts-
production-after-clop-ransomware-attack/

REHLM A Google #l Facebook fRF B EE 4

H#A: 2020-12-14
R 5
3kJ8: lonut llascu

#r%: ['Molerats', 'Phishing’, 'Gaza Cyber\u200b\u200bgang’, 'SharpStage’, 'DropBook’]

‘Molerats P BEENERITIE XX @ENH—BE BRI Dropbox’, "Google
Drive #1'Facebook HUFTHIE R, BT IZESXMREITI S, FENREIEIE. %
BEAMM 2012 FRiFHAEERK, Molerats ERIERIHIE K EHFER T NG,
‘SharpStage %0 DropBook”, LAK: 'MoleNet',

5

Hacking group’s new malware abuses Google and Facebook services

https://wwvv.b\eegmgcomputer.com/news/secumy/hackingfgroup—sfnewfma\Warefabusesf
google-and-facebook-services/

BRBORNESEREHETKE LR

H £ 2020-12-15
)
SiE: Lawrence Abrams

#r%: [The City of Independence’, 'Ransomware’, 'Attack']

EAENIRIZT 2020 F 12 B 7 HEBHRWH LWL, BEMIIERETXAECH IT &
gt, MRARFR, ENEETENRSTE, FANIBE0TEREIIZNITTER
Mo  BRAIRIEEH—FREMTRIIRS, SRS ARFUIKBMELS (FERS,
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Ransomware attack causing billing delays for Missouri city

https://www.bleepingcomputer.com/news/security/ransomware-attack-causing-billing-
delays-for-missouri-city/

B R 5] Hurtigruten BRI EhRHR4ELR T

HEHA: 2020-12-15
ki Pierluigi Paganini

7% [Hurtigruten', 'Norwegian', 'Cruise Company’, 'Ransomware’, 'Cyberattack’]

BBEMBEC A E) Hurtigruten NEEHMEFERE—H AR "Hurtigruten AU EEREFE
AIRIEERZ R T #ZRINGAINE, 2B E. " 2 8f 2020 F12 B 12 Hi%
RIT R E, ZANBENRGR— DRGSR, 2 BRI EE 2R —5%E
B, e, =M BRI AER TE .

B

Norwegian cruise company Hurtigruten was hit by a ransomware

https://securityaffairs.co/wordpress/112320/malware/cruise-company-hurtigruten-
ransomware.html

Gitpaste-12 #E ¥ K 7 BEHSEE

HE: 2020-12-15
%55
B Lindsey O&#039;Donnell

#R%: ['GitHub', 'Monero', 'Gitpaste-12', 'Worm', 'Pastebin’]

‘Gitpaste-12 2P MEIZFRFZETXT Web NERER, IP BRENFIIEHEES, Gitpaste-12' 2
£ 2020 £ 10 B FEEXIET Linux BIBRSS=SFOEXN (loT) RENIEFER A

19, ZEBF MR GitHub A0 Pastebin & R=HMAAS, HBEZED 12 NMENK TR
B, FEFE— T Monero IS mAYTEER,
P15

Gitpaste-12 Worm Widens Set of Exploits in New Attacks
https://threatpost.com/gitpaste-12-worm-widens-exploits/162290/

Goontact: #FAISH*F Android F1i0S A R E =844

HHF: 2020-12-16
fﬁ@)’( fﬁJ

SkJ&: Catalin Cimpanu

#R25: ['Android’, 'i0S', 'Lookout’, 'Goontact’, 'Malware']

ZEMRARRI T —HFHIEEERFISANIIEEREEY, BrifFET Android 7]
IOSEHAF, XPEN Goontact AR IREIENZEEIBEWEEIE, HIANBIEER
A 5. BRIUEERSE., Biikera) Lookout 1eilIEN Goontact SRS B AIE
WE=FubmTok, XEE=HihsiE 2R EEEBNER.
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New Goontact spyware discovered targeting Android and iOS users

https://www.zdnet.com/article/new-goontact-spyware-discovered-targeting-android-and-
i0s-users/

Ryuk, Egregor E1Z&IH 4B & FIFH SystemBC /517

HH8: 2020-12-16
&8 Lindsey O&#039;Donnell

#R3Z5: ['SystemBC', 'Tor', 'Ransomware’, 'C2']

AREELEE]) SystemBC B A EEIRILIBsMCAIE, FHEREZWH Tor e, —
BHRUEENT, DRVESSENERRIIEZEERFT LEY —MFARNEE,
XEENEIPRYEEREZAERA1], FTEEEREmSHES (C2) IRS5E(ERIM
ik, SystemBC @—MARIEFITZEIETH, F 2019 FEREAT.

1B

Ryuk, Egregor Ransomware Attacks Leverage SystemBC Backdoor
https://threatpost.com/ryuk-egregor-ransomware-systembc-backdoor/162333/

REEBBZ =T RESY RINHENAHIEF
H#: 2020-12-16

SKI&: Sergiu Gatlan

#r%: ['Edge’, 'Microsoft', 'Malicious Extensions', 'Phishing Sites', 'Redirect’]

Chrome #0 Edge MIISRAIEEY EiZFREERd 300 5, EfAZHIAE Chrome
Web Store#0'Microsoft Edge N4 P E=dE, BB mIEIANEREF I EEERE
EEFIEMIL,  Avast EIMBIRIAR A RKIESIR BEIRIT N ERFRE
‘Instagram’, “Facebook’. Vimeo fNEMIIEELFSHIMIINEM. =4 Avast 7E 2020
FNAREIM T IXEY &', EEDXET RAgEEEFAESE, FR—L Chrome i
FEEAFEETR, M 2018 12 AR, SEREsiiginis.

=2

Malicious Chrome, Edge extensions with 3M installs still in stores

https://www.bleepingcomputer.com/news/security/malicious-chrome-edge-extensions-
with-3m-installs-still-in-stores/

DoppelPaymer B B4 IFELIELEARNZES

HHF: 2020-12-16
fﬁ@)’( fﬁJ

SkJ&: Catalin Cimpanu

#7525 ['DoppelPaymer’, 'FBI', 'Ransomware’, 'Ransom’]

EEBFNEERR, BiIELmNE] DoppelPaymer E1ZREFRIAKEN T ERZBIERYS
I, BIRIMREREEXNIEE, HREEGZEEZRNINER TEEFBIIBEGT
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. EEEGTEERTR, Doppelpaymer @REPHEERNAEMNZ—, EEBFHEE
BENZZEBFRPMAINMNEG, LIHIEWAS, ERNEE, ENZEEBNEE, AR
SBeEE, FHAXSHHNEEHTHIINE, EPIERRT,

1B

FBI says DoppelPaymer ransomware gang is harassing victims who refuse to pay

https://www.zdnet.com/article/fbi-says-doppelpaymer-ransomware-gang-is-harassing-
victims-who-refuse-to-pay/

Agenttela TR EH 7 BRI RINGE

H &5 2020-12-16

LT B
F. =

kIR Prajeet Nair

#r%: ['AgentTesla’, 'Cofense’, 'Information Stealing’, 'Credentials']

EZena) Cofense KA —MIREFR, "AgentTesla (S 2EFEERFAIFIRMRABE RSN
RIEIREIEETNRE, BIEIIEE 2Nl FHMH- = FiRATEE ],  "AgentTesla RAZETE

2014 FWLZEMRARKIN, HRARTE 8 BIHAI, 1ZEEEIMAERT LIM vpn,
ENDEEE. FTP SAFIEE F 4= FimEs BV EIIE,
Pl

AgentTesla Malware Has Updated Data Harvesting Capabilities

https://www.databreachtoday.com/agenttesla-malware-has-updated-data-harvesting-
capabilities-a-15617

FREAERRES Pay2Key BIRE A KB

HHi: 2020-12-17
)
3 Sergiu Gatlan

#r%: ['Fox Kitten', 'Pay2Key’, 'Israel’, 'Ransomware']

FEIEZREZE Fox Kitten' 5 Pay2Key MIRIAAR TS, ZARSOFIREIILAESIF]
EERER, EIMEIRAR ClearSky &7, tEIZFRRAEIRAIERL T, Pay2Key Z2HF
BAAPT K Fox Kitten'izERY, 1Z4B4RF 2020 F 11 BE 12 BB TH KNS, &
REARIUBHAE],

=2

Iranian nation-state hackers linked to Pay2Key ransomware

https://www.bleepingcomputer.com/news/security/iranian-nation-state-hackers-linked-to-
payZkey-ransomware/

BRI (FEEAASE 2077) FHLIR

HER: 2020-12-17
kB Lawrence Abrams

#r%: ['Windows', 'Android’, 'Cyberpunk 2077', ‘CoderWare', 'Ransomware']

7/26



(@) CERT (228 nm=so)
&80 =R http://cert.360.cn

WEHEBIEEN (FEFR5 2077) ko &SR Windows #1'Android 23<tg /s, % (]
{#@RETE 2077) £LE—PBEFRA CoderWare (IR, AT IBERAFPLELEN
%, WEEBEE BRI ERIFREERERF. (P T BRSO H T
Ko

e

Ransomware masquerades as mobile version of Cyberpunk 2077

https://www.bleepingcomputer.com/news/security/ransomware-masquerades-as-mobile-
version-of-cyberpunk-2077/

FTEY Windows KO EFHENEFFEHE. Outlook ¥

H#A: 2020-12-14
5 &
KB Lindsey O&#039;Donnell

#R%: ['Microsoft', 'Windows', 'PyMicropsia’, 'Trojan’, 'Information Stealing']

AR AREI T —MErH0E 9 PyMicropsia BIEEHEKRD, 2 AKDZ2HEEMESR
“AridViper FF&RY, AridViper AETRIHZRAVALR S EFRMEE, BRIBRE Microsoft
Windows 5%, 1ZAKSEBRENEIETIETIEE, sEBIENIEEEAYENE, 78X Outlook
15,

E2E

New Windows Trojan Steals Browser Credentials, Outlook Files
https://threatpost.com/windows-trojan-steals-browser-credentials-outlook-files/162223/

Credential Stealer $tX%£HE. MEXBITES

H#A: 2020-12-17

£ h

S8 TRENDMICRO

#R%: ['AHK', 'VBA', 'Credential Stealer', 'Excel’]

2020 F 12 BohE), ARAREI T — M EUDEBTEREFAYER), XM 2020 I

AT . MRS RRLUERR Excel TS, XX EE AHK IAGmESS AT T30, &
B AHK BIZASSZ44F0 Visual Basic for Applications (VBA) %=, HARARIRE: 7 EEH4H
anofliEE (C&C) BRSSeS, HMEXLRSSREEE. F=Mixil, B, TG
— B NEEFIIERSRIH TH T,

FIE

Credential Stealer Targets US, Canadian Bank Customers

https://www.trendmicro.com/en_us/research/20/l/stealth-credential-stealer-targets-us-
canadian-bank-customers.html

AXRREEW
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1 ENRLFREELEIRE, WHOKIE. DS, #pEMXE
DN R IERIAAERANSS, BRI EAIXS
RESIRG R B MRS BRI ThRATHERFIN T B35

BFENIEEE. #MFEFIG. von, ITIERESERN N ANAEIER, NAEEHRER
FThRA

FERBR T =2

ENEMNEIE, IR ATHIR

#RPERE, MR, FE—IEERARER IS AR TN S E
BENZE EDR i, REGERD

Bin N LB AN BIER. A RIS

(D) #HE=z=
%= E Bt A 5137 EH48 440GB By EIE 1T B

H&f: 2020-12-14

45
3&JB: Edvardas Mikalauskas

SN

O o N o U

#r%: ['Automation Personnel Services', 'Data Leaked', 'Ransom’, 'Hacker Forum']

ZE A SEBENM(Automation Personnel Services)iy 440GB #Z=E— N E=1CIx Fntt
#&, Automation Personnel Services AEIF7x, HRIIEDHTEE, SZ0EUERTEE
FIMRERERA. FERISXXGE S/ ERE. AFER. aFMERNRIE
KHBURSUS, BIANFRRERLARSIAR M, 12T 11 B 24 HHGHEE, ot
TRAYEER Automation Personnel Services ¥E4857 (SESE,

E3r

440GB of data from US-based temporary staffing agency leaked on hacker forum

https://cybernews.com/security/440gb-of-data-from-us-based-temporary-staffing-agency-
leaked-on-hacker-forum/

5 & ERRAY 4500 T3 K EFr AT KOt s

H#3: 2020-12-15
>kiB: Gareth Corfield
#r%: ['CybelAngel’, 'Data Leaked', 'Medical Scans’, "X-rays']

B 2020 F, B 2000 5EFRSEATARENIPRES, RkS283 4500 53K X GHELE
GIEMEFZAEER, REEOR2EPER, JLWESRE, Hi, tFElEEe
mEBENEE, BERE, i, 55, AE, T ARRERS. HRARR, &
NI NEEHIRE, MEEEINEELINIE T IXLRS S EAIRS S L2k 7%
B,

B
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45 million medical scans from hospitals all over the world left exposed online for anyone to
view — some servers were laced with malware « The Register

https://www.theregister.com/2020/12/15/dicom 45 million_medical scans unsecured/

B & People's Energy 17, tt5E 25 A&EFAER

H#A: 2020-12-17
k& Paul Kunert

7% ['People’s Energy’, 'Steal Data']

A BERDIRASHNEARERAR (People's Energy) HIFE 25 HZEEF, H
T REmERNEEFNR, FREREHITR. XEEHREERaRER. KEEIUL. BF
MR, FBIRSHY. HAEHER. AMJRIBERIKFSHE, BMFBMEBERIRGIS,

e

Ethical power supplier People's Energy hacked, 250,000 customers' personal info accessed
https://www.theregister.com/2020/12/17/peoples_energy_hacked/

Azure Blob &5 CRM50 7 H9% F #1388 304

H#i: 2020-12-18
k8 Gareth Corfield

#R%: ['Azure Blob', 'Unsecured Database']

— R R FEFFATSH Microsoft Azure Blob'SkifiZzaiMIE, SEGEIT 50 FHE P

MR RBET AL ERES, MRIOSSaEREETE, ©%E5RE (Loyds of
London) FRIFHEEA TR EIET I, LR AR BB S VIR RN

T, LURBSIRENERRE T, BRAT Huel, ABIBASNAEHSRR TR
HESTHE.

2

Unsecured Azure blob exposed 500,000+ highly confidential docs from UK firm's CRM
customers

https://www.theregister.com/2020/12/18/probase_unsecured_azure blob/

HRZEEIW
1 SERBENEIRE SRS MBI AR, BLRRIEAR, ST
RIS

2. MTHRENTIRSR(VPO)NEZEIERE, SUMIFIHERELUNBMINISERIR
=1

3. EERERIHEERIGE, EHERTEFF MATHARRGIE
4. REEHEEFHRGERZS
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5. rREHFELREME, ROHTERENSHEILZEENE

(=) WBKE
FireEye #iIA SolarWinds it $§ B o5

B3 2020-12-14
SKiJ&: Catalin Cimpanu
#5%: ['SolarWinds', 'Orion’, 'US', 'FireEye’, 'Malware']

EEZENF) Firebye 2020 £ 12 A 14 BF R, RECEBIA 7 IRIEHRHER

SolarWinds', #AJEEE Orion M4ERE T m B S HHEMER, EREREE LT

FIBUFNES, Firebye' RUIRSEE EEMEED M1 <ERSHERBESEEEERS
(NTIA) BEINEBZEEHEH, R SolarWindows g Kt 2222 N2 FireEye ™

BRIF R,

=

FireEye confirms SolarWinds supply chain attack

https://www.zdnet.com/article/fireeye-confirms-solarwinds-supply-chain-attack/

SignSight 7301: X HREIIAEVI AN BT

HEi: 2020-12-17
%55
kIR IgnacioSanmillan

#R%: ['SignSight’, 'Southeast Asia’, 'Supply- chain Attack’, 'Backdoor']

£ Able Desktop BRI RS E R LT EZ fE, WRBATALER (VGCA) RIMuL E7f
RET m—REURKRE, WEEES TN NG RIS REER, FiR
TEIER. CESETHIRART 2020 £ 12 B AT 7 XFEAE RS, FHEE
TREBGHIBLFVNCERT ., VGCA 7R, tIEERIRE TIORKE, FEH T T
ZARSRERIARF,

15

Operation SignSight: Supply- chain attack against a certification authority in Southeast Asia

https://www.welivesecurity.com/2020/12/17/operation-signsight-supply-chain-attack-
southeast-asia/

REEABHENFTREELXT

HH8: 2020-12-17
fﬁ@)’( @

SKIB: Akshaya Asokan
% ['IBM', "Mobile Emulators’, 'Spoof Banking', ' Hacking Group']

'IBM Trusteer iR, — M BRERIEEEABNEIIZRINIRETEFIBNRE, 7
MEEFRGMARITHHEN T 85 Hh3EsT.  IBM Security B9 TZ2BRa) Limor Kessem'®
i, RECEENT SEEEWERIRGT, BETREREEETR. FAARBEEFE
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P sz R S g0 ERNRIEFAINEE, £ IBM FERRGIS, W&
EART 20 MemhiRilas, YR v BId 1.6 HEbiReE.

e

Hackers Use Mobile Emulators to Steal Millions
https://www.databreachtoday.com/hackers-use-mobile-emulators-to-steal-millions-a-15623

P 4554 & SE RN 5 A Outlook SEFS MR 14

B3 2020-12-14
3&iE: Akshaya Asokan
#R%: ['Microsoft’, 'Outlook’, ‘Abnormal Security’, 'Phishing’]

“Abnormal Security BUFFR A RFRR, — 155 EREN Office 365 MEBRIFIE I ERNFHRIRER
Outlook IEZRER. IREM, XEFKRITERKGEREZEZAER IT 2P JAITIBHR
HFR, WHEAREFRISHRARY Microsoft Outlook’,  ZEZEH TR BB+
RIsERZRT, PR EEOEI— RS, R R—NBERAAY Outlook BRA, %
A REREEE.

1B

Phishing Campaign Uses Outlook Migration Message

?tt 85://wvvvv.databreachtodaycom/phishing—campaign—uses—outlook—migration—message—a—
5587

Subway =B BiEF A A EN & ER

HHF: 2020-12-15
fﬁ@)’( fﬁJ

SkJB: Becky Bracken
#r%: ['Subway', 'Sophos', 'Loyalty Card’, 'Phishing’, ' U.K.", 'Ireland’]

Subway =BHiaHIBIR R EREBRIAMEBILENZEEZ—, Sophos BIARARKEI,
MEEHBIEN B REE/R=A Subway iR, BRNRBERMIITEHERR

. WRIBKENFRBILZEENZM T el 22RE, RIFEETAEEITEF
AR EBREREEENG . 2B ERATSAEREIZE URL, A URLITEGESIR
.
B

Subway Sandwich Loyalty-Card Users Suffer Ham-Handed Phishing Scam
https://threatpost.com/subway-loyalty-card-phishing-scam/162308/

BT inz 6 m N #ED0E N ERE RubyGems 3 €

HER: 2020-12-16
:*;4&3 E
kB Lawrence Abrams

#r%: ['RubyGems', 'Supply Chain Attack’, 'Packages’, 'Ruby’, 'GEM']

12/ 26
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FHIEEEHE RubyGems IEFERBHAEN S, FFINELHhEIIBFBRELEINE
M. RubyGems 2 Ruby fRiBiESHGE EIERE, RIFHAAR TEHEMAFIRAMES
FHSEHEMENNARRRT, BTEAAZTLUE Gem' LIEE) RubyGems 775,
I EE LB EEIAGE &R iERE.

e

Malicious RubyGems packages used in cryptocurrency supply chain attack

https://www.bleepingcomputer.com/news/security/malicious-rubygems-packages-used-in-
cryptocurrency-supply-chain-attack/

(£ EZR BB/ SolarWinds B HEFEZEANE

H#A: 2020-12-17
SIE: Tara Seals
PRE ['NNSA', 'FERC', 'SolarWinds']

EEREFRF N E SR EHTEEZMEENIERZZER (NNSA) &%EF| SolarWinds #iz5E
W&, EEREREPETHRBALIR, 898028 THEEZE, SENERRZEZE
B (NNSA) | BFBREREIEZRS (FERC) | SLRXIMFNHTEEI SR SRIB AN S fo
SHiExRSLE, LINBEREBELT=054t,

1B

Nuclear Weapons Agency Hacked in Widening Cyberattack — Report
https://threatpost.com/nuclear-weapons-agency-hacked-cyberattack/162387/

VEe T TS ahiR SRR MM L SRITIK P BB T XT

H#: 2020-12-20
3K Pierluigi Paganini

#r%: ['Fraud Operation’, 'Online Bank', 'Mobile Device Emulators']

IBM Trusteer FIBARAREIL T — M AAMRAIERIFI T, FRICHI R & (hEENE,
FEJLRAMMN_ERITIKPEEE R S 3ETT, XEWEIBTED FRAT AL 20 Meahies
EIEERIEHL 16000 Z2ANEFIFN, XEEPIRDRITIKFEEEKHETE, IBEFRR,
XEBE BRI R KRR TR 7o —,

35

A massive fraud operation used mobile device emulators to steal millions from online bank
accounts

https://securityaffairs.co/wordpress/112487/cyber-crime/massive-fraud-operation.html

BERFRE R G th & 2] SolarWinds i 57 $8 B H IR
H#3: 2020-12-17

S

SKiJ&: The Hacker News

#5%: ['SolarWinds', "Microsoft', 'Supply Chain']
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MERIESEEZ 2T SolarWinds A HEKERISIN, HRIRE, WSHHATEE, SFMEEH
SBIBELLLARTIERAVER 2182, Bt DAIES FIBALANEMR, FECkA~ mbEf=
SARRITEEMEESE. T, MDA TZREEZBREEE~ReH, HEFRT S
Z RS

5

Microsoft Says Its Systems Were Also Breached in Massive SolarWinds Hack
https://thehackernews.com/2020/12/microsoft-says-its-systems-were-also.html

AXREEW

1 PGEHRHREEA B RMIFEE, RIEHAENRE

MEr R W ERIE T(E, XA REEBXRAYNNIRCFIARSS, MATAIINWEE
ENEMNEIE, LIRS ATHIR

MRV, BRRABEZMAVERISS, RIIERRGH TLE2EFMNEN, KB

IRARBERI A/

5. BlinALERNNBIER. I~ FNEARNSS

() Efhss
MR AT EERE T SolarWinds B & A <58

HHA: 2020-12-15

477

T =

AW

SkJ&: Catalin Cimpanu
#RZ5: ['Microsoft’, 'SolarWinds', 'ZDNet']

2020 12 B 15 B, HIRMEHSATIELE, IHE T SolarWinds BEH4RieEZMER
BIL.  ZiEE R avsvmcloud.com’, BfFRamFlEdl (C&C) RSB, BERE
‘Orion Mz BBFEFHIRSEFEIALY 18,000 4~ SolarWinds B AIX TR =K.
“SolarWinds Orion'7£ 2020 & 3 BZ 2020 £ 6 BzZia&km 7 M 2019.4 &l 2020.2.1 BUEHT
IR, HEREE—FE 5 SUNBURST (HBFRJ9 Solorigate’) AUEEER{E,

=S

Microsoft and industry partners seize key domain used in SolarWinds hack

https://www.zdnet.com/article/microsoft-and-industry-partners-seize-key-domain-used-in-
solarwinds-hack/

Medtronic MyCareLink B it B FZEEENOERNEE
H#8: 2020-12-15
K& Pierluigi Paganini

#R%: ['Medtronic’, 'Cardiac Devices', 'Vulnerability']
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EHIRNE (Medtronic) A9 MyCarelink Smart 25000 Patient Reader Reader F=gaf71E
mE, WEETLF BZRERESEC ORISR,  MyCarelink Smart 25000 Patient
Reader & Medtronic IRITASFE S, AINEEBANOIBRE PKEEUEFEEERE
Medtronic Carelink W48, HRAREIM T =1"RE, AR BXERERESLSPEN
BANROIEREEEIRVEUE, XEREL PR EImiE L EE e = H BCIRY DR S,
FHE MCL B R BE XEES_ EHTIESARE.

e

Flaws in Medtronic MyCarelink can allow attackers to take over implanted cardiac devices
https://securityaffairs.co/wordpress/112328/hacking/medtronic-mycarelink-flaws.html

237 500 75X WordPress - 1FE = EiRE

B3 2020-12-17

E% 5

3kiB: Ax Sharma

R%: ['WordPress', 'Plugin’, 'Contact Form 7', 'Patch’, 'File Upload Vulnerability']

‘WordPress {4 RRIBIBARE 7 — MBS EERE, AR T —N T, 5%
KRR Contact Form 7 #8238 7#8id 500 5k, FEUETF WordPress Wiubpra & sk
5, WWXESBEHENER, Contact Form 7 HR{HEE T — M ZIRHIRIN 4 HETR
B, WHEYLWR BZRETE DEERTEEY Contact Form 7 HISUA-Z{RIFHETE,

Bay Wordpress (IEADHIITE], #iEkETF 360 QUAKE

SRRt
ESe| 20,943,208
’* @E 2,599,619

- ™

#E 2,195,810
w B 2,080,934
=E 1,666,178
(o 1,390,239
High HE 1,157,400

o 2094w
A 1,019,575

0
Low

REIMIESET
aE 430,033
= 150,491
I'#* 101,301
i 100,632
as 89,666
L 68,128
High WE 30,688
43w
JEm 29,865
0
Low
NV
5
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WordPress plugin with 5 million installs has a critical vulnerability

https://www.bleepingcomputer.com/news/security/wordpress-plugin-with-5-million-installs-
has-a-critical-vulnerability/

PoS i FEERRIBINITIRE
H &8 2020-12-15
35 GURUBARAN S

#R%: ['PoS', 'Verifone', 'Ingenico’, 'Vulnerability', 'Code Execute']

IRAREILT W ERARHER (PoS) #NE Verifone ¥ Ingenico FI™ERiE. 3=
SNHANEEE Verifone VX520°, Verifone MX &ZIFT Ingenico Telium 2'&%l, E(FF
FANERERYIRE L, WhEpeREY _HERE (f1a0, #EeatflgPXiat) RiTE
BAIE, WEEBEERFA PoS BKinKAAKXMESEIER. RER. mERRAFFAL
AIEEIR,

e

Flaws with PoS Terminals Let Attackers Execute Arbitrary Code
https://gbhackers.com/flaws-with-pos-terminals/

Firefox &4 7 ™ EiRiE, iZ&RiEBEHEfWE Chrome
H#i: 2020-12-15
SkiB: Tom Spring

#5325 ['Firefox', 'Motzilla', 'Patches’, "Vulnerability']

Mozilla E££ (Mozilla Foundation)2020 ££ 12 B 15 BA&7AY Firefox L& 2R E &
ET7—rrERENVIEGRE. BT CVE-2020-16042 iR, HF 6 MafeimEH
1BE, Firefox FRITERIEE Chrome NSRBI PSR T2E, ZREHRITFA
f“E&miE, Firefox #1 Chrome {pFREE2 AT CVE-2020-16042 94T, (WEEIIIAF
PG

=2

Firefox Patches Critical Mystery Bug, Also Impacting Google Chrome

https://threatpost.com/firefox-patches-critical-mystery-bug-also-impacting-google-
chrome/162294/

BENEIHET RSHREEKRMPH 0day KR
H#A: 2020-12-16
/}\fﬂ S;rg\u Gatlan

EBE/Na)(Hewlett Packard Enterprise, HPE)#%52 7 & Windows #0 Linux B9&H HPE
Systems Insight Manager (SIM)ZUS4ERFTARAFAY Oday wilE. REULTFZECEHIT
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(RCE) miEERIEML2EH, B HPE 22t Windows FUEREHZ, FFIEESS I
ZiwiE,
ES
HPE discloses critical zero-day in server management software

=
=

N

https://www.bleepingcomputer.com/news/security/hpe-discloses-critical-zero-day-in-
server-management-software/

Bouncy Castle {££ 7T APl 5 BIT4dRAE

H#8: 2020-12-17
KR Ax Sharma
#3:%: ['Bouncy Castle', 'Authentication Bypass', 'Vulnerability', 'Cryptography API']

‘Bouncy Castle @—PMiATHFFEERDE, ZEBERFETERIAESRTRE. CVE-
2020-28052 [mild#pkIhFIBfE, BEE RSN BRIKFEEERIKFAILIENR,
‘Bouncy Castle’' @ Java#0'C#'/ Net (FRA9—BIN% Api', X Bouncy Castle'f".NET kAR
P REL 71600 B5OR, 1Xi5BE T Bouncy Castle BURmIE=EE 4,

E2E

Bouncy Castle fixes cryptography API authentication bypass flaw

https://www.bleepingcomputer.com/news/security/bouncy-castle-fixes-cryptography-api-
authentication-bypass-flaw/

SoReL-20M:— N84 2000 AN EEHAFANEIES

HER: 2020-12-14
,ﬁ;&: "P
3kB: The Hacker News

#5%%: ['Sophos', 'Reversinglabs', 'Dataset’, 'Malware Samples']

"SoRel-20M"@— MRS, BAFT 2000 5> Windows .PESUFRITTEIRE, TRESFIIN
B2, ML NE) Sophos #1'Reversinglabs #£ 2020 £F 12 B 14 HEf& &% 7 "SoRel -
20M", XRBSELLKE—NEFARRSESIH AR EES, ZE8REGREMEAR, 8
RSB RIREE e DR M T AR 2 2 AFD IR AL 75 ER D2 .

e

SoRel-20M: A Huge Dataset of 20 Million Malware Samples Released Online
https://thehackernews.com/2020/12/sorel-20m-huge-dataset-of-20-million.html

FEEH Golang XML f#tfra& imiR o] IX5e1d SAML & 458 1E
HEHA: 2020-12-14

25

KR Ax Sharma

#5%: ['Mattermost’, 'Golang', 'Vulnerability', 'SAML', 'XML]

2020 12 B 14 H, ‘Mattermost'5'Golang thE, BT GoBESHI XML f#tfre2ehry 3
NEERE, MRWEERNABXLRE, SIS MET Go Y SAMLSCH, BEI84%
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I SAML IS5 ¥GIE, HFXERE, £7F Go B SAMLUSEIEFZER NS SRS
FEY, LB EEREEM SAMUBEIENEEING, AILMREERESE,

ES

Critical Golang XML parser bugs can cause SAML authentication bypass

https://www.bleepingcomputer.com/news/security/critical-golang-xml-parser-bugs-can-
cause-saml-authentication-bypass/

EREE T i0S M iPadOS FHENMIBMITIRIE
H#8: 2020-12-15

£

SKIg: Pierluigi Paganini

#R%: [Apple’, 'iOS', 'iPadOS', 'Code Execution’, 'Security Updates', 'Vulnerability']

EREMTLZEFH, LMEEH IOS M iPadOS MERZFHIZ N =S IE I TIRIE,
ERELZEEHPAM T I0S 14.3 F1iPadOS 143 i, LR 1N M &eiFE, 8E Lo

WiTREE, KEEEBNRXETENRE, BIEREFAHE iPhone#liPad £
PTEERE, XERERRSEE CVE-2020-27943F1'CVE-2020-27944'%&,
B

Apple addressed multiple code execution flaws in iOS and iPadOS
https://securityaffairs.co/wordpress/112304/security/ios-ipados-flaws.html

WA RIE RAM Tk WiFi £, MREXM EY R 5 51 B

H#: 2020-12-15

£

338 Catalin Cimpanu

#RZ: 'RAM', "WIFI', 'Air-gapped Systems', 'AIR-FI']

LIS —PTRFRIFE 2020 F 12 B 15 HRERT —IUHIAR, 1F4ENME 7T —IHR,
IZIZARBILAG RAM RERIZAEIERETHY WIFI &5988, FEIRE WIFig9, REKMASITENINE
WEUREUE, 1ZEARE N AR-F, BLBHRNFERAESELRFHAERRE A Mordechai
GuriRIA), AEIERNAFE, Guri RS THTMARIE, BSIFENATTTEMAREL
MBIR G EEEE,

=3

Academics turn RAM into WiFi cards to steal data from air-gapped systems

https://www.zdnet.com/article/academics-turn-ram-into-wifi-cards-to-steal-data-from-air-
gapped-systems/

Facebook B HiETE VPN 7 A% ACCC & LiXE
H 88 2020-12-16

£ 5

kI8 Chris Duckett

3% ['ACCC', 'Facebook’, 'Onavo Protect VPN', 'Court’]
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BT =ZH5EHEERS (ACCC) BAEEAFIEFRERNT Facebook REMZRF
NERAEEIFIR, IBIRXLENEEHET Onavo Protect VPN M TEFEITEEER, 1=52HR
Imit1T9. ACCCHEIR, 2016 F2 B 1HZE 2017 10 (8, Facebook REFAR
&) Facebook Israel Ltd'#1'Onavo, HF L FIsEmBET R T AERFHE.

3

Facebook dragged to court by ACCC over deceptive VPN conduct allegations

https://www.zdnet.com/article/facebook-dragged-to-court-by-accc-over-deceptive-vpn-
conduct-allegations/

XEMZRENMAT T REEM

H#8: 2020-12-16

£

>KiJR: Gareth Corfield

#5%: ['Boeing’, 'FAA', 'Software Updates']

KE 747 B, RS 787 BHFIKE 777 SHRRGEFEE T —LiwE, XLEREsm
TXITHZ e, HSEEERSPMTE (FAA) B TRARES. FE 777 KRS
787 Bl RGN ZEENE T RRISITH .

3

US aviation regulator issues safety bulletins over flaws in software updates for Boeing 747,
777,787 airliners « The Register

https://www.theregister.com/2020/12/16/boeing_software_updates faa warning/

HXREREW
1 RESSRGRES MRS BB THRAT RN T S5

2. BENISER. BRAEFIG. vpn, EERKRESERNNDTANERER, NNEFRRR
FThRA

3. REMBWLZE, RIHTHIRE. EEXHEEFILERE
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360CERT HZ 2T ARFIA 360 Z2AMKAY QUAKE Btz Fa, BITRNLER
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XTI e

@UAKE

(Z) 360 2o tIIN T
360 Z2RHIZE D TR FEBIMERERN, SERSEHERSREKOTF
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EIARIRZEEH, Windows FIFRIEY 360 22 PELHIN Rt T =%, HitFEs
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