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WEEKLY SECURITY INCIDENT
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FreePBX FF % & Sangoma #Ei& Conti 1RG4 &

HE5: 2020-12-24
B Lawrence Abrams

#5%: ['Sangoma’, 'Conti', 'Ransomware’, 'FreePBX', 'Data Leak’, 'Cyberattack’]

Sangoma B, HEX T Conti IRMHKEZE, EABRIUHEREFHILEE,
Sangoma =2 IP IESFEHFIEHRMR, LURITRIFHIR FreePBX PBXEBIRRFMEE, %
RFEFELPLIEEME FEIRATBIERSR, 2020F 12 B 24 H, Conti #hZRI4H
NS ZRAEUE T RLA = L& TiH8IY 26GB AUEE, XLAUERERITAIMNG
WEH M Sangoma FFERY, HRAEIERES BRI, WS, WE, [ITEFMFIFR
LARGEE B KA

1B

FreePBX developer Sangoma hit with Conti ransomware attack

https://www.bleepingcomputer.com/news/security/freepbx-developer-sangoma-hit-with-
conti-ransomware-attack/

1]1=5/A 5] Forward Air E%| Hades $1 & R4 B

H &5 2020-12-21
R 5
3kJB: Lawrence Abrams

#r%: ['Forward Air', 'Hades', 'Ransomware’, 'Cyberattack’]

Ris¥pmE) Forward Airi@3% s Hades $/ZREAGRIKIIKIE, XX BRI SIS~
AT, Forward Air @ —F T EERMNEMNIMERIEMT ISR AT, 1ZAF
2019 SRR 14 {2557T, BRI 43002 A, 2020512 B 19 H, FreightWaves
&%, Forward Air @85 7 WEWE, BEMIXARFLARIEKESIE, Forward Air
BEf=1EE BleepingComputer FIREBEFRAIA T I I,

1B

Trucking giant Forward Air hit by new Hades ransomware gang

https://www.bleepingcomputer.com/news/security/trucking-giant-forward-air-hit-by-new-
hades-ransomware-gang/

Emotet EXEX, SXI T 10 T/ EBFH

HH3: 2020-12-23

3kJE: Tara Seals

#5725 ['Emotet’, '‘Botnet’, 'Ransomware’, 'Banking Trojan']
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ZIREM T BIIREZ f5, Emotet BFMEBLER, BEH 7 payload’, FAET
—IpBRWE 10 B OMBERIRESKIEEs),  Emotet 3 2014 FLURITABAISDREL,
FArREANREELARSHIIRIMESEE, ERUEZEENS LR R
B, SIEEETSIMIER, BFHMHIEEss, BEEIHIMSHRIH,

5

Emotet Returns to Hit 100K Mailboxes Per Day
https://threatpost.com/emotet-returns-100k-mailboxes/162584/

WEEFEABRENITDEI &KX Dridex K5

H#i: 2020-12-24

K8 Akshaya Asokan
#r%: ['Europe’, 'Dridex’, 'Evil Corp’, 'Amazon Gift Cards', 'Phishing']

ML 22N Cybereason 1RIE, WAIBIRIH F IELASEFRIFRAIMN L& A B,
FRBRENITIAIILEE, &M Dridex'iRf7ARS, Cybereason IARARER, B
2020 F 12 Bie, WEHECEBEENAMERNMTEZEE(FNER, IEEMEIXLE
ExRR=RL, KEEBIRIXIEHM, FREAGE TR ENTSELmR. L
mRESE—NEEM G, WHEA—BTE, BInlftA Dridex K5,

1B

Fake Amazon Gift Cards Deliver Dridex Trojan
https://www.databreachtoday.com/fake-amazon-gift-cards-deliver-dridex-trojan-a-15663

BREFERIESSBRBRSHEHEN

HHF: 2020-12-27
%55
kI8 Pierluigi Paganini

3% ['Vermont Hospital', 'Ransomware']

PEMITARMAIASAS A RREMNEFOANTNEE+RBRENEEEF. 2020510
B, BERLTHEMIIERESHET PIOMBSAT KA R RMNES, XM T
£E10 8 28 H, AT SaEFHONMEREIRS. —TRE, #EAZES
PIOERINRFIRBIERE. 12 B, EREENTENSES FXHPELEH, 10 BT
REEBEFRZETROITEN RS ENKRESHEXREERRIEMNL 150 H TR
&Ko

35

Vermont Hospital confirmed the ransomware attack

https://securityaffairs.co/wordpress/112694/malware/vermont-hospital-ransomware-
attack.html

REVi| BN EA T EREAZAAANRER

HH5: 2020-12-26
g oh
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K& Pierluigi Paganini
#7525 ['Hospital Group', 'REvil', 'Sodinokibi']

REVIFEDZARIFHILK, X2 Sodinokibi', NMRTREZEFIMIFL, HEMERHEANE
FRIBHIRA. XRERERS NRIZH, EINERIEFA. Z. AR ENSTH
B, HEPAZEA. ZERERESWMATHRRGES, FEXERRSNTEEE
Ro

e

REvil gang threatens to release intimate pictures of celebs who are customers of The
Hospital Group

https://securityaffairs.co/wordpress/112637/cyber-crime/the-hospital-group-revil.htm!

HRREEW
| SUBHRUEERFERIIEN, RBHI%S

2. FEMENFEAELLDIRE, WKEE. IDS. #MFMXE

3. RETWRGR SRS AEH TR RN T B

4. BFENEEE. BMEEFIR. vpn, TERESERR T ANBRER, NNEFRR
FThRZR

5. BRTERE, NMKHEN, FE—IERRTEEN SR RTINS E

6. BEMNZEEDR =M, KAEMGUEMD

(D) #HEZ=
RERIEEMEET 27 T Ledger FTBHAESCHudt

HER: 2020-12-21
fﬁ@)’( ffJ
3kB: Lawrence Abrams

#5%%: ['Ledger’, 'Hacker Forum', 'Cryptocurrency’, 'Leaked']

WHEEREZICE LR T Ledger INE MR8 A PRIKTE FHM4FIRREHBLL,
Ledger @A FFlE, SEMLENEEDRBHINIEENES. REEXLEDENZT
TEEI— 24 P RENIKERIEN— N REMEE BRI RE Bk AP,

35

Physical addresses of 270K Ledger owners leaked on hacker forum

https://www.bleepingcomputer.com/news/security/physical-addresses-of-270k-ledger-
owners-leaked-on-hacker-forum/

NetGalley b 2 £ 421 55

HHi: 2020-12-24
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123218, NetGalley EIP# WihiBEHIELE, WEEREHDEEEZRTAGEEN
IR, 1ZEIEEE S NetGaley =RHIPAEE, BEMNINKS, &8, FAFREME
FHBHHIE,  HUERET IR SREMIEREEAFRFIILL, £H, REEWR
FMIKindle EBFHpf4itEit,  NetGalley R FEFIEMREEBRIMAONEEFTUW LW AT
EREPTFE, HEMNBERMEIIANZEHEFXLBIE,

3

NetGalley discloses data breach after website was hacked

https://www.bleepingcomputer.com/news/security/netgalley-discloses-data-breach-after-
website-was-hacked/

FrESHYHEIEED R

B3 2020-12-22

S

iR Matthew Hughes

#5%: UK, 'Pensions’, 'NOW', 'Data Leakage']

Hel, RENFESRUEF NOW BEE—LRENEF R TB T, E5RTREH
EIRMSHAEIE TR, ZEFHIMEIRSIEMHE TR AP EERHE T —
PARBBNAHMECIR, XEEIREE AR (M3, BFapFtutFIHAERHEE) LA
K ERFRRSH.

1B

UK firm NOW: Pensions tells some customers a 'service partner' leaked their data all over
'public software forum'

https://www.theregister.com/2020/12/22/now_pensions_data breach/

AXREEW

1 FERWHERT, REEVIHIEZS
NESEEF RN AR

BIEIRE RS SRR ST AFRIH AR
PR BRI BHNIFE D, RIEHNENZ S

(=) LKL
5= [E W BUERE 2 ™ E A SolarWinds iFiEI &

H &f: 2020-12-22
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kIR Mathew J. Schwartz
#5725 ['Democratic’, 'SolarWinds', 'US Treasury', 'Supply Chain Attack']

—URRRERSNURIR, EEVEERNER T AR SolarWinds N, 2+
EEVBEE FHMAIKERE, BREEEVMEEIEARREL, EEMEEE 2020 F
7/ B aB2ERiA, HFEiEEENEE.

1B

US Treasury Suffers 'Significant' SolarWinds Breach
%téﬁdrs]://www.databr’eachtoday.com/uS—Ueasury—suﬁers—gigniﬁcant—so\arvvinds—breach—a—

Mk F RS SolarWinds EZ| 2 EANE

HH#i: 2020-12-21
k3B GURUBARAN S

FRZ5: ['SolarWinds', "Microsoft’, 'Orion’, 'Cloud']

2020 % 12 B 21 H, gbhackers #iRE8 7 — 51X SolarWinds BEEME XIS EERH
WNT],  HIRATR SolarWinds Fo5g Orion (MEETBIRLE) BIBF, B AR,
M B mBEERIBIA, HAHRNEERRNERESE. FEkE, XLEEEFATH
RIRIRS, BB ATRIEMRE, &l 20205 12 B 21H, fMERERT
IEEBUASRITIE.

1B

Microsoft Breached in Suspected Russian Hack Using SolarWinds
https://gbhackers.com/microsoft-cyberattack-solarwinds/

£ SolarWinds M BT o P &I 7 #EY SUPERNOVA 5]

HER: 2020-12-21
R 5
SEJE: lonut llascu

7% ['Orion’, 'SolarWinds', ‘Backdoor’, 'SUPERNOVA', "Webshell’, 'Trojan’]

S HRE SolarWinds Orion tREEHEIN THES, ZeMRARKINTS— 1G], 1%
BIRAIRERBEE AN WEE. Z%=XFE 79 SUPERNOVA', 2B Orion MZEFIRL
BREFREIFEERIBHAT Webshell', SFEKREEBEEHITIEMNANE., 1% webshell 2
SolarWinds H9 Orion #{4ehFERI SR NET [

(‘fapp_web logoimagehandler.ashx.06031896.dII") FUAREZMA, IWEEXIERHITE
B, (FEEATLAbEE B an R E L E,
S
New SUPERNOVA backdoor found in SolarWinds cyberattack analysis

https://www.bleepingcomputer.com/news/security/new-supernova-backdoor-found-in-
solarwinds-cyberattack-analysis/

XETIERER T ERHAATHRER
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H 8 2020-12-21

ER &

KI5 Prajeet Nair

#r%: ['Moderna', '‘Regeneron’, 'Fake Domains', 'COVID-19', 'Phishing']

EEEFZENR, BFPEEARBEEIR T M MREFIZIAE) Moderna #1'Regeneron'#Y
B35, EEERREDIRER, 2020 F 12 BOWXEMNAREHTTEE, KNKEEE

78 T IR BIE R BRI FHE AR ER UL S5 EN A BT T B 1) @A s SR (A HY
51,
15

DOJ Seizes Fake Domains Impersonating Moderna, Regeneron

https://www.databreachtoday.com/doj-seizes-fake-domains-impersonating-moderna-
regeneron-a-15638

REF A oday ImBEBH ¥ SHEMA R IA iPhone

HH5: 2020-12-21
SRR Pierluigi Paganini
#R%: ['Al Jazeera', 'iOS', 'Zero Day', 'Pegasus’, 'Kismet', ‘NSO Group']

2020 7 B0 2020 £ 8 B, BUF T{EARMER Pegasus [EIRIANE T HBENEHY
36 ERETICE, FIRA, EFAMPITARRINTARRE, (ZTHEFRT Al Araby TV #I—
LSBT ABEDEER T B S, WEHEFNAT I0SHY 0day KRN E R TR
‘iPhone’, KEEFERT B Kismet BURIEFBE, 1282 Pegasus H28ER—EF7,
ZE g8 EER NSO Group AR E,

e

Zero-day exploit used to hack iPhones of Al Jazeera employees
https://securityaffairs.co/wordpress/112500/malware/al-jazeera-zeroday-hack.html

EXMO MNEZEHE TR ZFrEREIE, MK7T S RF~

HH#3: 2020-12-21
KR Sergiu Gatlan
FR%: [EXMO', 'Cryptocurrency’, 'Hot Wallets']

RENEEHRZEXMOIZERE, BERRGEEENEREEHTIER, 28T 5%HY

BEF, MEEREEERKNRY, 58 ERMNERERREREEMRABELSsE it

B)FE, PEREWZ TR FEEEH THIRSIHERAE, EXMO FR, M

12 B 21 Bt FRAnAERTE) 2:27.02 Frin, NIRRT G, ZRXZFMEEEME
=5,

35

EXMO cryptocurrency exchange hacked, loses 5% of total assets

https://www.bleepingcomputer.com/news/security/exmo-cryptocurrency-exchange-
hacked-loses-5-percent-of-total-assets/

9/24
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— M E B AR T8 TERIERD
H#3: 2020-12-22

£ ="

>kJJ&: Becky Bracken

#r%: ['German’, 'Bitcoin', 'Fake Puppy', 'Con’, 'COVID-19']

ARAREI T —MULS D HENSEINEENF RN ANES), SHEREEIIIF. %
Im/E=H Anomall i —ZBFR AR,  #E Amomalitlkss, XEmF8 2018 F 11 H
Lk—BRzETRRML, hi1&IE 17 DSz BRERRIRL, 1ZBLEES2E, JHF
Bl SHMIRE—F, Fodjie Bobga'=HEMFIEM=IY), WHESFHEZ(BRAIHE
RE, RENEEASESKAZZTEFSFM], BT COVID-19, tIBEEIEIMY
BRI, ZRit—ERIFEZAYK.

5

Holiday Puppy Swindle Has Consumers Howling
https://threatpost.com/holiday-puppy-swindle-consumers-howling/162565/

M5 & 1EIR I3 AR Chase IR & BH

H#i: 2020-12-23
38 Lawrence Abrams

7% [Chase’, 'Phishing Emails’, 'Account’]

AAMERIMEE I B IFIRINEA Chase R ERIZEBAN, MM AEMKIQNE] T METFRS
&, AESFEARNKFSRELEFRE. Z@RWNIKE, K AFTESEEFRMERH
VAR 1R, SREZERE RE, WHEABEEEDE—RE, ERMIER
B Chase IkF., WIRMBIMABECRIERER, BRERARXRENTEE, ARKEE
BBERIHIEZIKF,

1B

PSA: Active Chase phishing scam pretends to be fraud alerts

https://www.bleepingcomputer.com/news/security/psa-active-chase-phishing-scam-
pretends-to-be-fraud-alerts/

UltraRank 3B 3E B {k $1 X4 5 & By BB T i 55 M oy

HHA: 2020-12-23
i*;é/x' @

SKIB: Akshaya Asokan
#r%: ['UltraRank’, JavaScript', 'Group-IB', ‘SnifLite’, 'Sniffer’, 'E-Commerce Sites']

L2 NF) Group-IB#R, — M UltraRank BIMLIETRRIK &R T —IHIME IS &

&, BirE 0B+ "1 EBEFEEMNuL, BI1ER JavaScript 1RiRs: (FRJ9 SnifLite’) F3EX

SATREVEER.  HOXRIGEEIRT 2020 £ 11 B, "Group-IB AIHRARBKE 7B = &200HY
wal, BEZE2020F 12 B 23 8, B8\ BirubhmREr 7 RERY JavaScript (A2, i
RARG, EIENRES, UltraRank BE/ETIE3E, BN, TEYNFIRL T =AY 700 24
BFESIESIUR 13 ME=AHNE,

10/ 24
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PEfE

‘UltraRank' Targets More E-Commerce Sites
https://www.databreachtoday.com/ultrarank-targets-more-e-commerce-sites-a-15657

RN &5 & BT BRESERN ISR COVID-19 7

H &5 2020-12-23

kIR Prajeet Nair

#r%: ['Abnormal Security’, 'COVID-19', 'Microsoft Office 365", 'Phishing’, 'New York', 'State Department of
Labor']

#& Abnormal Security FIBARARIR, SIE—IXAIAIMEIE BN IEETEINALIN GG T
ISR, FIEAMARAEMIEM 600 25T COVID-19 MURITRIF—RB,  IRRIES

EEMNUTFTF 2020 5 12 B¥lFfia, FIERIAL, BE&HE 7 ALY 10 59 Microsoft
Office 365'MKF, MRAREBHY, WEHEBIRITES COVID-19 RELZFZINNIRRS,

MEERIBRFEL, WIVERMARINI AR REE B SR EBUN LEEIR AR MUK .

E2E

Phishing Email Campaign Uses Updated COVID-19 Theme

https://www.databreachtoday.com/phishing-email-campaign-uses-updated-covid-19-
theme-a-15653

REXEIRBARFHMENEBELUERE A BIR

HHF: 2020-12-23
fﬁ@)’( fﬁJ

SKIB: Steve Zurier
#r%: ['Abnormal Security’, 'Phishing’, 'Cyberattack’, 'U.S. Postal Service', 'Delivery']

"Abnormal Security’'2020 £ 12 B 23 HiREFR, EHBFHMHLTEFEI=E T NEN8

t, NANBWEHRE FEEBRS. EREBR, WHENR T BRESEERPIE
RO RIBRI OB TIEIR.  CheckPoint RIEAIFASIEY, XRERIFEL B, Rk
oW, 2020F 11 B, 52020 F 10 BiEtk, SiustBX0aiMEEEinT 440%, i

Ak, WEHBITFREESIRMRIHER,
B

Credential phishing attack impersonating USPS targets consumers over the holidays

https://www.scmagazine.com/home/security-news/phishing/credential-phishing-attack-
impersonatmgfuspsftargetsfcomsumersfover—the—hohdays/g

Citrix JESZ NetScaler 5 ADC IE#&52%] DDoS &7

HHF: 2020-12-24
fﬁ@)’( fﬁJ

kIR Sergiu Gatlan
#R%: [Citrix', 'DTLS', 'ADC', 'DDos’, 'Botnets', '‘NetScaler']

11/24



(@) CERT (228 nm=so)
%§§§¥;§§§F?wvvﬂmu“ﬁﬂ, http://cert.360.cn

Citrix F2020 12 B 24 BIEL, —MEER DTLSYEAMARZEAE4EE DDoS R
IEEFMEA T EDT HY Citrix Application Delivery Controller (ADC) WW#&iR&, &
wEmEZEM (DILS) —M@EmN, EFEnEZzeE (TLS) Mi¥, BT HRF
(SRR C R ESURAIN B FHIIRSS, R TGS, WEEREFEFIRERE
‘Citrix ADC DTLS MEEFIEREER, BrSHBiimEER,

E2E

Citrix confirms ongoing DDoS attack impacting NetScaler ADCs

https://www.b\eepingcom)outer.com/mews/secuth/citr’ixfconﬁr’msfongomg—ddos—attad«
impacting-netscaler-adcs

HBHT N T3 5T Livecoin E X RZER B X BT

HER: 2020-12-25
= =

kIR Pierluigi Paganini

#r%: ['Russian’, 'Livecoin’, 'CyberAttack']

HEEINE LS Livecoin EFLRERIBIA, BEANETENMNE, F=HT7EN
—LRSRE. ZRXZPIEENL EAMBRESER: "FENER, BIEREZIEGER
HAHIBRSSRIRTEINEE: FEGF, TERS, TEER APl FfEZE—XE LR
RIMEEZRT, FIAETXIMBIRSEE. Rintl <A,

e

The Russian cryptocurrency exchange Livecoin hacked on Christmas Eve

https://securityaffairs.co/wordpress/112608/hacking/cryptocurrency-exchange-livecoin-
hacked.html

VMware BIATE SolarWinds B &E 5 & H & 2 B

H#3: 2020-12-21

£ 5

3K Sergiu Gatlan

#R%: ['VMware', 'SolarWinds', 'Sunburst’, 'Solarigate']

VMware 2RH— AR RRESITHN SolarWinds IEHEZIIAAT, VMware
NEFRR, BEASET Sunburst'sy Solarigate [51 2/, FHgBH—EHIR/ERA it
{ESPATEIEN

S

VMware latest to confirm breach in SolarWinds hacking campaign

https://www.bleepingcomputer.com/news/security/vmware-latest-to-confirm-breach-in-
solarwinds-hacking-campaign/

THERFREEZMNER T RIRRESE S

HE5: 2020-12-22
4R oh
B Lawrence Abrams

12/ 24
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#:%: ['Roanoke College', 'Cyberattack’, 'Delays Spring Semester']

DA F R mEZNE G IR LG, BEZFHRINE#ER Tia—7
B. ZERFhe—FIAIIRF e, (=Rl NAIZESNE, K498 2000 2%
£, 2H12H, PHUERFRER T RNEKE, SHERLTANEXE. Fhtd
IT ARV 7 FehINL, FHaXX—H 4 TEE, FhiVEEFHRAZHHE 2021
F1R19H, BAT 12 B 12 BINEHLESHIRHESHERE, FhttiBiE=FH
HERE 20214 2 B 8 HFZ,

e

Roanoke College delays spring semester after cyberattack

https://www.bleepingcomputer.com/news/security/roanoke-college-delays-spring-
semester-after-cyberattack/

e R E X E S COVID-19 R EHARHR
H#3: 2020-12-23

£ 5

>k The Hacker News

#r%: ['Lazarus Group', 'Kaspersky', 'North Korean', 'BookCodes']

RAMBEN Lazarus EHRAKILEZEN COVID-19 BEMARIERKES., LIIRAER
EFATIE. EXESK COVID- 19 EEIFIEATEMH, Lazarus BAIKERE T
‘BookCodes Bk, MEIAFEIAGAE) WIZVERA FEH N HER S B ER T IXFEE
B, BTFEEGRAG LLETEEETA,

5

North Korean Hackers Trying to Steal COVID-19 Vaccine Research
https://thehackernews.com/2020/12/north-korean-hackers-trying-to-steal.html
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IRARBERI R/
4. IR EFEFIAERAWSS, FEERIEERIXEE
5. RETNEZSRESNIRSEMHIHITARAFHRAIAN T Ei
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(FO) HEfbh=sy
Treck TCP/IP iR ™ E RIS T 88 7 BB M 1% &

HER: 2020-12-22
= =

3kJB: The Hacker News
R [TCP/IP', Treck’, 'DoS', 'HTTP', 'Vulnerability']

EENELZEREMRIEHRZEE (CISA") 7R, Treck FF&RY TCP/IP YT FE &R
A, ERAAPERREEHT RO OITIERRES (Dos) Kk, BIVNREN
U Treck TCP/IPHHiYEHT6.0167 LURERANRA, HECHEI/RRELS Treck AT,

HAA@ NEEITAME,  Treck AUBRATU TCP/IP YR T2 AFHIE. SRR,
Er R Esm AR g,
B

New Critical Flaws in Treck TCP/IP Stack Affect Millions of IoT Devices
https://thehackernews.com/2020/12/new-critical-flaws-in-treck-tcpip-stack.html

FI A FireEye it TRETT MR ERE /I8 &

H &f: 2020-12-24

=S
#r%: ['Qualys’, 'SolarWinds Orion', 'FireEye’, 'Read Team Tool']

QualysiIZeERESNR, BT /50 FaREUEZNEN S, XEKEFBIIE
‘Firekye TEHIRMHAORE. BEDTEEME T FireEye Red Team TEHFE 754 5
ZEZWEAISLY), WREAXLRE, NSERABENM, BXREARFTEERT
&, LUBIRE CRZIXLREK S,

35

Millions of devices could be hacked exploiting flaws targeted by tools stolen from FireEye
https://securityaffairs.co/wordpress/112588/hacking/fireeye-tools-exploits.ntml

s

R Pierluigi Paganini

Dell Wyse ThinOS H1#9/ EifwiA- S thin & P iRk ixE

H£§: 2020-12-21
i*;é/x' @
3&J8: lonut llascu

5% [Dell’, 'Wyse', ThinOS', Thin Client]

JVFE+f Dell Wyse' Y thin EFIRRES 2 ERENE, ITEKEE RN B
L ERERE TEEUBFREIERSHRIBINIR,  thin ERinEATTIEREE
%2 INREE B ARIRFAVNELT B, (G115 6,000 Z2RER (HHRZHKEETRE

i7dl) EEEME EERE T Dell Wyse'thin 2w,  ZimBERS 9 CVE-2020-29492 1

CVE-2020-2949) 7 F&/K Wyse thin EFimRURIER S ThinOS B4+,

#E
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Critical bugs in Dell Wyse ThinOS allow thin client take over

https://www.bleepingcomputer.com/news/security/critical-bugs-in-dell-wyse-thinos-allow-
thin-client-take-over/

% KB/ 51 ¥ Facebook ¥'NSO Group & 2 Y iFiA
B3 2020-12-22

3&iE: Akshaya Asokan

#R%: ['Microsoft', 'Google’, 'Cisco’, 'VMWare', 'NSO Group', 'Lawsuit’, 'Pegasus']

BIERER, A, BEFDVMWare TERRY LEEHL A TIERSZRF Facebook #EiF AR IRIE]
RN EI NSO Group', 'NSO Group #5812 &E A\ Facebook #HBE /Y WhatsApp BPAYE
TR B, 7E 2019 5 10 BiEEEMEFRREIFIAF, Facebook F51E NSO Group Fk
T—MIRER RS, FETREERIINIE. ICEMBIaRNATLAT WhatsApp B,
XFFIAERKZE NSO Group'iia)l WhatApp BIE S, EhIEERIS 50 ERHE,

e

Other Tech Firms Back Facebook's Lawsuit Against NSO Group

https://www.databreachtoday.com/other-tech-firms-back-facebooks-lawsuit-against-nso-
group-a-15645

W _EAT T ERS R Sunburst EEH{FNALRZE

H#A: 2020-12-21
K. o
K& Catalin Cimpanu

#5%: ['SolarWinds Orion’, 'Sunburst’, 'Organizations List', ‘Malware']

2020 12 B 20 H, S0 REMRARMNFEINALS T —ERNER, XERANLE
7 SolarWinds Orion SFafIARENR, EREBRFURESY 7 Sunburst =8, 1ZBZBRHFE
BEHRRE], B, KF, Ebt, RITNEERER. Z2MRARSEIN
‘Sunburst (X & Solorigate ) B AT Q) o TR ENE X LTI ZRAY,

B

Partial lists of organizations infected with Sunburst malware released online

https://www.zdnet.com/article/partial-lists-of-organizations-infected-with-sunburst-
malware-released-online/

H“Silk Road” Bk R # ¥ 8 MR IEEE

H &5 2020-12-22

S

SKIB: Akshaya Asokan

#r%: ['Michael Weigand', 'Silk Road', 'Shabang’, 'Darknet Market', 'Prison’]

RIBZEETESR, EIMEFFRI Silk Road BRMmIZHF, —ZFEBNS5E 20 7 Wi
tliEiNEE, HROERPBEERME EERRAMEAIL/ MBS, RELZEHS
EXEFIORENAZE(U.S. Attorney's Office for the Southern District of New York)#g
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B, M Shabang B9 Michael R. Weigand'F 2020 £ 12 B 18 B##IF), 201949
B, R B2k 7IzE Silk Road Mg,

B

Former 'Silk Road' Associate Sentenced to 8 Months in Prison

https://www.databreachtoday.com/former-silk-road-associate-sentenced-to-8-months-in-
prison-a-15643

VPN Bulletproof R & 7E £ ERE BT8NP

H#8: 2020-12-22

£

SEIg: Pierluigi Paganini

#3%: ['European’, 'VPN Bulletproof Services', 'Cybercrime’, 'Ransomware’, 'Spear Phishing’, 'E-Skimming

Breaches', 'Police Operation']

XE. BE. ZE. HmIAE=AIREIARIKE1T5), E3 7 =" VPN Bulletproof
AR5 EERVENTIRE, VPN Bulletproof IRSZHRMERICIEALR 2K, LIHITESE
o), BEHRWHEIESMRE. BFass. BXANEEE. ZFERFRE. X
=/ "VPN Bulletproof g5 73 3UFEE insorg.org’, “safe-inet.com#['safe-inet.net’,

1B

Bulletproof VPN services took down in a global police operation

https://securityaffairs.co/wordpress/112543/cyber-crime/bulletproof-vpn-services-
takedown.html

PUERBITER 7 REAFTERT
HHF: 2020-12-22

Eq p

KB The Hacker News

#r%: ['Interpol’, 'Blockchain’, "Joker's Stash”, "Tor', 'Underground Forums']

ZEBFPEER (FBI) FIEPMHZELELR (Interpol) BIXT S5ETF Joker's Stash FIEFX
HREERIIEIRSS 2R, ZIRSRIsTE— P RIBEBNIFHE, EE2EM MEREPHE
IRHUSZREWE.  Joker's Stash RUIEEBIZEEZFEHIZ RA, BEKREAIEIRS
S (Cbazar, "lib, emc#0 .coin’) , XEGEREERAPEEQEISEIRMWELRE
fb# " Tor (.onion’) HIZZIA,

1B

Law Enforcement Seizes Joker's Stash — Stolen Credit Card Marketplace
https://thehackernews.com/2020/12/law-enforcement-seizes-jokers-stash.html

Windows Oday i iE By # T #4581

H#: 2020-12-23

£

k& lonut llascu

#R%: ['Microsoft’, 'Windows', 'Bad Patch’, 'Project Zero', 'Vulnerability']
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BT 2020 % 6 B, Microsoft #iEt3d Windows BIER S FHTRRAAR T1EEREF, FA
Zimia & SIS ENRIB IR 2 Bt Bl LRI RS, BRINT T T,
‘Google Project Zero ‘W% 255 Maddie Stone &I, W&k 6 BIpRNT FH8ERS
1gEimiE (CVE-2020-0986) , WEHEEMAIABE—LHANLRA, HEREI B 24 H
KR TN T RITRIRS, AE—XREWMIATIXNER, FEEDE 7S CVE-2020-
17008", fEREE1 CVE-2020-17008 f9xMNTF2=H1E 1 B 6 BHElA .

e

Windows zero-day with bad patch gets new public exploit code

https://www.b\eepm%computer.com/news/secuth/vvindows—zero—day—with—bad—patch—
gets-new-public-exploit-code/

QNAP {287 QTS. QES # QTS hero 9/ EiiE

H#: 2020-12-23

5 &

KB Sergiu Gatlan

AR ['QNAP', 'Vulnerability', 'NAS', 'Security Updates']

QNAP & TREEH, LMEES N "ENRERE, XEREEMIz!T QES . QTS
HMIQUTS hero M ERGFRIMEBFIENAS)IRE. QNAP ERE2EHHF—HEETR1NE
8, XERESAN T E FreeBSD', ‘Linux F1ETF 128 {37 ZFS HIRIER S,

3

QNAP fixes high severity QTS, QES, and QuTS hero vulnerabilities

https://vvvvvv.b\eepm?com puter.com/news/security/gnap-fixes-high-severity-gts-ges-and-
quts-hero-vulnerabilities/
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