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EHT GitHub BYEEE MM Imgur pic THRESERA

H#5: 2020-12-28
KB Ax Sharma
3% ['PowerShell’, 'GitHub', 'Macros', 'Cobalt Strike', 'Imgur pic’, 'MuddyWater']

— NS R RSB =R Word STEMN GitHub & PowerShell IR,

Itt PowerShell IARIHE—E NEIGIEEIRS Imgur NEEERIERSE, LATE Windows &
% FH4T Cobalt Strike B,

MRARIRIBEIRER, BZEEmHE5 MuddyWater' (X&' SeedWorm') #H*EX,
[E&E RBURSISINSSIFEERAD CAPT) /A,

1B
GitHub-based malware calculates Cobalt Strike payload from Imgur pic

https://vvvvvv‘b\ee,aingcomputer.com/news/security/github—basedfma\warefcalcu\ates—
cobalt-strike-payload-from-imgur-pic/

Nefilim B1EH 4z E MR Whirlpool FFEAIEHE

H#3: 2020-12-28
%55
kI8 Pierluigi Paganini

#R%: ['American’, 'Nefilim', "Whirlpool', 'Ransomware']

EEBEZRBEFEFHAR Whirlpoo 1B% T#RIMIE, Neflm $REKIHZED
EIRNAEBBELE T EUE, FRIMRINRAT S, EtRrErIEdE.

5 Whirlpool SERISHIKAMSE, Nefilim'itis 7 #iE, F—MERERERTEFN. EE
2R, BT EERERMNEMEEERAI .

ZAEHEEEK 59 PENEFIHAARFOIRE 77,000 22 R T,

e

Nefilim ransomware operators leak data stolen from Whirlpool
https://securityaffairs.co/wordpress/112722/cyber-crime/whirlpool-nefilim-ransomware.html

FEYET AutoHotkey FIERER M RE. MEKXRT

H#: 2020-12-30
3KiB: Akshaya Asokan

#r%: ['AutoHotkey', 'Credentials’, 'Browser']
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ARAREI 7 —F#AY infostealer EBUY, BB EREIESHRER, BN

REAY web NEEFEFEURITEIE, XN E EEEEMNEASIEMRER, Birz
FE4E Scotia Bank, PayPal. IIEXEXRRTT. Capital One FIICFRITE.

15

New AutoHotkey-Based Malware Targets US, Canadian Banks

https://www.databreachtoday.com/new-autohotkey-based-malware-targets-us-canadian-
banks-a-15680

Wasabi =7 EREFEIRE ERRF B TE

HER: 2020-12-29
=
3kJB: Lawrence Abrams

#r%: ['Wasabi', 'Cloud storage’, '"Amazon S3', ‘Malware']

Wasabi @—R=FERME, BHEERSS, AEE AL AP 2R, FRIEEIEIFA
,

2020 FF 12 B 28 H, Wasabi BBz LI I EERAIEEE7E wasabisys.com 13 &
RO,

Wasabi #REaIEERE.

B3

Wasabi cloud storage service knocked offline for hosting malware

httFS://vvwwb\eepimgcom puter.com/news/security/wasabi-cloud-storage-service-knocked-
offline-for-hosting-malware/

FEVEE b &S Windows. Linux [RS8 T Monero § L
HHA: 2020-12-30

.

K8 Sergiu Gatlan

#5%: ['Windows', 'Linux', 'Golang’, 'ELF Malware', '‘Brute Force']

B 2020 12 BRILAk, —HMEraIlFBEREBINET Golang ARSI —ERRIMTE
Windows #1 Linux fR$588_E ™A XMRig IIZ Y T, XS FEEEXHEIXIHEGD

NARIRRSS (B MySQL, Tomcat, Jenkins #1 Weblogic) TR, SEEREEIE
(EESZN

#15

New worm turns Windows, Linux servers into Monero miners

https://www.bleepingcomputer.com/news/security/new-worm-turns-windows-linux-servers-
into-monero-miners/

AXREEW
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1 ENELFEELEIRE, WIS, DS, #pEMWXE
DI ERAAAERAINSS, BRI ERIX S
BENZE EDR = mm, RATSNER

NESS BRGNS IRSS B TR T RANN T B

AN, BMFERw,. von, ITERESERNNTANBESR, NEITEHRZIR
FThRZS

6. BERPBE, NMEITHN, HE—AERKET2E Joh A md T 22
(D) #HiELT®
B F %N AR 21 Buttons A FFEE 7 H A HEIE

H &f: 2020-12-28

Fh 5

K& Pierluigi Paganini

ARG

#R%: ['21 Buttons', 'Europe’, 'AWS bucket', 'vpnMentor', 'E-commerce']

Mgz 2B vpnMentor BIARARAIL, BFE5SMNER 21 Buttons IETEAFF A
HIFANETE,

21 Buttons SSiF AP = HATEF R IRIIBB R AR ISR mhgavitss, AREXTETLL
(ERZNAEREMEXREESEE S =RAIRER,

2020 11 B 2 B, ‘vpnMentor &5 &M 21 Buttons N FAFE 55 7 BCE ST AWS 17
e, ZFEFEE ST 5000 534, SEIFSEIRER, e, ik, WSE
B, BRI,

=

E-commerce app 21 Buttons exposes millions of users’ data
https://securityaffairs.co/wordpress/112701/data-breach/button-21-data-leak html

B ARG E THETRERBEEENRERE

H#3: 2020-12-29
%55
>KIJ&: Sergiu Gatlan

#r%: [Japan’, 'Kawasaki Heavy Industries’, Japanese’, 'Data Leak’, 'Unauthorized', 'Security Breach']

HAJIEET (Kawasaki Heavy Industries) K& T —InL2iwE, FPZREE, KWEE
BIBETEARIEINAIE IR FTME NN LA A AL ERIRS 2R,
NFETE—XRKBABEXRE), #6 35000 28571, ERTEERE, NEEWH, A
Z, MEmXAEp I,

JNSETFE 2020 F 12 B 28 HARFRN—HER+ R, SEHEIVEE, 2 A8 RIES
PEAIR LSRR MBS INEE T,

e

Kawasaki discloses security breach, potential data leak
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https://www.bleepingcomputer.com/news/security/kawasaki-discloses-security-breach-
potential-data-leak/

2Z =414 Get Schooled & 2 &Iz E

HER: 2020-12-31
=

>kIJ&: Derek B. Johnson
#R%: 'AWS', ‘TurgenSec', 'Get Schooled', 'AWS bucket']

PLI—ZEEEN Get Schooled B THUEMNE, SHEHHHRFEBEXRNICRER
TP ALERI AWS bucket H1, 1% bucket FFRHY, BILANEEARIAGE], XEELFFRIE
EEESIZIFSFAREXNFENFMES, SEWE. BFpE. FiE. M5, S+
SRFLAR BV EHE, SERRIEAIEEIE S48,

15

Non-profit founded by Gates Foundation suffers massive exposure of student records

https://www.scmagazine.com/home/security-news/student-college-non-profit-founded-by-
gates-foundation-suffers-student-records-breach/

HEREATHE 26 RATINAFIEE
H#3: 2020-12-31

R H

K& Lawrence Abrams

#r%: ['Data breach broker']

—REWERIBARFATEREICI THE 26 KA 36.88 AEFEAAFICR, HK
TENERZEALIN— R ADHBNEBFEEEN, tEEESEHERIERTGE,
[FEPMIHEEETE. SLENBERERSICIRMREMNEHI LA ML, RS
}EO

15

Data breach broker selling user records stolen from 26 companies

https://www.bleepingcomputer.com/news/security/data-breach-broker-selling-user-
records-stolen-from-26-companies/

T-Mobile HFEMBERFJHIGSHL. BIRICK

H#3: 2020-12-30

4.

SRIE: Lawrence Abrams

#R%: ['CPNI', 'T-Mobile]

& T-Mobile #x, HL2EHIRIIAIN T WERARITEEWE, ENETE T TEE
[FRIL, WEHEERS THEFPEMNBEESR, B CPNI, XRHENEEEEBIES.
BIEICRAKF LAVZRIREL, "HR TEFHEEERS (FCO) IENEREBNEER
(CPNI) . T-Mobile fE—fp¥uEit B2 "Hialay CPNI AJgeEiEEIE S, &
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WP _EITRROZeIREL, ERLER T, EEEFNETEIRS ERISTHI—aBo TSR
SBIEEXAES.

53

T-Mobile data breach exposed phone numbers, call records

https://www.bleepingcomputer.com/news/security/t-mobile-data-breach-exposed-phone-
numbers-call-records/

AXREEW

1 REEnEEFRREERE
NASEEF MR N U AR
BIERERSS R m S SRR
SHRTFIERT, RETNHEEEE

(=) MEHE
#L T A O 1 SE B Y B AR

H#i: 2020-12-28

&g Catalin Cimpanu

> W

R%: ['Vietnamese', 'the Vietnam Government Certification Authority’, 'Supply Chain Attack’, 'ESET",
‘Certificate']

—RRFRIAEARGTEEHENTERG, WHEIAE R SFBHTHIEERE 7 —
IXTS WSRO HET

ZHERRTERE ESET &HAY, FERJY Operation SignSight AR &S FT 7 141
X, BWEANRESFEBIFEBIRIE (VGCA) | ZBUFELGUR I LIBTEFE
IERUSZAHIEEAES,

B ESET =7, 2020 SR, BENE T ZVMMZAIRIMNLL ca.govvn’, FREERE
BHHEAN TN VCCA BRI ABIEFS, IXEN R (i izuh_ ETE.
ESETERR, #£2020F 7 B 23 HE 8 B 5 HHAE, XM NHEET—1PEAH
‘PhantomNet 8951 IR,

=

Vietnam targeted in complex supply chain attack
https://www.zdnet.com/article/vietham-targeted-in-complex-supply-chain-attack/

SolarWinds B &8 7 HEHERED

HHF: 2020-12-31
fﬁ@)’( fﬁJ

SkJB: Catalin Cimpanu
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FRZ5: ['SolarWinds', "Microsoft’, 'Source Code']

SolarWinds NI S RRIERZRINAIE T IS RERARERNGS, 7RIS 7 D ERERKFRY
IHIEAR, IXLEEMK P ERE AT LUBMECRCASE. MEEER, BEFRRBEXIMI 1A
FEEHTEUEN, EAREERNKAREEECBRNR, MmiaZstBaItiR,
MEoRE, REREEE T —LRAE, BREEFIERUEARIEZRR. 2R
TEBl(E AR~ I AR E s

15

SolarWinds hackers accessed Microsoft source code
https://www.zdnet.com/article/solarwinds-hackers-accessed-microsoft-source-code/

7 Shopify’. "BigCommerce ¥R EXMETL S HNEHTHNE

H#: 2020-12-28
%55
kIR Sergiu Gatlan

#r%: ['Shopify', 'MageCart', 'E-Commerce Platform’, 'Skimmer’, 'Payment Card']

ST ETEFESF-R5EEE I LATE Shopify’, 'BigCommerce', “Zencart'#]
"Woocommerce IR EHUIEEITRIZE S,

ISR MEERIT RSB FBSFaIRITA, (BRG]
LUBENESREKTE, EEZ 1 BIEREKTIE,

ZAE RS RIT A= P B R SLRIESIKNE Z Bl 27— MRIERINFRE, FHERRERICR
SEENTHII N AN ERRMEIX—.

1B

Multi-platform card skimmer found on Shopify, BigCommerce stores

https://www.bleepingcomputer.com/news/security/multi-platform-card-skimmer-found-on-
shopify-bigcommerce-stores/

EZh138 T COVID-19 AR = HEsiBE hE

B3 2020-12-28
SkiB: Tara Seals
AR [IP', 'Pfizer', '"Moderna', 'COVID-19', 'Zebrocy', 'Vaccine Supply Chain']

BEEXT COVID-19EmAIAR AR, Plizer 28], ‘Moderna AEIFIEAMENRAR LT FF
ImAEErEE, WEEINESEFFRETENA—MFEFME (IP) .

MBI ERIAETE COVID-19 REHtasE £, BEWEFER Zebrocy EEFHI TSR
ERXHIMER S, 2020 512 B, K& SREN IEmAEMEOR AR A MR B
MHOR B S

5

Hackers Amp Up COVID-19 IP Theft Attacks
https://threatpost.com/hackers-amp-up-covid-19-ip-theft-attacks/162634/
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SolarWinds EZHBIRRHRIZEZEN =R

H &5 2020-12-29

R &

K& Pierluigi Paganini

#r%: ['Microsoft’, 'SolarWinds', 'Solorigate’, 'Cloud’, '‘Backdoor’, 'SAML', 'Supply Chain Attack']

‘Microsoft 365 Defender B iEEE, “SolarWinds 5 ERIB e EEZN AT,
—B “Sunburst/Solorigate’ [ MR T REENING, WHEEGHEBISZEENRE
htZRt,

—BEE TR, WEEMALERTKRGIER, BHSIFHER RSN TEDR
#f), MIMERISBIEBR SAML ShERTRE

=E, WEEMLURA SAML/\H@E%WIEHZ:NE#,E 2R F O AIBURETE.

ES

SolarWinds hackers aimed at access to victims' cloud assets
https://securityaffairs.co/wordpress/112773/hacking/solarwinds-solorigate-attack-chain.htm!

FBI: EGEMHFERRE

H#A: 2020-12-29
%55
>kJJ&: Catalin Cimpanu

#r%: ['FBI', 'Smart Devices', 'Hijacking', 'Leaked']

EEBFHEER(FB)FRT, WEEIE FeeREESNERERE, SEEBIMIEMR
RERIZR E IR &,

WEEEAEE—LRE, XERENMEEEXLRE LE TIKF, BEEFEA T
BITEE M A RIRIEIE I R SRRV TR,

5

FBI: Pranksters are hijacking smart devices to live-stream swatting incidents

https://www.zdnet.com/article/fbi-pranksters-are-hijacking-smart-devices-to-live-stream-
swatting-incidents/

Voyager MEZER TR ZFEEENBBHNEERS

HH5: 2020-12-29
%4
SiE: Lawrence Abrams

#r%: ['Voyager', 'Cryptocurrency Broker', 'DNS', 'Cyberattack’]

Voyager IIEEMRZFET 12 B 28 HEIETR5%, EAHE DNS BCEER 7MKL

T

Voyager Digital LLC @—xRINEERMRZFE, DIHRREFER Voyager Bl ARRFAS
2, Voyager 2020 FBKIIUR, £ 12 /\}% PIBKT 40 f5, BENREN22E
TUO
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Voyager cryptocurrency broker halted trading due to cyberattack

https://www.bleepingcomputer.com/news/security/voyager-cryptocurrency-broker-halted-
trading-due-to-cyberattack/

FEREBREVE T ES W SIRYE F BB A
H#: 2020-12-28

S5

SkJ&: Catalin Cimpanu

#r%: ['Parliament’, 'IT System’, 'APT28", 'Finland’, 'MPs', '"Emails Accounts']

F=W= 2020 F 12 B 28 B3R, BEANETHRAIIT RS, FpET —EESINRAY
BB,

BRER, ZhA%ERE 2020 Ffk, 2 12 BENES T AREIRN., FT=hAfEE
22 (KRP) HRIEETEELLS,

KRPE &R Tero Muurman E—RIERAEBFIR, RFZEFARITINE WA T RFIER
HTRE.

=

Finland says hackers accessed MPs' emails accounts
https://www.zdnet.com/article/finland-says-hackers-accessed-mps-emails-accounts/

Ticketmaster BIR AR FMNFH RS m#EIIFK 1000 HXT

HHA: 2020-12-31
£
kIR Sergiu Gatlan

#5%: ['Ticketmaster', 'Live Nation', 'CrowdSurge']

Ticketmaster 2 Live Nation f9F AT, R —FRIMENESHIETHELRD, EERE—
ZRERASEHERRNRESEXF CrowdSurge FIRSMHE TR 1000 BT, ZRIE
IO Live Nation f5, 73 TicketMaster SEERIIRESMNUERFEZTIAERY
CrowdSurge URL,

=

Ticketmaster fined $10 million for breaking into rival’s systems

https://www.bleepingcomputer.com/news/security/ticketmaster-fined-10-million-for-
breaking-into-rival-s-systems/

SRRESVERESZRT IR EH
HHF: 2020-12-31

L

SRIE: Steve Zurier

#R2%: ['/Akamai’, 'Financial’, 'CyberAttack’]
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EEFHERFIINE SRR, E0E—EF, SHRSTLSRESHERRSTS
KRB, XE2020F 9 B, #BEEE) 3300 S EriRS TR web R FBRERFI
t, IRERMW, WEEET2EAENAMERER, 0 SQLIEAN. AR SIS =R
ZKO

53

Financial services industry hit with tens of millions of attacks per day

https://www.scmagazine.com/home/security-news/financial-services-industry-hit-with-tens-
of-millions-of-attacks-per-day/

HXRREEW

| MIFAFICERIRTE, XATYERBRRMNSNBOMRS, RIS
RTRINDSEMLTIE, RALNRSITHR

RESRSRAR S MRS B THRATHRATRN T B

BENIEER. #MFEFIR. von, ITIERESERNII N ANAEIER, NMAEEHREIR
FThRZS

5. BUEHRMERERITBINIFEES, REHNERZE

() Efth=4
HB—EAA Zyxel BiAIE. VPN M FEETHA

H#i: 2021-01-02

At 4m

TN =

> W

SKiJ&: Catalin Cimpanu
FRE: ['Zyxel', 'VPN', 'Firewall']

BE—BEA1 Zyxel ks, VPN XD REHRsE e — MEmIDRI SRR E1 K
P, zkFel LB SSH #2008k web SIREIRIE T IEHEXNRERIRIHIINR,
SRS EIE Zyxel FF TR m, BIE:

- BREMEIE (ATP) FRI-FZRIERXIE

- F—=EMX (USG) RII-BIEREXIE VPN X

- USG FLEX &71-F{ERE R XIEF VPN Rk

- VPN £Z1-F3{E VPN R

- NXC Z71-FB{E WLAN N sz l28

=

Backdoor account discovered in more than 100,000 Zyxel firewalls, VPN gateways

https://www.zdnet.com/article/backdoor-account-discovered-in-more-than-100000-zyxel-
firewalls-vpn-gateways/

REEHEMEZITHITEIFRET 21 & WeLeakinfo A
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H #5: 2020-12-28

faragps A
TN =

kI8 Prajeet Nair
#RZ: UK., 'Britain', 'WeLeakinfo', 'Cyber Crackdown']

®EEZILFEE (National Crime Agency) ¥R, REZERBEERFET 21 A, IRIE
IR WelLeakinfo RISHIZEF, 1ZMb ARZEIEIBIRM T 120 12/ A0 D AiBR, X
LHHEEN 1 DM EUEE IS ERENAY,

FI=EHAE, Weleakinfo' BB ERD FHEMRFRIZNR, BFHbEut, BFRE, BiES
BINENE, XWIEFEHFERBLURE 2 ETimslesaiTis, LUnaEE.

eSS

UK Police Arrest 21 Weleakinfo Users In Cyber Crackdown

https://www.databreachtoday.com/uk-police-arrest-21-weleakinfo-users-in-cyber-
crackdown-a-15666

CISA k% T E, AN Azure/Microsoft 365 IfiE i E &= JE AN

F &5 2020-12-28
£ G
kIR Sergiu Gatlan

#R%: ['CISA', 'PowerShell-based’, 'Azure’, 'Microsoft 365', Tool']

MELEMEMEILER (CISA) & 7ETF PowerShellITH, 2T ErJ#E MG
‘Azure/Microsoft 365" MBI RIEEZEEBRIN FIRE AR,

TEIZ A, Microsoft 88 T W S aHTR e BN SIRAA S MERE I Azure R,
ZTHSAHSHNRMNARGER, MelETSHIeIEKERYER,

e

CISA releases Azure, Microsoft 365 malicious activity detection tool

https://www.bleepingcomputer.com/news/security/cisa-releases-azure-microsoft-365-
malicious-activity-detection-tool/

Google Docs B 7o VB A E AN XX

H #5: 2020-12-29
£ &
3&JB: The Hacker News

#r%: ['Google Docs', 'Vulnerability’, 'Screenshots’, 'Private Documents’, ‘Cloud’, 'Iframe']

BREE THERSEMIIRIGTEFI—NFEE, WEENLUFBZREZR IR TER
NEFE=EMuEF, MEFEL Google Docs MALAIELE],

ZiREF 7 B 9 B E5RAE Sreeram KUAM, fEEIIRE T Google iR RN
A9 3133.70 =7t

=
A Google Docs Bug Could Have Allowed Hackers See Your Private Documents
https://thehackernews.com/2020/12/a-google-docs-bug-could-have-allowed.html
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CISA &7 & 3% SolarWinds 3N THYET#EE

HHF: 2020-12-31

&4

kIR Akshaya Asokan
#5R25: ['SolarWinds', 'CISA']

CISA EZRFZAMNETE 12 B 31 HRlEMEIEMRANEZeEMEMRitE B R hESE
&, BRI TEZIER SolarWinds Orion #4AIELFBLELRN 7 BB 2 fifThit
K, CISATR: "ExRZE2BEENE 7IXTHRA, FHIIET Bk 7 alcIarEEN
g,

ES

CISA Releases New Guidance on SolarWinds Patch

https://www.databreachtoday.com/cisa-releases-new-guidance-on-solarwinds-patch-a-
15684

Chrome &8 7 Windows10 BB E X 8iE &R

H #: 2021-01-03

£

3kiB: Ax Sharma

#r%: ['Google Chrome', 'Windows 10, 'Antivirus’, 'File Locking']

EA—ThZeflhiEt, BENRSEFSENNERF EMERISUS:, BEIDLATE
XTI FHES RS ER, X, google chrome BIBMEE T—MBXHI bug, % bug f&
windows10 RIS EFRERIIER A, BN PNREEIREIZ T Windows
FHIRRSIEFEAEEL Chrome NIBSSEERAEI L, than$ss,

5

Google Chrome fixes antivirus 'file locking' bug on Windows 10

https://www.bleepingcomputer.com/news/security/google-chrome-fixes-antivirus-file-
locking-bug-on-windows-10/

AXREEW

1. REFRGRSZ RS BRI THRATHRFINT B3

2. BENISER. HRAEFUR. vpn, TERESERRTANERER, NNEHRRR
FThRZS
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360CERT M2 HHT ARFIF 360 2L AR QUAKE AF-IEATE, BITAF L
BRI, SOGBRIETIN, ATBERIERE LA A (quake#360.cr)5kER
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