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Clop 1 & &4l A Accelion iiE B EhE Ik
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=
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3% ['Accellion’, 'File Transfer Appliance’, 'Clop’, 'Vulnerability']

Clop #1EZHE 2 Oday IRES— 1389 Web Shell E&7FE—iE, IR 7218 100 RA
aHY Accellion FTA (H&Eknkes), FEoE T8RS, BRIBMZEEEMA: BhHEk
Kroger, Singtel, QIMR Berghofer EEFAZAT, FPU=MEEIRIT, RARIIESFTHLE
FR% (ASIC) FOEREENEITIDOLNE (" SAO") | FARIRSAE ABS &£H. I=EREID
E5Fr. Danaher, BBHuzAEE, Bl Accelion EEF FTA Z2£4NT, HBXEER
1AiE): [https://www.accellion.com/company/press-releases/accellion-provides-update-
to-recent-fta-security-incident/](https://www.accellion.com/company/press-
releases/accellion-provides-update-to-recent-fta-security-incident/)
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Global Accellion data breaches linked to Clop ransomware gang

https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-
to-clop-ransomware-gang/
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#5%5: ['Mac', ‘Silver Sparrow']
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Sparrow EEEEERES 5. SRNARFERE Flash EifieFEFELMEREAF,
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30,000 Macs infected with new Silver Sparrow malware
https://www.zdnet.com/article/30000-macs-infected-with-new-silver-sparrow-malware/
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e
Malicious Mozilla Firefox Extension Allows Gmail Takeover
https://threatpost.com/malicious-mozilla-firefox-gmail/164263/
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#r3%%: ['Ecuador’, 'Ministry of Finance', 'Banco Pichincha’, 'Hotarus Corp']

— & R"Hotarus Corp"BIEZERLRNE T BN Z/RBEMFIZEER AR T B'anco
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BRI E S/ B N Z/RIVEES Economia y Finanzas de Ecuador', fEBBEEMJEIE T
— P ETF PHP BUBIZRTG, MW—MEEELFENNLE TIIE ., WEREEFA, BE
E—NEERIE EAH T —MEE 6632 MNEFZHEEEIESHIN A4,

jEdE

Ransomware gang hacks Ecuador's largest private bank, Ministry of Finance

https://www.bleepingcomputer.com/news/security/ransomware-gang-hacks-ecuadors-
largest-private-bank-ministry-of-finance/
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SEJJ&: Catalin Cimpanu
3% ['VPN', 'Powerhouse Management', 'DDOS']
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fR55=5 LAY UDP iw[d 20811 Lizf7, WEEWUER—IMFHRISICK ping Bittin M,
FRZBESBESIUSAKNREEIEE AR/ 40 FREIREH TN, RTFXEAHIERR
F- UDP, REtAILIEHTER LB S ERANRE] P i, XEWEREE I LUSE
=15 UDP #iBE & 1X%EI Powerhouse VPN fR$52S, ARRBEMAF A1XE) DDoS Y
ZEERYIP L, ZEMARARVRZAREY/MK DDoS K&,
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Powerhouse VPN products can be abused for large-scale DDoS attacks

https://www.zdnet.com/article/powerhouse-vpn-products-can-be-abused-for-large-scale-
ddos-attacks/
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#R%: ['Ukraine', 'Russia’, 'DDos’, 'Botnet']
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Ukraine Blames Russia for DDoS Attack on Defense Websites

https://www.databreachtoday.com/ukraine-blames-russia-for-ddos-attack-on-defense-
websites-a-16048
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#R25: ['Microsoft', 'FedEx’, 'DHL Express', 'Phishing']
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MERROEEFRBAERER, BROZRIEI TIFB R TR, IR R T &S
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10K Microsoft Email Users Hit in FedEx Phishing Attack

https://threatpost.com/microsoft-fedex-phishing-attack/164143/
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#5%: ['Russian’, Turla’, 'IronNetinjector’]

HEHREZA/D Turla [EESFE—PET lronPython BREENIERRR, &
“IronNetlnjector”, “IronNetinjector E5— IronPython BIZARZERL, ZHIAES— 1 NET
FENEE, {FA.NETFramework APl #0 Python EESRITi2 1B 04FSFEARS ComRAT, HBXHT
FIRETEL ZIzIT IronPython BIZARRS, =NECNET iEAZE, NMBERREEINTIES
RIS TIZHE R,
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Russian Hacking Group Deploys IronPython Malware Loader

https://www.databreachtoday.com/russian-hacking-group-deploys-ironpython-malware-
loader-a-16044
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FR%: [APT', 'Infrastructure’, 'Industrial Systems']
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e

These four new hacking groups are targeting critical infrastructure, warns security company

https://www.zdnet.com/article/these-four-new-hacking-groups-are-targeting-critical-
infrastructure-warns-security-company/
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#r%: ['RCE', 'VMware', 'vCenter']

TELZEHRARFEFH AR TEII™E vCenter If2CR3HAT (RCE) ImRROMESIGIE
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VMware {240 T PEiRIEIN—XE, T2 N8I 7 X—i3#EEs0, R BinaryEdge (&8

1o 14000 MERFERSSES) #0 Shodan (81 6700 ) REAVES., BT LA MKRENS

vCenter BRSSe8DAARI LABIT BEXR173(8),

53

Attackers scan for vulnerable VMware servers after PoC exploit release

https://www.bleepingcomputer.com/news/security/attackers-scan-for-vulnerable-vmware-
servers-after-poc-exploit-release/
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#r%: 'npm’, 'Code Injection’]

ZREEIBLRA CVE-2021-21315, 20T “systeminformation’npm B4, ZBHERT
#8290 80 Bk, BAMIAK, THECHET 3400 HIX, &7,
‘systeminformation”@—MEEKA nodejs FE, BAAARAUEEMBHEE80E,
FFRRS CPU. B, Bith. W, RSNXFHEEXNERES.
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Heavily used Node js package has a code injection vulnerability
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https://www.bleepingcomputer.com/news/security/heavily-used-nodejs-package-has-a-
code-injection-vulnerability/

Cisco €87 MSO P E &GRS IR
H#: 2021-02-24
R &
kIR Sergiu Gatlan
#7525 ['Cisco’, 'Cisco ACI', 'MSO']
Cisco Ef#R7E Application Services 5128 4R Cisco ACI Zufi= Orchestrator
(MSO) B API £ mh R ISR AT B S MHIERERE. RESDIIFNKEER
LB &= OmBIENEK, Imesd Zlies NS MHIIE. MINEVIEEIEEE
IEIREEEERERRPIRINS DS,
B3
Cisco fixes maximum severity MSO auth bypass vulnerability

https://www.bleepingcomputer.com/news/security/cisco-fixes-maximum-severity-mso-
auth-bypass-vulnerability/
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