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VMware Cloud FoundationBI X fid s, EHFH: ME, EHITD: 9.8, HXR
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=6,

2021-09 #TH: MRSV RRAREEM

2021F09H15H, WMBMERMTIBMELERMN, SHFL: ™&E, SHiIFD: 9.8
R Z2EH LM TN RENAT, TEBE T LLNAMF: WindowsiRFR S
Azure. Edge. Office. BitLocker®, EFREIE3N"ERME, 621 EE M. 4K
EHE AT ERIFEMSHTMURIECVE-2021-40444 %6 TIEE 4N T o

2021-09 ¥+ TH: ChromeZ N ERRESEH

2021098 14H, Google& 5 7 Chromel9BMLLEH, SHHFH. 5, =H
W 84. Chrome@2MAMBINLE N Has, BNKENVSSIEHEZREZRN KNS
NZz—o WAZEEHMABTITEERER, PNIIEMABEINE. V83l E.
Indexed DB API. #PRITHITNRESS

11



T\
ﬁf/ﬁBGOCERT NETWORK SECURITY MONTHLY REPORT
N\NEL counur ey e o RERA-ERFAEEM

MR EAAXHEMSHTMLASHEEOOdayRF

. 8.8 T2 TBEARS

202146098088, MENE 5457 T MSHTMLAHMRRIES, FEA%HS ICVE-2021-
40444, RAEL: =&, BEAED: 88, MHEXRREL KR MNENZ K BEFEEEH
o M AcitveXFEH BRIV ABIFNCOMZE N ~%), EWindowsByOfficeE .
SRR A, RIMACTVeXIZH BN SMSHTMUA TR E,

Confluence OGNL ;F N\iRR

Fa3: 88 e TBELRM

202109801 H, AtlassianB 7547 7 Confluence OGNL F RN IRIBE, TR
A4S ACVE-2021-26084, RAEL: 5, MENTD: 88, BRIZFEAZET
EEH, AT ERH, POC (MRWIE(LE) ERH, EFHEMAXRLAI. ZK
ARy POC 5 R4 TN EEE AT, Confluence@AtlassianAE N —PE By
PUFIREES MR, walllBFmE Rl wiki, EIt, ConfluenceBVfsEEHE
Bl o ERLEERT, AENREE LSRRG R, SERITERERT.

12



NETWORK SECURITY MONTHLY REPORT

2 2R B-FTE a4

r 40 B [B) %

Timeline Of Vulnerabilities

2021-09-03
CVE-2021-34746
Enterprise NFVIS B K1iE 41T R E

CVE-2021-40143
Nexus Repository 3 R 28 im15 KM iE K IE

2021-09-08
CVE-2021-40444
MSHTML 8 # 178G

2021-09-09
CVE-2021-36163
Dubbo F3I{tiRHE

CVE-2021-21897
dxflib AERARE

2021-09-10
CVE-2021-20791
Browser R ITEHAHKE

CVE-2021-20790
Browser %895 o) 12 &l i &

CVE-2021-28816
QuTScloud #ki&E H iR A

CVE-2021-34343
QuTScloud #ki& & iRE

13



4{"‘\‘“
“(‘{-Ll’

(

\

¥

360CERT NETWORK SECURITY MONTHLY REPORT
S R 2R A -KFEEZ

2021-09-22
CVE-2021-22005 ="
vcenter server X4 &R E

CVE-2021-21991
vcenter server IR FRE

CVE-2021-22006
vcenter server RERiHIBERNERE

CVE-2021-22011
vcenter server S8 iE 410 iR A

14



TEEIY

Security Advice

NETWORK SECURITY MONTHL

Z 2R -

ZATA T E B IR AR K E R M A 8% & B EU B
R, BIUTENRBEERE NN BINRIE, B
W™ ERFREE MR,

A BF R EE, KENHITRNEET ST,
TENERETERERR, DUETIRE LI KB Mer
B&E TR,
ZETLeTmE N ENEARBEXZE BERE
M2 r m AN, FE AT N E0R R i T
(=
FEMERNHTHNENZ2N RS2 e2ES, LIV LH
FIEE R KB

ERHTE L Z2E, WRETLREBMNINTE,

e A=
,ET\I?E/%\-LRO

15



22 EFH

REHM

SECURITY INCIDENTS

: - = "“ .' N - * ’ ..
o - -~ T - . - e e
s A '-‘w‘ _' ’_\_‘. —— - n - " f“\.\ - . v . . - -
R S AN - e ——
‘-—-“ ¥ N * - 5 5
- - .'-.— - n L 2 i -
- - - ® - L] s -
- - i
- > - - L
ey
B3R

AAWFTRZE2EH211T, FAEFELHE

T, TEER. WEIEH@E, P NMNAE EHExE

B . Microsoft . Google « Intel .

Cisco. Apple. FBI. instagrarjw\ Fo, APT=
NPTV FEEZEEHITRS .. SRk, $

. BRENERHSER, EFFl. 35
TS, B R E 4O m

= 4 BY 8] 4%

ZE2EWN




NETWORK SECURITY MONTHLY REPORT
Z2EH-FHEX

SHFER

Charts Of Incidents

Hith:1.32%
5 :0.88%

#
it TEN - 0.88%
RARpE - 0.88%
EFRER : 1.76%

gl : 7.93%
PEMTSTIE:5.29%
BTl 7.05%

| BRI R A SER - 8.81%

ITBRSZ ) : 45.38%

Sl - 9.25%
gl 10.57%

Tl SRR

RFREM 7.58%

SEREM: 48.34%
hEEREM - 44.08%

FHFRLLLRER

17



L Y
é"(w

BGOCERT TTTTTTTTTTTTTTTTTTTTTTTTTTTT

1C ooy WhAISAPD egde?seﬂz
Oz JOO

= getheal Jenklns .|_.p
NQ‘ D_ ympus ._r::]:
mgf‘m ams tWitter=« =

@

|crosoftf»f$n

Jock

., automatictegmyviewemongodb

' ottica elastlcsearch netgear t aaaaa I
w Cciscof acebookfb Iwor dpress
AR BiAE

turla apt f|n7
Mustang Panda

Turla AP Group
fams%trjl%,spsaanrg anollHSE
Nobelium apt41

REARWT

18



NETWORK SECURITY MONTHLY REPORT

Ze2EH-APTEHR

APTEH %

Incidents Of Advanced Persistent Threat

APT-C-56 (iEBAERE) RHIRFIMTE RIS XEX5E{AGorgon GroupIX ik
BHHEIIRME

W& APT-C-56, C2, APT
BE$E: https://mp.weixin.qg.com/s/xUM2x89GuB8uP60tN612Fg

FERAERSE (Transparent Tribe) HIFZAPT36. ProjectM. C-Major, @— MNEBMIEHSWAPTELR, H
KA WEABERMBX (EIRH0E) NBUA. EEHTERKEE, EFAERCHNTEARS
CrimsonRAT, HEEBH AN 2EHEUSBIER, TransparentTribeth BE N Donothl B X =D #H1T
Bin, MESEAMN. 2aEAEFLELERAMBRARHITRE, E—EINNENBMN. QAHE
I BBV EEERRERTESF. B, &/, SIS VEFHFITHENEETR. ITH3C0EREMHARS
MROEHBEREERLZIMNHBIRE T EREEEREEHNENX, HSEXEERLEREBRCrimsonRAT, 5
EEIEY, 3602 E T 24T Rk BT 5] 7 821 Gorgon GroupH ANetwire W ENERN K 1750, %A
LHENEENIEREEENIBEEMBANMRAR. ZAL—BBEHNENHRERE. BT, &
THIMEE, Gorgonth BEWITEE S Transparent TribegxBk, FEIBEH SAggah/EE,

SR{IAAPT-C-36 IR & Eohit &

W& APT-C-36, C2, APT
pE$E: https://mp.weixin.qq.com/s/PEi2aaprbO3h3FMw_7Es_A

BN, MEFENEZANRERER, BRATHERASFIEREF—BEFT, SEl T, BUa TR
E, SEEZBRIEL, FEEEFMIEIE, UNRBAELNAR, HNENEBERGIMEE 27
T, XEAPTIHEFAIER, FTNERRN, BEREE BRE, BAZFEILTohENR, MxNZIRE
FKito APT-C-36ERBARDZE—TEMUREBEMY. TR N SHCLLILRIAPTALR, ZALRBE20184F
RaREst N SHe bW EEs). L H, 3605REMIAREER BBREZEET R IMAHRE T 8HINE
IRENEITE . SENEEARFRRATX B HTIAZIEH], 3608 REMAAFEE LR EE
SNEHELLIL AR P =2 2T &M,

TinyTurla - Turla BBEFPEBERFUETEZENR LEFRERI]

FRE: Turla, C2, APT
pE#Z :https://blog.talosintelligence.com/2021/09/tinyturla.html

Cisco TalosmE 2 M T HF B Turla APTAHREAN—1HE], ULRMNZBERISERIF AL,
Z/EIT1E 7 7 "Windows Time Service i ZE TR RN E L, RIBFEHRERHEEN, JLlE
T, T BMZRBRASGFGE, FEEBREZESRN. Baigil, =EH. BEULFET
SIESIEREIE
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SEIAAPT-C-56 1B FAER E R HE N E

& APT-C-56, C2, APT
PE#E: https://mp.weixin.gg.com/s/hHBsy B3jECr2FLk59g9gbA

APT-C-56 (iBBEZBE) HIBAPT36. ProjectM. C-Major, B—TEBEBIESHAPTAL, KHEHI
BOERMHBX (FBF2HME) NBUA. EEERHETERREER, FABEBECHETEKRD
CrimsonRAT, HEBHAIN ZEHEUSBIER, BHEERA2019F FT+F—EFE X IMNETHX, T
2020 AW B R NFENERF. BlT20214F, A2V ABBHEXEENHNEERT. BT HTE
EFE, FENENEERBIIIERIFEX =R HITEET N

H, 3605RKEMAREE BB BERIZEFR L MIABRE T AR BRI RERENEN I, BR
A ERAREBNetWireRAT,

NOBELIUMAALR BT EE X FoggyWebB RN DR

#R&E: NOBELIUM, C2, APT
¥ https://www.microsoft.com/security/blog/2021/09/27/foggyweb-
targeted-nobelium-malware-leads-to-persistent-backdoor/

R RS 3 00 36 T T B B NOBEL I UMAR 4R 84 FoggyWeb S 1 THHT R A 204 NOBELIUMZAR i 2
FoggyWebiTIZBF AN \ BHIAD FSIRS R B EURE. BN BE S BN IEMEIES, LR T
AT E ML, SIE2021645, SIETFMEE T FoggyWebBI A,
FoggyWeb2— Mg mtl. BEBEHMEMNE], BABENENAD FSIESRERTNUGES. ©
AN C2IR S S AN B A B A, HAE NEBIRS B EHITEN,

5 {ANobeliuméB LR F Z IS I Tomiris

}r&: Nobelium, C2, APT
PE#E: https://securelist.com/darkhalo-after-solarwinds-the-tomiris-
connection/104311/

SECR, TEHENAESRSAIN T —PEINBNDONSHFHEL, £ 7T IREKEEZRBY L PBFX
o XESBHREME2020F128M2021F1H, FAAWKEER RAENBUFHIA RS 852 E M 2 b1 137
HIBIHLES. TomirisE—TMAGOIEERERIGEI ], ERIFAZR THMERCRSSFEUTHAEZERS
i?ﬁLﬁT#LﬁthFo TERITEMRIFZE, EEDRIREIDT, PIRREN T MBEET DB DT R
o FEI R BTN ESEIIFA L.
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APT-C-23 fEF Android BRI HEMREPRERAR

RE: APT-C-23, C2, APT
pE#%: https://blog.cyble.com/2021/09/15/apt-c-23-using-new-variant-of-
android-spyware-to-target-users-in-the-middle-east/

T B TR OB OB Y R A, Cwble T R LR EFE KW — K[ E X
(https://twitter.com/malwrhunterteam/status/1437498154501480451) , 2 Z| 7 APT-C-23 & B B9
Android BB HTZF Google_Play_Installer7080009821206716096, A% AkGoogle Playt8xBIR A
EFo CybleRIRSRINE F&E 7R, FHHTE APT-C-23 (XZ “WEIR” ) FHRIRAMAndroIdEE
PHREFR, MNZREENEEFTNBERXER, OIWKAALE. BEFIBENXHS,

APT-C-36 ¥ F S5 #Thi B9 &5 AL RAT & €2 £1 3 3 5 SE (R BY 1L 3% B 15 JE =D

& APT-C-36, C2, APT
pE¥E: https://www.trendmicro.com/en_us/research/21/i/apt-c-36-updates-
its-long-term-spam-campaign-against-south-ameri.html

20194, Trend micro& &R T —BxTRIUSHetb T th4E4] (APT-C-36EERE) MEEXE, %A
LB NI IR LB L A AR EE KB B IR A, MABLUE, Trend microfFFsiBER1ZELR, F+
AXBEBRENERNE T X FAPT-C-36 EEH TN B A E I8 & To

SideWinder§t ¥ B EHTIHR B E

& Sidewinder, C2, APT
54%: https://cluster25.io/wp-
content/uploads/2021/09/a_rattlesnake_in_the navy.pdf

SideWinder(X & RattleSnake)APTAHL, M TERRMNEBIFIMN @ WAtV ETIER,
BN I REE R #ITE R T,

RH s, Sidewinderf@ BT 5 ZBITTHIBRMARBIBIE A, T3 7 DLLMMNBF A (T1574.002), A
BraBIcontrol.exe I AT XA NN E S T BN INITRAHFRIERDLL,

Cluster253hiEd & X VB R IXL T EER(T1566.001) BB M A #7707, KRIMKE BARRE Pl e
EEEHTBRYSZERLN ], LRSI RIHEER IR E AR T SideWindertH£R,
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Operation Armor Piercer: M & LRATIR T EDE R K B

#r%&: Operation Armor Piercer, C2, APT
§e4%: https://blog.talosintelligence.com/2021/09/operation-armor-
piercer.html

MR AREM—EH WENEBRN A RN EHES, ERNEAMHEARLEMFAPTIO (XEFERIE) ,
ELa0F BB N R & ENEMEREZIEE TR B Q&G WEID A NERS N EBN &S EAMIRE
BExmMEmEMNEEXEMES M, B Kavach A IT xR, LLEEE Netwire 1 Warzone
(AveMaria) RAT,

BladeHawk 247 : $XFEE/REEEERY Android 8]k ;&TD

#r&: BladeHawk, C2, APT
§e$%: https://www.welivesecurity.com/2021/09/07/bladehawk-android-
espionage-kurdish/

ESETHHR A RIEE T 3 EFEREDMRIENZohimENR & 6. ZasiZE /D MN2020F38 FmEex, A
Facebookn & NI G AN BIERF 888 RATHISpyNoteZ &2 /5[ Jo XEEFacebookK A FIR (L EE/RIE K2
HXFENEXNE, ERIDKSHEREMELRN ARFEEI®E FERERSHFacebookFR
R, TEHHEERT, NNX/IBMFHRUEEDI48LR N HE,

EGoManiac | B ESHNTHER AL

& : EGoManiac, C2, APT
54E: https://www.sentinelone.com/labs/egomaniac-an-unscrupulous-
turkish-nexus-threat-actor/

e EGoManiacZZHIIRER “Octopus Brain” {ToIEEHEHE, EZIH, T2 ARE
BRREHAOdaTVIEERNNEE, AR IRE T BWAVIER.

o FATE “Octopus Brain” I5h5— 1M E2 ARadW T EBEKREXR, ZTEBRMT2010FMEFL
th, BR2015F A HER,

o RadiFAfE AP IRIGHY BB F B HHE QBN H AP — B FHH IR IESEIF t BEEHERERN
MRAL R LU Datalink AnalizRABl&E A X, FRRad¥A “HORTUM” o

e IRIE “Datalink Analiz” BIEZER, F{VFEEEGoManiachIfTohfER T Hacking TeamBI 256 &
(RCS), HEMT2011FHA® T —RTEMIT o

e 2013F, RXRT—HMXATEZEREATHNTEESEEFEARCSHREG. TEEMEIZRCSHFEAR
xR TEHBNRBRAEHENBR D FHIN @

AXBYESR, BINERHRTIXMELE I$Eﬁﬁﬂﬂfﬁ//\1&ﬂiﬁﬂbﬁﬁ“ﬁ Y EEER, TENIRGSREHETE

EHEEARIEARE AR DN, TENIoCs. FEMNUAB LB AT,

I
Okt

T HbE
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SEARN R4S APTH L HA £+ 39 B $h H 18 3t X oY I 5 5% Bh 53 #f

WE: WEW, C2, APT
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Fountain jaylon.com.au rabbalshedekraft.com

Wibernet alderking.com Chamco Industries Ltd

nrpa.org crystalvalley Trust Capital Funding

AUTO.RIA cheadlelaw.com soenen-golfkarton.com
myyp.com GEMESISNET.COM Haverhill High School

parcoinc cansmart.co.za EQUITY TRANSPORTATION
Meriplex Steel Projects Pramer Baustoffe GmbH

Sl Group BRPRINTERS.COM United Health Centers

Meditopia BCP Securities Macdonald Devin, P.C.

ASSU 2000 Actief-Jobmade papierswhitebirch.com
comebi.mx Citrocasa GmbH buffingtonlawfirm.com
pi-hf.com hoffsuemmer.de peabodyproperties.com

Grupo SAN daylewis.co.uk FEINBERGLAWOFFICES.COM
Southland Memory Express Global Crypto Exchange
Elementia hoistcrane.com novohamburgo.rs.gov.br
ds.net.au Schultheis-ins EMPIRICAL-RESEARCH.COM

Real Time Potter Concrete johncockerillindia.com
Peaklogix remedios.lawyer Huali Industrial Group

KESSEL AG hpe-konstanz.de Cedar Grove Composting
PRECREDIT Dassault Falcon River City Construction

Grupo GSS STORAFILE.CO.UK BLUEBONNETNUTRITION.COM
amista.cz ohiograting.com Maodern Testing Services
advint.com Xmedicalpicture Plastipak Holdings, Inc.
advint.com miller-rose.com Hérmanseder Stahlbau GmbH
Journality TPI Corporation coldwellbankerhubbell.com
Ellerboeck SCREENM Holdings Marans Weisz & Newman, LLC
Miningbase CasagrandeGroup Bumper to Bumper Autoparts
Technicote j-addington.com Barlow Respiratory Hospital
BPATPA.COM  |northstarak.com Spartanburg & Pelham OB-GYN
tesadb.com Amphenol Canada Charles Crown Financial Ltd
ofplaw.com robsonstreet.ca The Plastic Forming Company
gahesa.com IN2 Engineering DEBTIN COMNSULTANTS (PTY) LTD
cimico.net advantecmfs.com PrA@-Sal PetrAsleo S.A. PPSA
aathonrton Vera Wang Group Whitefish River First Nation
e50pro.com Karavan Trailers Annonces et Vous Particuliers
dykman.com L) Hooker Aspley VIVA Formwork and Scaffolding
5Ttalk.com Align Technology Eisvogel Hubert Bernegger GmbH
sete.co.uk Iraqi Government Afohs Club a Enjoy The Pride
anasia.com autohausdaehn.de Beat The System With Beatchain
denark.com callabsolute.com northwoods & spectrumfurniture
DataXsport Woodlake Unified South Carolina State University
fugybat.fr callabsolute.com 3anatueHHsbie fortinet Touku Bxoga
Bob Poynter MNASCO Industries Spiezle Architectural Group Inc.
ludofact.de LA-Martiniquaise Gaulhofer Industrie-Holding GmbH
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barolit.com geda-produkte.de C-PatEx - Cryptocurrency Exchange

prototal.se texasacehvac.com Primary Residential Mortgage inc.
cimaser.com nitropiso.com.mx Greensville County Public Schools
rlsblaw.com Pacific City Bank Cristalia - Inddstria Farmacéutica
BOWE SYSTEC  |denverhousing.org Société de transport de I'Outaouais
drhrlaw.com Creditriskmonitor Marquez Brothers International, Inc.
iiservz.com russellwbho.co.uk United Carton Industries Company Ltd
glenroy.com wijnendeclerck.be Hamilton Duncan Armstrong | Law firm
abcp.org.br BONTEMPI VIBO SPA |Ward Arcuri Foley & Dwyer | Law Firm
riscossa.it Clay County Clerk Lancaster Independent School District
tes-amm.com |Jakes Finer Foods EAP Films and Theatres Private Limited
Aluflexpack franklinempire.com  |Fimmick CRM Hong Kong (www.fimmick.com)

BOSCA S.p.A TaxLeaf Corporate Instituto Nacional de Medicina GenA*mica
Minjar Gold YASH Technologies  |Catalogue des cours de TA@IA@com SudParis
vlastuin.nl calautomotive.com the NET - Northeast Tennessee Media Group
wortmann.de |Gershman Mortgage |South African Mational Space Agency: SANSA
ch13bham.com |Bar-llan University The Virginia Federation of Republican Women
WPSD Local 6  |Betson Enterprises Municipal Government of Calamba, Philippines

Sarmad Steel robinwoodortho.com |Canadian Warmblood Horse Breeders Association - Home
Berding-weil Pulmuone Co,, Ltd. Synthetic Roofing Products and Information - InterWrap
suenco.co.th Pines Ford Lincoln Politeknik Elektronika Negeri Surabaya | Emerging Technology
tovogomma.it  |PowerGrid Services Freewallet | Multi-currency Online Crypto Wallet for BTC, ETH
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