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jumpserver nginx EC& XHALE

# HXZRRA
/etc/nginx/conf.d/jumpserver.conf

# A ERRA
jumpserver-release/nginx/http_server.conf

# FThRATE

jumpserver-release/compose/config_static/http_server.conf

5712



‘;:_L{'Tw;,\

{
{

D CERT (28— wmsso)
&)y 360LERT http://cert.360.cn

COMPUTER

{RILTE /api ZB] F1 / ZH]
location /api/v1/authentication/connection-token/ {

return 403;

location /api/v1/users/connection-token/ {

return 403;

B _EixX L

location /api/ {

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header Host $host;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_pass http://core:8080;

6 /12



(@) CERT (228 nm=so)
&yI300 el http://cert.360.cn

7/

N FrmmUsRRT S
(—) 360 WMLk ML MRS

360CERT MZL &2 A RF F 360 24 AA) QUAKE BEN4LYE4
(quake.360.cn), BITEFMLFAN AR, izREHFTLEN, TTEREX™

o X 35 771 35 A B (quake#360.cn) 3K B B 7= &

@UAKE

PILEZE AN R G

(Z) 360 et FEE
360 ZE KRN LZE RN ESBITNERERN ., ZERSEEIERS XEE
DTFER, SHZERE T A TS UFFERT, 5 P BERAE X BX

1 5 A5k (shaoyulong#360.cn) 3k B K7 = &

+ 360
S2AIRMES

7 /12



(@) 360-CERT

COMPUTER EMERGENCY READINESS TEAM http:”cert. 360.(:”

t. SERE

1. Jumpserver Z& BUG & & 1B

https://github.com/jumpserver/jumpserver/commit/4b9ed47cdaa253a64da

d493df10ef603e58c2950

8 /12



&) 360-CERT

COME

k LLL{'@;R

_\

http://cert.360.cn

fiisx A IRENEEF R

BIRIE CVSS3.1 MM EZR,

i 360CERT # T 8 EN BEIEN

JEE
ek 1. 9.0 < 360CERT ¥4 < 10
2. Top20 A4
3. PoC/Exp AF T EEFIA
4. RBRGEHR
5. BRRMIE
frEsm 1 ERBRGEFEUVERLERS
2. EERESREHEHBR
3. EBEXWIEREET
4. ROBUREIETE
5. THMERXH
B BT 3N TIER XS R A = /B HTIE B R 1E

B

S RO 1. 7.0 < 360CERT ¥4 < 9

2. BAAH

3. PoC AT

4. IRIGHRS/EHRER
feEst e 1. RYGy/ARS/RIREF MY

2. RBEIEEDR

3. UEARENE
e B 7 AN TER A R B~ S/ B TIE B R 1E

9

/12



LLL{'@;R
&)
‘:‘Yﬂ"—‘:'l

y
4

) D60-CERT Lot

http://cert.360.cn

T;P/ZT:JH'E 1. 40 < 360CERT ¥4 < 7
2. FBEIIINIBETES ULINIE
3. XMRESHEITEFMERT MG
a) HHAFERE
b) BE{EIITIE
4. RKREFERHPENR
ﬁﬁ'ﬁii% 1. BEIIIMNIRELSBILIMEETH
= ~H
2. FEFEFTHEN
3. EERXHLE
4. EERESNE
BEEW BIWE 2 AN TEBRAM SR d/ AR TiEEHR%E
xe
T;Eh——ﬁ 1. 0 < 360CERT ¥4 < 4
2. AXREET=ER
ragg | TX
BaEEN BT 20 N TIEB AT R B/ BRI E#HRE

10 /12



N

y

p

(&) 360 CERT

s COMPUTER EMERGENCY READINESS TEAM

http://cert.360.cn

fi=x B S2M0 [E v A

=10 1 B

Tz

FUEREL > 10w
R

5w < Mg FRE < 10w
TR

ERR

FMEREL < 5w
F5 b R A

11 /712




) CERT (28— umsso)
mg\'-:ﬁ BSD ENCY READINESS TEAM http://cert.360.cn

ffix C 360 AEBIEAFR

360 W EBTEMA R E 360CERT ZEMRARET —RI N EFEDTTIEE M
R, FEEZENRIMAEZRREBSEN—EHTREMNRZEEHNRFT
. WEFDMEREBRAXKITURENZSSHNTERE, HEDHE
FIBRNNELEMEREE., 2R, KT EREATHELJLEAMENE
AR eEH,

360 NEPENEREZECVSS ImIBTEM AR HEM £, EREADHIBULT
ZNEGRHAR, REZTESEEURRERN AR SEEMREF AN
g, DECEER 0% 10, EF&H™ERNRZ 10, 12705 E W & MRIER

BINER, BAEXNHNAT:

P EIER
9.0-10.0 =&
70-89 B
40-69 hiE

0-39 ke

12 /12



