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THERWH S, FARFRENALRRSKBENG], TH BRAMXEIRS SEHET THRENE
REBo

SELFFZARTBHNARBLMEOBETWAXSM, BNNAUGNRE R RUSRXHENE, B
TESEEEREIAEIA, ERREMEE BB BIMTTAPT-C-30 (B17E) BRHERKE
TR BRI, Bl IR IMR B

TEhB Bdia] FERIBE
Fakelon 2011 - 2013 RN B HLAE
NightCrawler 2011 - 2012 R EBUFHLAD
FakeKng 2009 - 2019 R BURHAE
PackdJet 2013 - 2015 R BT
SevenPack 2014 - 2019 W EBER
KsslLov 2016 WA E B
Fentel 2015 - 2020 L, LUBERE
AIBD 2017 - 2020 R BT
YNN 2016 - 2021 WRBURE. EE. BhE

° BITEARMBIKGTHIE
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ZifiEmEEEHE I

BTEALEIOERNEININENSNARER, BZRBEIToh T EEBHANRAR R, TE2HMA
BFAMBIR SRR BFHTR G REEEEH T ERRNBEENSE SFBRRERAR G RN
BWEFIRMARS I BT EERNENTLTOTEEALBABHLUIENG ], #—FR1N=
EEAN. AMBCEGC, AREREEN S LANEERKS, FRXMHHE, AN AENNFSELE

MBIBE, UETHEERERER, EERNNABRSHITRBEER.

BITEARARGNZO BT KT H SIS, —BEMRRAIMERETL, WIRIFRS. B
BERENARE, B RIRMN N HE . RNLIMZAREHNERUROEHIRED, ZRURERS

ML PhAE (BE&EHRE) S EHF A,

HM M ERINSAR 2 E

PRTERRYURR, BITEARE=EAShadow BrokersE201 784814 BHINSAR 2 ZEH VA
HHITARMIERZEh, BEBREBR T =MEEHAGFSmMbtouch-1.1.1. Doublepulsar-1.3.1.

Eternalblue-2.2.0

Lk

@xlists.exe
B |iste.exe
w7 istd.exe
| | dp.xml
|| staml

|%| Hmmapi.dll

Foh

7 B36

4 980 736
4980 736
B 815 744
5182
4924

46 080

it =l
1504

2 517 568
2 499 344
3005 424
1248
1264

21 024

fERETE

2016-01-21 18:28
2016-01-21 19:27
2016-01-23 17:44
2016-01-23 17:56
2017-04-21 0756
2017-04-21 08:50
2017-03-02 09:26

° HBRNSARZEEFEEE BT
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4.7 KR

REEXRAPTAR —HLERUMESBE BN M —LE SV HBR#HTERFE AN IE &), =
F128, BERE2KMSolarWindsH R HEMBE A M ESHIBERAPTAR TurlaBKazuart8x4A
HEEXK, SF ¥ FCGamaredonB Rz AEEK, HINAPT28. APT29. TurlaFAHRS F IR
BB EEDN.

01.APT-C-54 (Gamaredon)

ERNRBERNBEBERAPTARZ—, Gomaredon—EMURNEBREWN RN ER=MEBFER. &
TFEMRNEME, EREHERE/\], BRAIBREBERHVDOOZR. voskbatil A #H1TIE Hif IR
B SHELR, HIMKETGamaredonFIBAN—#EINREZERF, XEEMNEBYEKIARGHIERITE
BV EARS IO, BARR T ERARAIET], FiRAE#HAFTE T —LI8E, BRAEERNRRKRE. BS
FENBEEXRAERNLUE, GamaredonBR MR T XN SR =B REEN BRI SD, FIHH
B A VBIRE T RERBZARFEX, XHEESHNER=1E,

3A5BA-
1070 3aMiRE 10BiTKH MPo TpoMmoBe 3aGeImenenns
2% NepepaxyHKY mescif

o

TloctanoBoro Kabimery MimicTpis Vepainm siz 30.08.2017 Ne 704 "IIpo rpomose
3abe3NevenHs BIHCBKOBOCTY:XO0OBIB, 0cid pPATOBOrO 1 HAYANBHHIBKOTO CKIgy Ta MeSKHX
inmAx 0ci0” (gamdi - Ioctanosa Ne 704) sampoBamaeHno 30imbmerns 3 1 Oepesns 2018 poky
PO3MIPIE NOCAZOBHX OKIANE, OKIANIE 32 BIfiCBKOBHM 3EaHHAM Ta BIACOTKOEOI HAIOaEKH 3a
BHCIYTY POKIiB BiANOBIIHNX KaTeropiff BifichKOBOCTY:GOBIIB, 4Ki MarOTh MPaBo HA MEHCI0 3a
3akoBOM VEpafan Ne 2262-XII. «

Ha mimetasi BEMOT cTaTTi 63 3aKony Ykpainu Ne 2262-XI1 Ta nonomens [locTanosn Ne
704 MHOW0 HabYTO IPaBO HA MepepaxyHOK meHcii 3 1 Gepesns 2018 poky. «

3 orn4ny Ha BHKTajeHe, MPOIIy:«

1. BurotosutH Ha moe ivM’a JoBiZKy mpo posmip rpomosoro 3afesmedeHHs Aas
nepepaxyHKy meHcii, 33 HODMaMH YWHHHHMH CTaHoM Ha 1 Oepesma 2018 poxky, 1o akoi
BKMIOYHTH OCHOBHi TA 0JaTKOBi BHIH [POMIOBOro 3abesNedeHHS, SKi BPaXoBYBATHCA NPH
BH3HAYeHI CYMH TPOIIOBOTO 3a0e3MeueHHs I 0OIHCICHHS POSMIDY MO€T MeHcil 10 HACTAaHHA B
MeHe IpaBa Ha ii nepepaxysok (Ilinctasa: pimenns Bequxoi [Tatata Bepxossoro Cyay Vepainn
Bi11 24.06.2020 poky no 3pa3koEiil axviaicTpaTHEHIH cnpagi Ne 160/8324/19).«

2. HampaBHTH BKA3aHY J0BiAKY (MyHKT 1) 70 [0N0BHOTO YIpaBlinka IlercifiHoro Gonay
Vrkpaian B M. KueB1 A1 3aMiHA paHinre Hagadoi Jo T'Y TT®Y 10BiAKH, 2 KOMI0 JOBLIKH HagaTH
MeHi 0c0GHCTO B PYKH .+

Ilpo PesYABTaTH EAHTHX 3aX0MIE Tporry noirgopymysaTH ¢
B YCTAHOBTEHOMY MOPSIKY.+

o

P _—

e

B.I Yemeus+
o
o
27 GepesHs 2021 poky+
o

o GamaredontBLE BRIEEX R
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BEREGCGomaredonHARAERENN, RIMZALFBEBAPEXHENARNETBEEEEZMNPEX
R NEERMAY, BREHRFIERFPRApayloadWFEAREWINE, BRZARFAILFHF LR
TvbsE BB R HI .

e‘ 914aa3b3fb:
=M wEr HTES =2 2EEE Lemss R =3
EEE ;EZ BFEEER
WBFEETS.
BEEEE: REEE BTIEIEL
Google LLC  sha256 2020545218 4:..
HREERES)
&R |Guug\? LLC
BT [
- EEaTE: |2020$4)E_|21 5 43400
EFEEHV)
EE ()]
EEIHEE: BT AEE
TIMESTAMP-S... FalF 202054F21F 4:
(D)
BE

02 Efth

APT-C-20 (APT28) : REBHFHERMAPTARRRNERN—, ZARMzebrocy REARSTE
EVFNREESRLEER, ZARD—BERIFEZKENER, BaiBMNZREFREEdelphi
go. NiM&Fh A, EFEFR, HITWE T IZARFhzebrocyNBXER. SFE2ARFBIRKE T
BAAPT 28 AR H M F* e TIB B I i B K azchrome W E E DY, WG & BT FEXALE S
REEBARIARBITRE R, ZHAXABdelphiBERE, ZiLAKBERFXRAdelphiiEEhR
KEyzebrocy downloader, BERFHIFFBRAEFMNABREERI K, BEHLLEEAMELZHEX
EE], ARBEETHRRITBTAPT 28 AR ERIFLRIBERIFo

* EENChrome exe A RIFHRFEZHNH N
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APT-C-25 (APT29) : —HLURBIESEP HIIMER B FEXRE, ZRUEREMMUNE R NER, &
WIERE BB EER NHTHNERE, ZARAEE0doyFEEEN, BT AERRK.

SELHH, MR B Volexity i B —2 iz AR 2 E BT MR BB &E D, ZARFAY
BEEPIEEXEBERARTERER. BBNE, AXEEXHFTREE T TEEHENBEFTR
£, RMATIRSER2MRR.

C:\Users\dev\Desktop\WUELIA StLA\D116\x64\Release\D116.pdb

APT-C-29 (Turla) : ERZMBRAPTARF, FAIZERBANANAAXREFTNAEAR Z—, ZAHALRH
Carbon. ComRat. KarzuarZFGaI 1EH, MEFEBEZ TV B, KELUCRWRIFEE MM
ER, REER, BEIR2KMsolarwindsEHm#is 51z4EELE MW KarzuarG I EEXEL,

SEFEY), BSIMNLMRELIMZARFER ron PythonWANBEREHEN—IF, B LT EEIT
B =Elron Python, Turloc AR RIBUIEIToythonwEREEMZA, BeetpythonfUiBhER
TR NetEFEamAPL e+ 78 K. ANX—RXKE, ZARRKIESNAZHAEFNOM AR FERHET

HEED .

c BEHBEFHHENPDBREE
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-2 G

1H5H

FBI. CISA. ODNI. NSA%FSolarwindsE#r B &8E"

WSS

SandwormALAKEHEEFRIT Mz R 52

2Lt

CISA

CERT-FR

Palo Alto Networks

=

2H15H

f

BE:S

2H19H

IronNetlnjector: TurlaMFEERHEME LA™

ik

Security Affairs

2R22H

FINAPT28F BE B RE BEILRANBENREE

EZPN

3R/H

S®BHEXMAPTHRF]FH M58 E IS HE & B E

“HETR  —RHNET NG R

FBI

4H15H

US-CERT

4H15H

ZEEBFHIASolarWindsH & EZ2H B HSVRY

Fortinet

4R26H

BEBHIBEIRB (SVR) WE{T5h: BB REHE>

Volexity

5H3H

BYBEHEEACOVIDBEEES T =BT

5R2/H

M APT 29347 7 LUAEEIE A T AW L B & IE 5N

P IIES0 G

6H4H

SBUFRRLE TR Z BB AT N S = S /I BN HY

HBINobeliumiizh*®

6R25H

* 2021 F EH FERMHMK AR APTIREE R

BR=22R

Microsoft
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5%

PARMX BB HER, BRIBEHMA, 2021F48, FEANMIBZZIG B NARRMNERIUBIIN
BFHGHIEE, FRAERRANERIENNEEEN, 2021 F EFFPRMX S NHRAREIET M
%, RN EBREFMuddyWater, APT34. Charming KittentB 2R 8, 202 1FRRMXE
WEHPARUBUAEBNE, BRNFEIAALKCharming KittenB BRI EREFA R,

01.MuddyWater

MuddyWater®&HHR, EREEREEFRILR. AB. TEESFAMKER, BERAENBEE
B, EEAEZNAARNENH, ARZRKPowerShelllBIM TENEIBRNE L. ETFBEMBEER
'), AESYWMARNERBURSE, MK T RGN RE, BTN FHREF AR DT HER.

MuddyWater2 < F L+ FhARMX RIFRMNEE, EANKE S VAL, LR AUFMAT
githubBEBCobalt Strikefl#a*, BEEEAUGBHNMEBUA N EANKHTHHERONehub
TEREES, FRANGE U LI ENE R T

LasSall cleall (o suie / LaliY) salud) EHREEBTER
NP PP REERIF.
oAyl At oy EFEINERZE
sl L85 Ay s Aals Bl gl ) R EFZMXAOEE | HEIESERFENBBEIIFR TR
5D AR ) S Rh il el el i Gl 1), ERFAERSETAIFEREUPLHIT TRERAR. &
el slan) Jgm g el glal) sl 4 slall el ALl L) /AR RUETI XA ESE MRS T2MEFER.
s B el Sl s ) el sy B Bl It , BEAEEREHWBLRREETRIER F X THAHERSIL
el gk g Cilam iy alal) sl al) 82 e i 5 il Ml EIXRERBHNARRSER, EXHE  ESTIERs
Llal) LY el W) Jsall 6308 U8 Cn sl s T el sl 0o SReERERTEERFE.
Al el o canall I g iyl @lall ol 0 slatl udad BT TERETREXRE
elme ¥ Jsall U8 G LS 2 o) ) ) 2o 2 HARER/USFIXRIER KIS ZThttps://nme.gov.ae
ALl Ja ) e AL (o3 o gadl iy BORES.
1 80 gl O / BB il / 3 5 Jilas
https://nmc.gov.ae
A (Bl | sl

° BREXHULEBZEENER



030

RESEARCH REPORT

02.0ilrig

OllrigdBAR, M NAPT34, RFEF2017/F1BLUCreenBugs &R ERAFHIRE, OllrighlBiE. A
AT AR EER, EEFXEE MNP ARX,

ZARERBEXHRDATEI], RDATE201L/FR2019F—EW KR, 2 TANTIERRE
httpMdnsFEBRYE(E, ST ABEEB FThttpMdnsBEH#HITMEEE. B2019F—1ME N “Lab
Dookhtegan” BV MRAPTIAT ALK, AR -—BEEXNKEG AR FEARMER, LUEERW
HATH —AEBVET), tonedeaf REBRMRAMAEX ZBEHR LI £2020F48. A H R, MK
BEREBHT TRETEARTEENX Mimikatz THo

HRBESE, OlRIGHRAIMERMREB T MHEIEARSIdeTwist T RERAEXBERT, ZARNHES
FERETH—PBEN. OlIRIgESRENKE PR IZHIEANRER. NEBFAGEXEAXET, LT
BRIV BEUNEEXEITARABTEE - M REER, AN ITIERESERPCH M. EFMNRSE
x, FBHELE HR RARAIF =M, BUSTEERX, KNRERZBAEX AR TEIARIREHR
B EE:

Job Responsibilities

\Efficiently perform sales meetings with Chip PC customers

iDeveIop know-how on all assigned Chip PC products, programs, and systems.
1Strive to meet or exceed established sales goals

iBe proficient with CRM tool (preferably Salesforce.com)

'Plan and carry out sales and marketing strategy per given business plan

iWork closely with inside sales, operations, technical suppaort, presales and marketin
}Build good business relationships with channel partners

‘Represent and maintain a professional image in all communications to customers g
iAttend trade shows, conferences and marketing events as needed

iDeveIop strategic opportunities with customers and partners.Required Qualification
‘Minimum 5 year of sales experience, high-tech market preferred.

iHigth motivated for sales and sales development in a fast paced technology comp
‘Proven sales abilitics

iExceIIent communication skills

‘Team player.

'Very good business English (oral and writing) — Company language is English

» M| Sales Manager /HR JlechnicalNSUpporty

* OIRIGARFBIRY
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03.Hfth

APT-C-41 (E&EIR) X#StrongPity, ER&EERN T Z5XLEF B AT FERHETT, ZEFR
FNE R TIZA RN RE R EITE.

ARG HBERMFESE, MBEOdayFipIgES, BE—ERNERBENEINEN, BRKFBEHE
MRBEREEHIT KA S WINRAR. 7-ZIP. TeamViewerFE AR R E BB ZALRF
A,

SE2AEAR, BUTHRIETZAHARGERNEEREE, HKIv3 B’JEA#*?'A@%Skype\ Winrar.
Find And Mount%, EREMTAR T ZARHTNERNREERINI, fIETEEREE, BR(1EN
BB EERNERIBRER.

FHeEE (C) » AF » Administrator » AppData » Local » Temp » ndaData

HE - FEEEER

= : PECE
ﬁﬁ nvwmisrv.exe 2021/7/9 15:47
53 winmsism.exe 2021/7/9 15:47 iz =5
N
i FormatFactory 5.4.5.1 22% l = g
TrETUE
TIZ4E FormatFactory 5. 4.5 1 78 [SREEIES. %y

HFMREVERRRS . # [Febn] (FTENR@E.

The installation package contains IrernSource adware, If you uncheck -
installation options. They will not affect your computer ‘ ‘

This seftware is prowided *as-is’, without any express or implied
warranty. In mo event will the anthors be held lisble for any damages =
arising from the use of this software

Touwr privacy iz impertant o us Ouw seftwars snd websits will mot

gu%fﬁ:gﬁ(miﬁcgzg@%- R [HEAR O] $EETR - WS ESDRARTR
ormatFactory 5.4.5.1 o

ERE D

APT-C-23 (WEIE) ERAMZAREFMIOSKHIERE, ZARB IR ERNELEXHNA

L, EAREEMKRERERETRENEBRENIOSNAEF. &G, ERAHFFATSock

PortURBEIALUR AEAR, LRI Z @I iR A& 10S RIBBERIBEERAAER. Y, &M

ZAHRERARERANEMKERFTHEZE, EREE 100 MEEIOSMANdrold BRI, HEE
FBH B AR 7 2 on S FITHI AR S5 25 ko

* BT AERA I RESNENBREIIXH
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I~
hy

2021 EFFHESHELE

1 2EBEIR B FRINAPTAHLA I
B E I E 40 ER

Ol.E% “#ra&ld” HXBEERAL TSI

SELHFFLIEMRBBILBRATR, BE/BLH, RitHFIEBL.8120), IRTMXEZEEE
REBE. XHBNELS “FaelE” BXREEDRAL TS0, T2EAENBHEREIENFED
T WEEF T BT S EN.

48, BATHE T BERIRALH ARIEHEFA ERNNEET TV HTERGNNEAREHEE, 58,
EiE. ERRAEREEHNEEET M LR T EBXE,

APT4HAR FI A #h S 1% TE A KEESTNG WEB RTINS
APT-C-00 (&3&7%) =
APT-C-01 (=) = =
APT-C-08 (BEXR7#) = = =
APT-C-24 (M2 1%) = =
APT-C-28 (Scarcruft) E
APT-C-54 (Gamaredon) E
APT-C-55 (Kimsuky) =
APT-C-56 (FEBBEBS%) = =
APT-C-59 (EIRR) =

° B4 “WERE WEHIEMIRNEDAPTHSR
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GOVERNMENT OF INDIA
MINISTRY OF HEALTH AND FAMILY WELFARE

HEALTH MINISTER HARSH VARDHAN ISSUED GUIDELINE FOR VACCINATION

1. Govt of India may begin vaccinating people for COVID-19 in January.

h—HEEEELE

LmEhEEE

1) XOARNEE , DAATRISEAER | TTPEBRE=ENBEREEE , &
BDARE, AR TLEES.

2) BEVETINUA | ERIERE RIS EREIER.

3) (RISPUBBAVIRGE , SRBREEMIRERY | LMEREREOMBASA T RERLE
BET{EMER , S5FR% , ARBIENARRENE.

4) EURLBYFRSIS , REMLUE RN , BV SeRBBHIREHIEE,

2 \BHRREhEETARL

1) RBAVINEES , SNIRBOE , (RFFHDE,

2) EEEFRREN , BREAREEDNERR, SHNATRER , MEDR

EOFREIFRIARE,
3) BERFE , EHEN. FELRTLHEETD , RERE. €15, B
A

4) TeEtntEE , @5 WMAEHEY , FETERAIRER.,

5) HITATETARER , CIEAHT. SHMEEER , VERKSHMEtIE
HEE , FEREIEEEE.

6) ARBETREEN , FE=HH .

7) BRI MIFTEEERE | RELESFF.

8) ARMRR AT RN EEEES

B2

ter Harsh Vardhan has said that the government'’s priority
fficacy of the vaccine.

‘| personally feel may be in January in any stage or any
e when we can be in a position to give first Covid vaccine

ne vaccines that
alysed by the dry

Ith experts have
ths, India will ha

E1

L 9) BENNFHNESES. BIEBRANHSHREITS , EEETEE |

1. TOPTOBE.TbHI BUTHOCHHH -
1.1, CTOpOHH BiT3HAYHTH NOMHTHEHY THHAMIKY 3GITHIISHHS 22 OCTAHHI POKH OGCATIE
IBOCTOPOHHEO] TOPTiBi, HeZRAKAIOUH HA MaHTeMit0 COVID-19, AKa MaTa 3HATHHH
HCTaTHBHHi BILTHB Ha CKOHOMITHY CHIYaWiio y CBITi, BKTIOYaiOTH TOPTOBETHHI

‘pimocHmL.-
12, Vkpaickka CTOpOHA 3ANDONOHYEaTa 3AMyCTHTH MeXaHIM  HaT:EHualfHOY
RO Nik Va0 1 Jlepwanow Katap, CIPAORIHOIO A KOODHHANiKO

3 y Toprisai Ta immmx

cq>epax AisTBHOCT, CrIp! a Takox {HmEMH

a Taxuii Mexauizv Jtiaruve

ZOMOBHIOIOMHH  {HCTPYMGHT 10 B¢ ICHYIOMHX IHCTDYMCHTIS, BH3HaYCHHX
MEKRADOTHINMI JIOTOBOPAMH, 4 YTOTH CBiTooi opraizaii TOpriemi mocHTAT

Mk oprasavm CTopin Ta
eKCTpeHHX .

TrOPHTM Bi
1.3. V mowy 0'mky, VKpaificika CTOPONa MIIrOTyc T4 MepelacTh Ha pOIraat
Karapeskiii  CTODOHi NPOSKT MeMODAHIYMY MpO  BIA€MOPOIYMIHHS MK
MiHICIEDCTROM  POSKHTKY €KOHOMIKH, TODIRII T4 CIRCRKOIO TOCHOApCTHA
‘Vkpaiiti Ta BiAMOBiTHAN opraon Jlepxask Katap 3 MHTAHD CKCTPCHHOI B3€MOTT

¥ ABOCTODOHHilk TOPTiBi..
1.4, CIOPOHH WATOIOCHIM HA KAXTHROCTI HOTATRHIONO POSHIKY ROCTOPOHKROTO
mAxOM 06MiRY i ieto mozo
TOBETEIITR MiHGPOITX DICTABOK Ta 2 apyapor, 3K mpopoxTLcs b 060X Kpaitax
14 cnpusEER yuaci y sranammx

3axomax.«

1.5, Vipailichka CTOPOIIa 3aNPOCIETa MPEICTABINIKID KATAPCLKOro Gidliecy DITH YacTh
Y TIpoLecaX, OB’ A3aHHX 3 NPHBATHIALIEK |

B3

BB IFEXHE XA

HE—HliEElE

fH1E T1E.docx

PR E S rar

= _m=LibfolalA_pEl_~aBol X9 SO hwp
(37 _BREE_ AL NGl FH SAEE hwp)

COVID Vaccination for All Employees.pdf

EiERMERHER.chm

SEICEEEMNMGEICRER . doc

ITHRF R SR IBE TIEER.docx

I 1 BRI A B T B R R AR T

Figk (MAEMITIZ) xlsx

Pyongyang stores low on foreign goods amid
North Korean COVID-19 paranoia (1).doc

o E1BEBREEFEN

° B2 EnBOAEXH

* B3.GamaredoniF E3014
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02.FI. AEIMKEETE, XN REETIMAPTRG AKX

s e

N BREET BETIHNRENEFEBEEAL BN R, OEFFNCNC, BERFHRITITR
PNETFITIVBURAERARIEN. S EBAFIN, 48, mIEFSMX B BREER L, SAFIEEILM
AR ARBEAEWTEDBFINE, BSEINZET X HREE DENBRNREEE, I8 RE. EIR
Bl BEESFZ AR, HNET DET ARG MEEE K.
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. fi'l_"/ﬂ
/;\\\ (APTC59)///\\\
S ETE
(APT-C-01) (APT-C-00)
JT ] JT
18 28 38 48 58 68
\_ﬁ \ |
N
0 R i o
(APT-C-24) //;;\\\
BRI
(APT-C-08)
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2 APTHHERNEAR

APTHRERESRBUE. @R FEA[RTENEHFNREER, FAUNEFNBEAFENEREA, B2
BEETIMEXNERARBESANE DA

B EARFSEBREUS. &5 Ui, R BESE. RIT UV EIUASFMWMAPTRE IR E, LHES
FEFFENREEDD, FHFUNERARBNEHFTURNAD NEBREBIEERH,

W5 | Wik | English | FIETR® [CE==
B 1 EEmEmEE [marnmr
: 50T - TR

SRR BEAH WA BUSEER WBIES b

| = T AFME2020EEN AFSRE ARSI TEBYERNAE

X ACTAEE2021-2-8

HE: (K] [F] [N IEER % B Q

FEEPARAASEIGE | SEEFRURSIAFRSREARSTERYRE  RETAFSHZRES
RG] (LRI "BSE ) MMIER SR BT HENE ST | MINE2020EEN AFSHEE S
ICEES (LITER "FlE" ) SXRERASE -

—. FEECHNNE

REBVEE | 2020 B TS  BRAOA (T “HRA" ) BELE202051510E127315WE
NIAFE, SRS B STNERSSUANE (TR "S8HE° ) QAR RERAECHTIUR

IR, FEMOIOR, FOAZRENEMRIIRAIFARENARESEWENE (LITER Bl )G, 5RE

AFEIAFSRERTRESENR (HRENRFL) | TEASEREINRE  BRE020FECR ZEEZEE
B, SHTESTANGE , DRSNATRIMBERNE, B EART
ROEsERrBEAT=[ ( FARBKAR-600007T- ‘Sh—&" SEIHM-FESSIMINNG fosaE HHEE
BB A ) <B IR -20 20 B4R ESTHE: 20214048028
| FECETHRMFRESOENE , LURBEHA THANGARET =3 B 1109
Y FSFABCE >
= RRDRERTIRAGA SRR 2
Bl &2

° BELAA “DE2020F K" FH1E ° B2EnEMNE “REN NBERENA
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COLONIAL PRESS RELEASE :

Media Statement Update: Colonial Pipeline System Disruption
Update—Sunday, May 9, 5:10 p.m.

On May 7, Colonial Pipeline Company learned it was the victim of a cybersecurity attack and has since determined that the incident
involved ransomware. Quickly after learning of the attack, Colonial proactively took certain systems offline to contain the threat. These
actions temporarily halted all pipeline operations and affected some of our IT systems, which we are actively in the process of restoring

Leading, third-party cybersecurily experts were also immediately engaged after discovering the issue and launched an investigation
into the nature and scope of this incident. We have remained in contact with law enforcement and other federal agencies, including the
Department of Energy who is leading the Federal Government response.

Maintaining the operational security of our pipeline, in addition to safely bringing our systems back online, remain our highest prioritics.
Over the past 48 hours, Colonial Pipeline personnel have taken additional precautionary measures to help further monitor and protect
the safety and security of its pipeline.

The Colonial Pipeline operations team is developing a system restart plan. While our mainlines (Lines 1,2, 3 and 4) remain offline, some
smaller lateral lines between terminals and delivery points are now operational. We are in the process of restoring service to other
laterals and will bring our full system back online only when we believe it is safe to do so, and in full compliance with the approval of all
federal regulations.

At this time, our primary focus continues to be the safe and efficient restoration of service to our pipeline system, while minimizing
disruprion 10 our customers and all those who rely on Colonial Pipeline. We appreciate the parience and ouTpouring of Support we have @

received from others throughout the industry.

a4t

* Colonial PipelineABIE =R
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Wbk Lookup James Willy
Adnin City. Panama

Adnin Country PA

Adnin Email: 6d89df6180bSed27s@vhoisguard. com

Admin Organization: WhoisGuard, Inc.

Adnin State/Province: Panama i

Creation Date: 2020-10-13T07:10: 17,002
Creation Date: 2020-10-137T07:10: 172 James Willy @james0xA(
DNSSEC: unsigned
Domain Name: BROVVEN. 10

Windows kernel & browser security researcher. Also
interested in cryptology and mathematics

0 FHEXE 0 X3H

="

[Exploit Research Blog]

DOS2RCE: A New Technique to Exploit V8
NULL Pomter Dereferen-ce Bug

Are you still working on V8?

@ | have some questions.
-

202059818, FF 332

e has been discovered in V8 compiler which af

bypass a security mitigation. Hi

| wanna take your advice.

kS I've just finished writing a blog
4 about exploiting V8 issue
Y 003286
I i
blogpost
@  How do you think about it?
-
or-y

n this blog, we describe the details 1o exploit this vulnerabilty and demanstrate the remote code execution

o “WFETH) WEHATIRE
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