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wiE BREES, ZRE%&SA CVE-2021-3156 , ®EEE: =& KT
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Wi EENERSs=EMDRAERT, TIUFA sudo ETFHMEPX 4L
wmiE, 3K root PR,
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Xfltb, 360CERT B/ KAF KB sudo AREIEHIRA. SRR, 1E#K
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# sudo MATAS TSR R PRI T BT RS MRS, RS
(@A FIRGAS, sudoer FdE sudoers) EB]NFIFLIRRE, mLHE
FEMWIE, WEEFTEEMEMAS 0T, FF BIRFTMES root

AR .

AR ERI T AR#ITES:

MX3E root HREFR RS, FFEMS sudoedit -s /

- MR — A sudoedit: FFLAVIREE, M ARPFERTE.

- WRMWE—L usage: FRKRVIRE, FBAKPHTELLE
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debain EZEE, MATTINEEEHN sudo BfHE, centos BRIRAIKEIF

M

(D) ImBEEA T

NFRESRIEFNAR, B systemtap #HFTIA IR ZERE:
1. REFTFEM systemtap FRAEFRFHI:
systemtap yum-utils kernel-devel-"$(uname -r)"

StF RHEL7, {FH&S L% kernel debuginfo: debuginfo-install -y kernel-

"$(uname -r)
S+ RHEL 8, {FAAS %% sudo debuginfo: debuginfo-install sudo
2. BIEIAT systemtap BIAR (CBSX{Fdr&h sudoedit-block.stap) :
probe process("/usr/bin/sudo").function("main") {

command = cmdline_args(0,0,"");

if (strpos(command, "edit") >= 0) {

raise(9);
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3. AT R EMA: (£ root (XR)
# nohup stap -g sudoedit-block.stap &

ZHAR S8 5 X B E A9 sudoedit —#H XMAHFIETE.  sudo s S IRE
T

FRENEERRRN, DAEBRERBFENNA.

4 —BRETHTER, so MUBIEEUE systemtap H#HFERMIBR systemtap

IR, i, s

# kill -s SIGTERM 7590 (H #7590 =2 systemtap #F2#9 PID)
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1. RedHat B Hi@%

https://access.redhat.com/security/cve/CVE-2021-3156

2. CVE-2021-3156: Heap-Based Buffer Overflow in Sudo (Baron Samedit)

https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021 -

3156-heap-based-buffer-overflow-in-sudo-baron-samedit
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