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WEEKLY SECURITY INCIDENT
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MR EEREASXRAT 200 MEERMKS

H#H: 2020-10-06

4T B
FU =

{E4&: Gareth Corfield

#5%: [The Register’, 'Ardonagh Group', 'Ransomware’, 'Accounts’]

1B A L@ The Register 1582, & "cyber incident' /2 H IT igkAYAfE, Ardonagh

Group fRIEAEWIBE(S 200 MEBEIERFNAIMERIK,, RE (SRETHR) 7%, (FA4

HEE T AFNERKEZLAT), Ardonagh Group 2020 ELk—EAEKBEEAT., &

E—REBHRENRNRETSE: BIRIE, Ardonagh BiEAT T WEIRES, ERiRE 9400

AEEE, Ardonagh BOAE A KellyAnnKnight ;8B EmIAAEIESAY cyber incident' 281

Wi, (ESEIESH I,

B

|hns|L(erance firm Ardonagh Group disabled 200 admin accounts as ransomware infection took
0

https://www.theregister.com/2020/10/06/ardonagh_group_ransomware/

INBIZIRIRHIEIN T Linux ZE 555 BTN &E

H H: 2020-10-05
%5)7« =

{£%&: Sergiu Gatlan

#5%: ['Docker’, 'Monero', 'Password Stealing’, '"Mimipy', 'Mimikatz', TeamTNT']

TeamTNT BIAEH 7 BIOIZEIRE, (FHESZEIMEEREGIOEEERRE. R

PRZAHRERUERE Docker SERIANBNR, FERZMASIHITARERINAY Monero
(XMR) ZiEMEE, EZBRIMENE TR, BEINEIFEER AR ERF

FIE, "Unit 422’9 ARAEI, TeamTNT IEAES G RERRANIEE], XOREE

i3 mimipy (523 Windows/Linux/macOS)F1 mimipenguin’ (2 Linux) NP2 Ao #TEL

IheE, XMER Mimikatz FRRZAERRETT NIX =mEAY, Unit 42 451X FiiE R a3 79 Black-

T, CaWEAFKEESZAGFTHREIVTMBXER, FHEERXLE TeamTNT f9a<SF]

=HIpRSS =

1B

Crypto-mining worm adds Linux password stealing capability

https://www.bleepingcomputer.com/news/security/crypto-mining-worm-adds-linux-
password-stealing-capability/

R EEH LI UEFI rootkit
H 8f: 2020-10-05
=2 =
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{E2&: Sergiu Gatlan

#5%: [UEFI', '"MosacRegressor', 'rootkit', 'LoJax']

LZERRARTESE 2019 FEXIWPMEBUAFELR (NGO) NWHEHIEEHAI T E
TANMEEHFEAAY UEFl rootkit,  UEFI (Si—al¥ RBEHEL) B IFEERARTEER
%, RANCLRETIEEINTEN IR SPIINFH, Bt LAESEH%%E OS o EikiE
BRIZE, UEF bootkit # AT ERI-REEIEMF AR Mark Lechtik F1'lgor
Kuznetsov #RJ'MosacRegressor, @—MERK., SHEBRRVEEIAHER, HHHIRY
BERTHESEFIEIEE. Bl RAES —MEEFMERAY UEFI bootkit SE4Y, Bl
2018 & ESET AR rootkit Lolax', ‘LoJax 2HEHIERT APT28 = HME legit
LoJack B R LN T UEFIMERAIFZZCEAR, WEEBESEAZS NIRRT EEIRR

B EERERGRREARREXCER UEF B4R, ‘MosaicRegressor BB
e, ANIABZ M TENEREr, ERZLEMEERRT S L FEAHRITEERE,
15

MosaicRegressor: Second-ever UEFI rootkit found in the wild

https://www.bleepingcomputer.com/news/security/mosaicregressor-second-ever-uefi-
rootkit-found-in-the-wild/

EXHBEEFEAN Windows fHIRIRE RS

H&i: 2020-10-07

fara gy Ao
T E

Mo =)
(===F
#R%5: [Malwarebytes', 'Vietnam', '"APT32', 'Inject’, 'Phishing']
ARAREIN T —FFRIIEREE, BIEE BRSO EEIEEN Windows f&ix

GRS, (EAMBIHERCNFE, BURKERU— MENS MR, SERN
FHZ"Your Right to Compensation”, BMFHREE— zip X, BEBE—MREN
"Compensation manual.doc" i, IHRERINER, HERSEEDARIEINEE,

REMR, BXNIETRE, SEESWEE—1MLL, EIEL USSR ARINEE)
Windows fEIRIRES RS+,
e

Fileless Malware Injected in Windows Error Reporting Service

https://www.databreachtoday.com/fileless-malware-injected-in-windows-error-reporting-
service-a-15129

—Fp#FR A SLOTHFULMEDIA B93BITEAR D

HHi: 2020-10-05

=

£

R ['CISA’, 'SLOTHFULMEDIA', '"Malware', 'Dropper’, 'RAT']
ZEEFEBNEEFRES SN CNMPFIE T Z 22N LT e FEMIRIEL 25 (CISA) &
TR ITRE, IBME T —FE 9 SLOTHFULMEDIA BB EE AR AR
T, SHEHM MAR Di—1f, ZIRSRME T EXX—=IMONARMET, SiEZiiEin. M
SHTEIERIN AN FRL AN, ZonflE—> dropper, TEHATATSERZ R,
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FE—1ERBN" mediaplayerexe'FIKiZin TR (RAT) , ZTEEIBETEZEHENR
FRYRRSMEEH (C2) o DIFHEET RAT E\-ﬁ%ﬂ:ﬁ%}_, ETEESmS, HITHF=E
Bl EXEMRIAIENZZETENLNERIEE. " IRETSE,

Ea

SLOTHFULMEDIA RAT, a new weapon in the arsenal of a sophisticated threat actor
https://securityaffairs.co/wordpress/109092/malware/slothfulmedia-rat-report.ntml

BRRERMEIE, Ryuk AFAEADEH 20 RAH

H #f: 2020-10-06
5 H
{E4: lonut llascu

FR%: ['Maze', 'Ryuk’, 'REvil', 'Check Point’, 'Ransomware’, 'Malware']

W R RPMTES AR AR ERS], 5 2020 Fri731 B8, XU AL
EKWFH2RIEN, RIE Check Point'#0'1BM Security X-Force' $1¢D[‘]F‘/J\QHE—J& INFREOEN
12, HHEEERIEERIEE Maze ., "Ryuk #1'REVII' (Sodinokibi), NEENERE,
20200 F 6 BE9H, ECERRISERIESHRE, AEP—%FSZHJ}tKH@FEHJ}%ﬁ/E
X, KB Check Point FUEERRR, 2020 F5E=ZFF, Maze# Ryuk &= WAIEHZRIX
x5k, EEFIBRENE 20 xA8). RiIEGES 2020 F£10 B 6 HAYRS, RyukE
7 BIpIBINT &R, FAEERXEETRETE, XEBWESRSZ 7RI RINEXE
B, TEEZRGREENER,

e

Ransomware threat surge, Ryuk attacks about 20 orgs per week

https://www.bleepingcomputer.com/news/security/ransomware-threat-surge-ryuk-attacks-
about-20-orgs-per-week/

BRRGEHRERRPEASE, AT COVID-19 EFHE

H #A: 2020-10-06
=27 g

T’Eé

FR%:

SEM T ERINAHIE RS A F) eResearchTechnology (ERT) Ei@#hZRU4HE, B8

BEZIRN, JUERBIRER, BE— %%737&5'%7?\%967&?[5% (University hospital

Dusseldorf, UKD) HIZhZRMMHFZESH—BBELLT, WS, SEMITEHAIETRHR

2xE) eResearchTechnology (ERT) 1E88, A ABIERIEIRRAL S, ZVERETIG

HERE, BT AARNSAFET, BRl, A ASNYEEERTCIEFAL COVID-19%

H. M, FRWENEHKERIME IR, mETFHHAELE 7 —8iti,

=3

Ransomware attack on health tech firm disrupted COVID-19 medical trials

$: ['eResearchTechnology’, 'COVID-19', 'Ransomware’, ‘Medical Trials']

https://www.hackread.com/ransomware-attack-health-tech-firm-disrupted-covid-19-trials/

#EY HEH BF M TS8R A
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H #i: 2020-10-07

LT .
FEN

((==¢
7% ['Netlab', "HEH', '‘Botnet’, 'Wipes Devices']

SkEFERIZELEE 360 ML LER T Netlab B A REI T — M EEVEF ML,
WIEER AN HEH, RS EMIERARS (Ni8Hes. YERIREMIRSS:s) AIFBEUE
RIEE, ERM Go FFRRIEESMSH), LASSHiIm (237%02323) HBER, BTk
BOW, K SSHiImM (2370 2323) REEME L

15

New HEH botnet wipes devices potentially bricking them
https://securityaffairs.co/wordpress/109186/hacking/heh-botnet.html

Software AG ZEI RN T : WEHEME T THEAGRFR

H #f: 2020-10-09
K
{£4& Gareth Corfield

#R%: ['Software AG', 'German', 'Ransomware’, 'Passports’, 'Leaked']

FEERHAT)(Software AGMUFZRI TEIZRPARINE, XEEE IT EXMzERTS
AT EERHERIZN, SRREEEIERIERARESZRIREE X WE
(Anglosphere’), REZEBIHEEZ(newswire )FERBREIRZE T —nEREIRSE, 7
FE—ERERR R ML iR, ZIRETT, Software AG fRSSeeFIR T EICARIEUE
# T, El Reg BRI EHEEHRENAIIFEEHE TR 7 RTIFR, RERIKRLUR—TE
F windows REHINERER, MHRAIEEER, AEEES REEEMIIZARMY
Software AG ZF,

e

]§|oftvvare AG hit with ransomware: Crooks leak staffers' passports, want millions for stolen
iles

https://www.theregister.com/2020/10/09/software_ag_ransomware/

#EY MalLocker.B #1 & {6 B =B Eic

HHi: 2020-10-09
=
£

#RZ: ['Microsoft', 'Android’, 'Home', 'MalLocker.B', 'Ransomware’, ]

MR AT T —H45 59 MallLocker B B89 Amdroid #8124, AL T Home SRTEGE,
R (Microsoft) IO AREI, XMFFiL S8 RGBT R B IESEETF
HUFEEH) Home B ERINE],  AndroidOS B9 MalLocker.B iBid355#9 Android Kz
BFEDE, JEEXCIEISE=FMG E e, SRR AR 7 iF2 8] BrORP,
H LA =R NREIR, 7T BHRR MalLocker B FIZEIATTEER L, EINF
i\ E=AEIESICIngEE Android R ETE.

=
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New MalLocker.B ransomware displays ransom note in innovative way
https://securityaffairs.co/wordpress/109263/malware/mallocker-b-android-ransomware.html

REEIEXEEMER 8 AHRRFBENER

H#: 2020-10-10

R

1E&:

#5%: ['Carnival Corporation’, 'Data Breach', 'Ransomware’, 'Citrix]
SEREARIHM Iz ER =T (Carnival Corporation) iFSZ, 8 BHO#MIRI4KES
BEURME, $RWHsERAENEFFNTER. [ TARRAOTAGER. BFEQT
T HRREMRIZER, HilettR LEAREFARARAE, 5 10 M Hpieamegn) 100 2
REAR R,

E3E

Carnival confirms data breach as a result of the August ransomware attack
https://securityaffairs.co/wordpress/109308/data-breach/carnival-data-breach.html

REBBRR A AVREMBRREZMN T BEE

HEH: 2020-10-11

=2

((==F

#5%: [ Tyler Technologies', 'Ransom’, 'Decryption Key']

FPRIRNAIRLREXMEE LEREREER, RETRE—RERNE S INERY
1, FEFANEREERNEER IRARIENE, O B, ZATHKE 7 —ike#R
RHESH, BEEPIRETREMIIAOME_ LI 7 o SRS RANLBIERZIRTZ59)

TH, $FMRESMREE IR 23 B, BB N2 ATRIMEHEHE TiXEE
0.
s

Tyler Technologies finally paid the ransom to receive the decryption key

https://securityaffairs.co/wordpress/109334/cyber-crime/tyler-technologies-paid-
ransom.html

AEKfL FONIX B R 4RSE

HHi: 2020-10-11
=
£

#R%: [FONIX', 'Ransomware’, 'RaaS’, 'Windows']

FONIX — MESSBSRIIRIFIRSS (RaasS), H Sentinel SEREAAFA RO, BRY
EEBLBIE INETHEIERS, 358809 %. FONIX T 2020 & 7 BEREIAEEED
T, =zRIE, SIEPMERIBREENARN. TxiEY, $RUNHIFETTE
A BERA AR ZIRSHIM B AR, eERRAEEWEMETEUEEI—EE5.
TN, M, WREERFHEBMET FONIX RaasS, BERRIRTISIENR,
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H1E
Underestimating the FONIX - Ransomware as a Service could be an error
https://securityaffairs.co/wordpress/109369/cyber-crime/fonix-raas.html

CISA E£ X EBUFY19E % Emotet B iF

H #A: 2020-10-07

H4: H

1E&:

#R% ['CISA', 'US', 'Emotet’, 'Phishing']

MBEZeS5EMRELZER (CISA) AhElR, EER, B 8 BLLE, #HX=EEZ M
FOHBS AT Emotet IS, TELLEAE], CISA FINEICURFELEAMEIALT 16000
N5 Emotet JEEMEXRAIEIR, IBERIR, Emotet ERIBEIREEEBUTLIE,

E3E

CISA alert warns of Emotet attacks on US govt entities
https://securityaffairs.co/wordpress/109166/malware/cisa-alert-emotet.html

AXREEW

1. BENZIEEDR =G, KA
2. RESSRGR SN RSB THRAFA AN T EH

BENEEE. BMFEFIm,. von, ITERESFERNN T ANBRER, NEEHRTR
TN

NATE O R RREERE

RS IRSSTHRERI A BTN R
FEARTFIER T, REENNIEER
MERZ [BIHITIRE, BERIER AR RS

(D) #HEZ=
BAFTMAZHEFEME 8 FHEA,ILR

H £1: 2020-10-05

W

~N o s

(E=F

#R%: ['Cybernews', 'Australian’, 'Snewpit’, 'Bucket’, 'Amazon Web Services']
EHTIENEES AR T — DREBIEIE bucket, BFEARTHTAZTE
Snewpit', XM FZ 2RI bucket @& 80000 &£AFIER, BIEHRFAE. 28, BT
I DA R E R, BEXEICRANHFEE— T RQFFAEARY Amazon Web

9/26



Services(AWS)' BRSSs5 £, XEREHUEREN WXL HRIAERAT LIAIFH FHIXLER
ANFFROEERE. 9 B 24 H, “Snewpit bucket FHIBRSFERATHRIP, FHEaAIE,
HE

Australian social news platform leaks 80,000 user records
https://securityaffairs.co/wordpress/109108/data-breach/snewpit-leaks-80000-records.html

By B 2 [ P == /2 5] A9 #0458 2= B

B #A: 2020-10-08

=

E=r

#R%: ['Airlink International UAE', 'Dark Web', 'Leaked Data’, 'Kelvinsectteam']

MEZEHRAREN, —BRZEENIIRNFS LReEHLZ [WEKBEEFMT AT Bt
TR, BERN_EHUERIR AT RER BRI ERING, WEE I LARIBX AR T
ZCEEIE., Airlink International UA B 2 B HURITARERAIEAT], B8
200 Z2E8RT, WAL 25123, HEtReH—MEREERS[EMN, 1ZRS
=82 60 MER, B1THERARLE 5000 13X,

eI

Data from Airlink International UAE leaked on multiple dark web forums

‘httﬁsﬁ//s‘ecur’ityaﬁaws.co/wor'dpr’ess/W09237/data—breach/airlin|<—mtemat'\oma|—uae—dataf
eak.ntm

AXREHN

1 PR ERIEEE AR

2. BIIBNEIEESRSMETI/INNTEAEINE, ELRBIERR, SRS
AOBIEEhEE
NMESEF BRI N SURE R

4. WTHEERIRRSR(VPOSEREERE, ST BRI SIMNEFERIR
=1

(=) MELT
EE/A T 1500 5 =TI Fh T

HHi: 2020-10-06
% 5

{£3&" lonut llascu

#R%:['US', 'Email’, 'Fraudsters']

ZPFEAINELEEBIHHERN—RERRSMET 1500 57T, XiElFRmEY
FERT 2 M, XBNEIPLARN T —EmUSZ 2B FHMEXEE, BEMHRIT 740
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BITTH. ERSZTIEE, &% 7k, FHSLUSHEI TR 7 BIIKAIATE, M=
AT, REMIRARFET —TEEE20NHE, BMIIAIINEREE, 27, T&
ERALEAR T AVE - REVEMEMINBRESR L. EMERrR, T KE9mE
RYRSTENILER B FE FHBARK .,

HE

The anatomy of a $15 million cyber heist on a US company

https://www.bleepingcomputer.com/news/security/the-anatomy-of-a-15-million-cyber-
heist-on-a-us-company/

REMILRFHRT 6 AT

H#H: 2020-10-05

s

.
F. =

7. =]

1E&:
#R%: ['Swiss', 'the University of Basel', 'Salary’, 'Phishing’, 'Attack’]

REEEFIN T BEEERRFENI/ IRIEEAFARTHK MEIAFREKSNWS
KIDEPHEHTRRRRS, RIERERS, WIE/IMAERE TN, R IR AFLE
aYXNENans, HEFERR TIREMIIAAREYE. ' (SonntagsZeitung) R
8, EEFEREDAFIL, BRERANTRENRS, AEBEMEBIENZm AR
MIFTIZRIOTRER, BEHIT 6 [UHIIEE, H RS ESEBEIEN,
(SonntagsZeitung) #hFeiR, EEFHEINEARMEAT, EZKFHIRTINREIRNES
WantE, KEHR,

115

Hackers stole a six-figure amount from Swiss universities
https://securityaffairs.co/wordpress/109100/hacking/swiss-universities-hacked.html

W — IR P25 59 & BT IR Ik 25 4 15 1E
H&3: 2020-10-05

=]
=)

R

4
=

.

o

P}

S
A
ZEWRARESTIR, F—ERINENBEFHPE £ SREEXANEE, XEE
BEFILRFaE, NmAESH Emotet R MESEAINBEAEIE. Z2NF
‘Proofpoint EEAI 7 HTTE=AME, LM EEEERBEREREEZREMINIR
=8, [EES, KnowBed IE&I T B— P EIREERSEINZERSAINEIIBER, %5
ETEREVENE, Proofpoint#R, &IAAY EmotetiEasiaF 10 B 1H, X2 Emotet BfF
BB TASA2 BENR NBLERE 1 TEETIE,

=3

Fresh Wave of Phishing Emails Use Election as a Lure

S

. ['Proofpoint’, 'Phishing’, 'Election’, 'Emotet’, '‘Botnet']

https://www.databreachtoday.com/fresh-wave-phishing-emails-use-election-as-lure-a-15117

EfREEHLE (IMO) EZMER T
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H#7: 2020-10-06

S0 5

E=F

#7%: [The United Nations International Maritime Organization’, IMQO", 'Cyber Attack’, 'IT System']

BREEEREFAHER (IMO) KET —RMELK S, FzfUgiR, 98 30 H, B—RWEK
Wi, AR IT ZFEBRIBSA, BRERN—LENERSTEER. ZSEMNRRE
i BRELAHEMUEFIEMETMEIIRS . NIEEBFHME R otFEthNERrINR
IMEEET/EIES, Wit www.imo.org E2F 10 B 2 BikEiAa.,

HE

A sophisticated cyberattack hit the International Maritime Organization (IMO)

https://securityaffairs.co/wordpress/109154/hacking/international-maritime-organization-
imo-cyberattack.htmi

5M3EARSS Chowbus ERER &, BT 40 ARFFAXEIRWE
H H5: 2020-10-08

E&:

#R%5: [Chowbus', 'Food Delivery', 'Stole Data’, 'Database’, 'Cyber Attack’]

T2 Mo & Chowbus BRIEER S, BEFRGE S QA8 EEFEUERY
BNIREE, WHEEBXLHIESHEI—FT Excel (CSV) XHH, HaEF X 7 IXLE
MHZRYEE, RRMUIEREMEYS. B, BiESiE, ik (. M. B
BIRES) . YMSEZRFEFN Chowbus SYEMKEEE FTHIMBIL,

15

Food Delivery Service Chowbus hacked, more than 400K customer impacted

Fttp}s:}//se‘cur’ityaﬁawg.co/word press/109224/data-breach/food-delivery-service-chowbus-
nack.ntm

B2 EFAKIF B ER Windows BT EE
H 8f: 2020-10-09

{£& lonut llascu
#R%: ['Microsoft’, 'ZeroLogon', 'MuddyWater', TA505', 'CVE-2020-1472]

MIRE SR, WEILFED FELFREMIIAIEFIAEXS ZeroLogon IRRAIF &R

18, ZZEEEEMICTERIMEKENIRALR MuddyWater' (SeedWorm)#E 9 B T BIFEER

W ECERAN. X—R, BiER TAS05, — MWEKEMSEE RSB/

F, HH$RTF 2014 FRMH Dridex IRITARS, 243k, TAS0S —BEEHITHE, &E

BRI, NEDEBERG, &, XMMEEIARZE, XNEkE T Clop #IRR

, ELANEFEBEMSERMSAS (Maastricht University) RIZRE, ST 30 tEism
(922 H5%7T) HE=,

=3

Ransomware gang now using critical Windows flaw in attacks

12/ 26



https://www.bleepingcomputer.com/news/security/ransomware-gang-now-using-critical-
windows-flaw-in-attacks/

EtZEeH: FHRERETEEAOLERME
HEA: 2020-10-09

£h 5

{E2&: Sergiu Gatlan

#5%5: ['US Census', 'DHS', 'Attack’]

EEETREHE 2020 F 10 B RLERMIE—DE LRI ERSEPIR, 2019 F3
EAOEENEER T REMS FrIZRE, EEANSERREXEFF BUFEANSLT
M, ARKEEREESFIAONSGITEE. AR, BHPEUTHEXLEE 55
t81d 6750 {ZETHIBF PR S D EcAERE. WHMIMNBIN. BXZeskin, tHIEERT
585 2020 FEERF AR 2020 FEAOEERIENMIRE, ERMIFEZRNREE
#B 0] BEIT EIRAA,

B

DHS: Unknown hackers targeted the US Census Bureau network

https://www.bleepingcomputer.com/news/security/dhs-unknown-hackers-targeted-the-us-
census-bureau-network/

ET Mirai B9 loT KB Z#&E 7 WA 0day iKiE
H 8f: 2020-10-05

g

==3

PR ['Netlab', 'Tenda’, 'RAT', 'Ttint', 'DDoS']

‘Netlab &I —1 309 loT B %L, HRIA Tenda BEEHEEA 0day iR, LEEmizis

[EEREFEARS (RAT) o #FRA TUnt BB NEEE 2019 F 11 BUSKR—EIERK, {7

‘DDoS' Thggsr, ERBIE 12 MmtEiniaInEe. WEEFIA Tenda IH2SAY Oday ki
(CVE-2018-14558 (CVE-2020-10987) #3A& Ttint #A, EF Mirai {tA3A9 Tint izt ih10]

REEARS, 81F 10 55 Mirai DDoS WEHIESH] 12 FI=HIES, MIRHERHREH]

‘Socket5(UIE, ENIKHEEDNS' . 8E iptables’. HITEEN RS HS.

15

A New Mirai based loT RAT Spreading Through 2 0-day Vulnerabilities

https://gbhackers.com/ttint-iot-botnet/

Fullz House A{E Boom! &Y/ uk

HHA: 2020-10-06

4

(E=F

#R%: ['Fullz House', 'Mobile', 'Boom!", 'E-skimer']

EARFIRZAER Fullz House B3R Y EERHMFEIAMNEZZzERD (MYNO) Boom! BIMuL,
Boom B ABINEEFIREENZFIFT &R ST, EIsEgFEREEREX
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aoIRENZE (B3E AT&T, T-Mobile #1 Verizon) H9%#%. Fullz House F9E2Z7E Boom!
MIAEENT —> e-skimer, R=HE, TEIEEARBMIER.

HE

Fullz House hacked the website of Boom! Mobile provider to steal credit cards
https://securityaffairs.co/wordpress/109144/malware/boom-mobile-e-skimmer.html

Wisepay f3“FHl" BT RE T U FEHANREBEBEHAIBE LE
H H: 2020-10-07

R o

&35 Gareth Corfield

#R%: UK, 'Wisepay', 'Cashless Payments', '‘Outage’, 'Pre-emptive']

RELTUEREZH AT Wisepay KB NEERIREMSARITUE, #OBHERMLEX
e XRSEHITINEBHIRNB BN TIFERIFmIPABME] (F) ROFERERFHT
EELTMEN", TARNZABRR, BN BELIEEHR", Wisepay REA@E, "5
M'R2—NEEFIARZR, BRI S MBI EE ML T PRI

15

Wisepay 'outage' is actually the school meal payments biz trying to stop an intruder from
stealing customer card details

https://www.theregister.com/2020/10/07/wisepay _outage was _cyber attack/

Comcast BI85 J AR AT BT xHiE
H8f: 2020-10-07
4R

{EZ&" lonut llascu

#R%: ['Comcast’, 'XR11', 'Microsoft’, 'Remotes’, 'IOT', 'WarezThe Remote']

ZEMRARDHT T Comcast B9 XR11 Xfinity iIB5ZEizes, AU T —FEEIRLEISA
FPREMSSETRGIMRENGE. SEBRILINEERRTE, MK Edge XEIAY
XR1TRBT a0 M e B, BRETIMSBEEIINEHITERE, FRBNEE
X, T TESS S, EEESM, B8 1800 AP REFHE J1ZIRE.,

15

Comcast cable remotes hacked to snoop on conversations

https://www.bleepingcomputer.com/news/security/comcast-cable-remotes-hacked-to-
snoop-on-conversations/

WordPress J®iE 4 Zerologon B $z fiiliE
HHH: 2020-10-07
45
(E=F
#R%: ['WordPress', 'Zerologon', 'File-Manager Plugin’, 'CVE-2020-25213", 'CVE-2020-1472"]
AR, Zerologon (CVE-2020-1472) pABRATA &R, BENAXNRENIRTE
FHEREEE EBNEE, ATAAXNREE, BEFEKET wordpress File-
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Manager $E{FrRIE-CVE-2020-25213 Z5&FERA, 1ZRmEDIFERS SR HIITERR
1B (RCE®E) ., W& @I CVE-2020-25213 54 15IRSGZBINIRZ fo, B RIERE,
HEH AT Zerologon K.

Bay WordPress MEASRITTE, #iERETF 360 QUAKE

t Rt (LR

ESE|
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HE o
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15
Using a WordPress flaw to leverage Zerologon vulnerability and attack companies’ Domain
Controllers

https://securityaffairs.co/wordpress/109175/hacking/zerologon-dc-hack.html

REHA N E BRERFERS

HHA: 2020-10-08
%2& $
EA:

A

#R%: ['Bahamut’, 'BlackBerry', 'Espionage’, 'Fake News Websites', 'Phishing']

ZEFRARIR, — 1B Bahamut PEREZFHLGHEEMHERS HESENESHY
A, BirE R RAFERNBARINAE, HFRARAILT Bahamut BIZRYL MR
FENL, BRSHEEESERS. thIEAI T — P MEIIEIRIELIN 235 google
play FRE R BEIEFROEEN RS, XENEREFATHMETENZEETER, B
TZALNEFAEE, BERUBKXIRSZEENMESIIA.
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e
Hack-For-Hire Group Wages Espionage, Fake News Campaigns

https://www.databreachtoday.com/hack-for-hire-group-wages-espionage-fake-news-
campaigns-a-15139

To#RER, MEHEMKIEDENIE

H H: 2020-10-08

R

(==

FR%: [[Amazon’, 'Prime Day', 'Phishing’, '"Malicious Websites ']

MEILTEDF EEA B SEE T RHE N FEEITIEYE sl . HRARES
%, RIEFR B S# mhEaME T a iR MubnAiE, RIE—H 2020 F 108 8 HA
AR EIRE, B 8 Bk, BRERILSHmiECIZAISTIETFMGEERE, X
28 3 BhERBURREZHI—IR, HRARDHT THLMITHING, LUBERE R S
AEAIRRAVFT T EMETEISHOEE, HARER, BIMTAEF AL SEAS R B
F17h, HES BN EIEMEBHNECERL, SFEUEIIRVEIE. WS ERMEMEUREL
1z

B

Amazon Prime Day Spurs Spike in Phishing, Fraud Attacks
https://threatpost.com/amazon-prime-day-spurs-spike-in-phishing-fraud-attacks/159960/

Fitbit gallery o] i F 24X BB N AERF
H&4: 2020-10-09

Eh:

&35 lonut llascu

#R%5: [Fitbit Gallery', "Malicious Apps', 'Upload’, 'Fitness']

—(UREARAREI, £XT Fitoit REFAGEENREF A LA LEEIGIER] Fitbit 15, AR
ILABEIVEHEZEE ], B YT, BEUUFBX—=, HiRAFRINL
FAteR, LASKER (M Fitbit IR EREIEFHMIER) FENPAGR. Fitbit FARSE
MIRERAIFRIRE (BReFR. Bit) | NEFRAAAENSTIHIREME. OX. EIRR
SLINESHRICREFEIR, Fitbit REFAEHXOSMZINERES (R, . &
‘K. SCFRERF) #BTE Fitbit B R EEF &R,

1B

Fitbit gallery can be used to distribute malicious apps

https://www.bleepingcomputer.com/news/security/fitbit-gallery-can-be-used-to-distribute-
malicious-apps/

AXREHW

1 RIRFFRINGZZENL T(E, BRIAIASER
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152 A CON

Zi— web NEHRIBEE, BHEEEHERER

R DONRBEANAERA0SS, BRI AIXIG

TEREBRT L2

TREENEER, TNEARWL, AEEFTFEN G, FEEEiTaiTRER
TEA&IGF hitp IRSGSE

HF - mBE SR

ERGRBIROS, BEREOS, HEESHEEKREN.

(o) Efbsst
RATH RSB RIEILBUE & o] AT R 4R

HHi: 2020-10-06
K
==

#R%: [Windows', 'Vulnerabilities', 'Antivirus’, 'DACLS', 'ProgramData’]

kB CyberARK IZEHARAREI T ESHHNZERE, 2T REEARS
I AR, SEANERZFELL, RESHNREEXR T EstXE, BACE
BER, fENEEEBEUESIIRSITEERME. RIEARARBNLE, X1 bug
REZERER C\ProgramData' BRAIZNA DACLS', 7EN FBIEF AT FiEEIEN
Windows t, IWHIEREBEZNEFERF, (EOBFERYS ProgramData 1B ZEs SRR,
MRS FARALUAIERY %LlocalAppData%’, Hitt, WNER— M IBSSOHIZEE
‘ProgramData #EliE T — M ASHISNHEEBINE R, AT BEIZETR-,

jEa

Flaws in Popular Antivirus Softwares Let Attackers to Escalate Privileges

©O© 0 N o A W N

https://gbhackers.com/flaws-in-popular-antivirus-softwares-let-attackers-to-escalate-
privileges/

Bugcrowd 7 2020 K i%E H &R{E 1S X E R Bugs

HHH: 2020-10-08

S5

((==F

F7%: [Bugcrowd', 'Bugs’, 'OWASP']

Bugcrowd f£10 B 7 H&EH T —FiEE, EHARARZTUNT 2020 FRE—1MZEES
HIMAIEZHI bug, BN OWASP EE=AYF 10 MIIFRFRIESR bug 51745, BIEE
AR, SQLIEN. SMBMIRIERA N REXIN. SREIERE. IR
IEETERILAR 5 [a= [,

=3

Bugcrowd picks top bugs to watch for in late 2020
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https://www.scmagazine.com/home/security-news/bugcrowd-picks-top-bugs-to-watch-for-
in-late-2020/

EEREMEREEZ PRI 55 M LLRE

H#5: 2020-10-09

R

1E&:

#R%: ['Apple’, 'Vulnerabilities', 'XSS', 'RCE', 'Ethical Hackers']

— B 5 BHERZFHMAIENEFRI—RIIRS RN 723 55 NeE, Eeix 12

NRERITFATERE. XERBENZERRE="FARAIFIREESERY, RiE

SERIGBITRITL, XE'BE RESHIXE T 28.85 HETHIRM. AT N NEE

WINRETER, 29 MEAKESRN, 13 MEFENTE, FIT 2 MESESRG.

AT THERER™EY, BNERTBRRETD RS (CVSS) FMti XX RmIEET4E

SRANVSHEXZIMAIENR, EXEREF, B NRELARE: — D EEieUEiT
(RCE) ™A, ErEsIERAREHEE T (Apple Distinguished Educators) F2Fi&

FEEER, SR T HILENS5EHE iCloud #IERYRTE S FMEEIL A
(XSS) iwifdl.

E3E

55 security flaws found in various Apple services

https://www.welivesecurity.com/2020/10/09/55-security-flaws-found-various-apple-services/

Facebook B XL imAR €

H#3: 2020-10-09

E:

((==F

#R%: [Facebook', 'Bug Bounty', 'Hacker Plus']

‘Facebook #EH T —IRTIREITY), EEH—LHIARARRNEFEHRmE. 1285
THRIFRA" Hacker Plus”, MRMEESER, iHARARATLXEZ = RF0T6ed TE N
i, FHEB1200 Facebook FEEERN, Facebook H9Zee TIZAIE Dan Gurfinkel £
2020 10 B 9 BHIMEFA: “ Hacker Plus ETEEENZ 5 facebook HIIRIEE 1LY
HRAREYAMX, WINASHREIRS,

=

Facebook Debuts Bug Bounty ‘Loyalty Program’
https://threatpost.com/facebook-bug-bounty-loyalty-program/159993/

AXREHW

1 RENEGRSZ P IRSEFHITHRATHERAIN T B
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(=) 360 &x12+

EIRIARIRZ 2 EH, Windows FIFAIEIT 360 22 PR T 22k, HEitFEs
AR PR LRI IEE 2N IR PRI B TR A R B it T8, IBHE

fEERA BB X mAaz= ALk (360safe-ent#360.cn)
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