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REvil IEGER = s E F ) HER

H #8: 2021-04-20
SKJE: Sergiu Gatlan

Fr%: ['REVIl', 'Apple']

Quanta B—HRKSBMUTEBRIRBIRITHIED (ODM) , FE=Z Apple Watch, Apple
Macbook Air 1 Apple Macbook Pro R%i&mR, REvil $hZEEGENEFRE IBILIZA T
S TERNREE, HEKERQTES B 1 BZaixEs, LG LEEGERIEE
#HOtEE, RIE Tor (UFAE, Quanta sRESERVAE 4 B 27 HZAISZY 5,000 57T,
B EETIEREXN 1123ET, ANEXEUBEIRESHITEE,

15

REvil gang tries to extort Apple, threatens to sell stolen blueprints

https://www.bleepingcomputer.com/news/security/revil-gang-tries-to-extort-apple-
threatens-to-sell-stolen-blueprints/

B Xcode 1 B £ BB R A W E R Mac

H#3: 2021-04-19
3kiB: The Hacker News
#5%: ['Mac', 'Xcode', 'Apple’, 'M1']

— T Xcode FFRER Mac BERAFELESEN, LUSINIERT MG HRSIE, i
EEINEE, MINZEMAARRFFENZER, XCSSET 7 2020 F 8 AR IlEIT EL
[EHY Xcode IDE INE#HTERE, PN, XLIMEWRECE AHITEM AR,

=

Malware That Spreads Via Xcode Projects Now Targeting Apple's M1
https://thehackernews.com/2021/04/malware-spreads-via-xcode-projects-now.html

REBREMEEE. Spotify MIFREBHIESNOBRRMH

HER: 2021-04-20
fﬁé/x @
3kJB: Lawrence Abrams

#RZ5: ['Spotify’, 'Info-stealing’, 'Fake Site']

B IERGHRERENE. Spotify Fl—MELSUSEEIRERAIMNUG, FHBIDX LR RIS A
TR, PEURFE web NIESEETRIER-FIER, REEEIES SiiTHY, X
[TEEREENNAER. P10, WKERERI— N S 7 — MELSREN R
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Fr, M, SRFPRET S, ISR —MRENMEIERE, FEE—MRE
A9 Xchess3"EESREN IR, MZEFNEAEOISITEENRM.

53

Fake Microsoft Store, Spotify sites spread info-stealing malware

https://www.bleepingcomputer.com/news/security/fake-microsoft-store-spotify-sites-
spread-info-stealing-malware/

Qlocker B1 R B L E A 7zip IZ QNAP & &F

H 8 2021-04-21
B Lawrence Abrams

F7%: [QNAP', 'Qlocker']

—IAEtXI 2Bk QNAP IR EZ A AHME SN RSN IEAEFH T, X DERREIR A Qlocker, FF
F 20215 4 B 19 HIFAERT QNAP i858, WHEER 7-zip 5 QNAP 8& LRI
IEIZEAMRIPRIINEER S, SHHEER, QNAP RREMRE BTS2 H
12, XEHHER 7zip apATH TS, BRI ASeRtia, QNAP IREHISX R IEER
BIRIPRY 7-zip EET, L7z T REERE.

15

Massive Qlocker ransomware attack uses 7zip to encrypt QNAP devices

https://www.bleepingcomputer.com/news/security/massive-glocker-ransomware-attack-
uses-/zip-to-encrypt-gnap-devices/

“ToxicEye” L E IR Telegram F & HiZik

H#A: 2021-04-22
kI Elizabeth Montalbano

#R3%5: [Telegram', 'ToxicEye']

—IGAARAIL, REEAANA ZWERIBRERNARER, BEAEHRAZN

ToxicEye ROIRIRIHFHEHAARD (RAT) o, Toxickye BEMUAILUEENHRSE, wk
R, FANZEZRETHELE,
5

Telegram Platform Abused in 'ToxicEye' Malware Campaigns
https://threatpost.com/telegram-toxiceye-malware/165543/

Joker EEH 4 EHIEREZ A Android % &

HHF: 2021-04-22
fﬁ@x @

SKIB: Akshaya Asokan

#RZ5: ['Android’, 'Huawei']

EZ LT Doctor Web #R, Joker =BT HEANE S NAREIE AppGallery hiIEE
N BHE T 2B 50 55 Android iR88, IXLEE/NANABERSH T3 53.8 X,
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BaiiRss. WEERESEEEBERER MIENEN SRIRS, AEBIXES
RIEETEIK RIS eIk 2, — B e BER, SAFSERER, FHgFRS
DIEEFINEERNSSIIEEIRS S, F N HEEMENS. TERIEGZE Android 8
BRPITRSRENIRSS.

=

Joker Malware Targets More Android Devices
https://www.databreachtoday.com/joker-malware-targets-more-android-devices-a-16450

RBENR L EFAURAE OB B L= &

HE9: 2021-04-24
0 5
k)8 Deeba Ahmed

Fr%: ['Android', 'Pareto’, 'Botnet']

W& L e/ E) Human Security (J& White Ops) &I T — 1B EEZIETEFMKHIER
VEITED, BE/INEERT 100 254G Android BBaiigs, RGBT SEa0N, XL
NERSRERAREIT B SHTIRR, RGBT mASESIEHIEN android 1R85
o, DIERERNT SRENE, ERRARIR, BFRMEREIET 6000 1 CTV RHE
Fr, BREMDIRME 6.5 2&EHBK,

=

Hacked Android phones mimicked connected TV products to generate fake ad views
https://www.hackread.com/hacked-android-phones-connected-tv-products-malware/
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kIR Sergiu Gatlan

#r%: ['ClickStudios', 'Passwordstate']

Passwordstate @— 1 AMEIBERRR SR, E#EEk 29,000 RAEAY 370,000 2E%
2T BWARER, ENEFAZRHEIFE S00&b\, SIFRA, E, £/, M
=, BE L&, EFREE, EEFER, Passwordstate ZRDEIE2EEFERIAE Click
Studios BAIEF, WEEBIA T ZNEERIEMLE, ERIAE ML ELMENEK T

53
Passwordstate password manager hacked in supply chain attack

https://www.bleepingcomputer.com/news/security/passwordstate-password-manager-
hacked-in-supply-chain-attack/

Codecov ZF|{# T E

B #i: 2021-04-19
%55
K& Pierluigi Paganini

#r%: ['Codecov', 'Bash’]

BHRE) Codecov BBMEKE, WEHEBIA TH— M TERIMNNE, HWRIKEEBIR T
HEMZI, LB ERIESSIZS ENERZ A Bash Uploader BITEA,

=

Codecov was a victim of a supply chain attack
https://securityaffairs.co/wordpress/116967/hacking/codecov-supply-chain-attack.html

Lazarus APT 2XI7E{F FH BMP El{&faik RAT E& 5t

HHA: 2021-04-19
SEJE: The Hacker News

#5%: ['North Korean', '"Malwarebytes', 'Lazarus']

2021 4 B 13 B, malwarebytes BT Lazarus $ISEKE, SAEID AT
BEIERIS MR IERN, BlIIR, WEEREE HTA JIRIRAE) BMP X
HrRLARER RAT Loader, =REEEKE,

malwarebytes FEHR ISR ERIFE AR RITIZH T T o, xSt
https://blog.malwarebytes.com/malwarebytes-news/2021/04/lazarus-apt-conceals-
malicious-code-within-bmp-file-to-drop-its-rat/

15

Lazarus APT Hackers are now using BMP images to hide RAT malware
https://thehackernews.com/2021/04/lazarus-apt-hackers-are-now-using-bmp.html|
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#R%: ['Lazarus', JavaScript', 'Bitcoin']

2020 F 7 B, Sansec &F 7 —f=WEE(F JavaScript 1RIR2E (JS-sniffers) ITSEEFIRR
INELBIEHTHENNE. XEH, HRARE" clientToken ="KEEa1F3EF—
FRA9 Lazarus B9 APT £B4R,

Group-1B BYEAMEIR BT X L Eshift T 7 EILRARAR, HitE 75— 1 EBEEE
REZRAORVI T &R, WEEFRUE T AR E IR ERM RIS TESGEINIEE
M. Lazarus Wh T ELEEE, ERMRAPENEER IS IRIRES: JS IRRSSSI SIS
En&Esm, SEfrt, Sansec iRpIERIZREES, A—YHigE=E) dientToken ="I¢EH
TESIRISE, M7 B— M iRBIREINKEENNZER, Group-1B FIARARE
XN EENEE R BTC Changer , Group-IB AR A RS EAZ A BTC Changer,
Group-IB B9 TI&A BIRAEEFRBIH T Lazarus (/AR BTC #islk, FHotr 7 -E WS,
SERKRINT Lazarus S5HARIENIMIERE,

e

North Korean hackers adapt web skimming for stealing Bitcoin

https://www.bleepingcomputer.com/news/security/north-korean-hackers-adapt-web-
skimming-for-stealing-bitcoin/

XEERZERRXBETHREZT A 5 KK

H #f: 2021-04-20
o =
3K BALAJI N

FRE: ['CISA', 'NSA', 'FBI', 'SVR']

MEZEMENMRIEZER (CISA) SExRZZ2F (NSA) UIKEIHEER (FBl) &kt
BAM T —IXTHSERIIMNERB (SVR) EEFBIATEARREIE, EEER
ZEFR, HEH SVR IEEANBXERENEEEBTNEG, XEBETTORIRS, B
FENEZMNERRBSHRIETRE, —BEXNEESI THRSHER, WIMIUES
HERRIASE EI TR\l B A BT RO 2K,

=

NSA Released Top 5 Vulnerabilities that Exploited by Russian Hackers

Qttﬁgz//g bhackers.com/nsa-released-top-5-vulnerabilities-that-exploited-by-russian-
ackers/

2 25| E{RAY Facebook &3 T &

HHH: 2021-04-21
'l*?%x \ﬁJ

SKIB: Wagas

#1525 ['Facebook Messenger’, 'Facebook’, 'Phinshing’]

L8222 ) F) groupib & T —HHIRE, WA T 0 80 2 MERBFRIHES
&AL, B ERIM. WM. JeSEFRSELAR SRRl 7KEY 1000 NEEfRAY
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Facebook PAMKS, HRIBXEMKS AR Facebook &, KREERERAY
Facebook Messenger, LIFBENEFIEREE.

53

Facebook ads used in spreading Facebook Messenger phishing scam
https://www.hackread.com/facebook-ads-facebook-messenger-phishing-scam/
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(=) Eh=E4
EZEFRIREA VPN &&RiE

HEHA: 2021-04-21

SRR Liam Tung

FRZ5: [FireEye', 'CISAT]

WiEL e E) Firebye FIEEETLEINELEFIEMZHRETER (CISA) AHES,
MRICEEFIF Pulse Connect 2% VPN P e R MAYIRIE TS, FireEye ik,
E—EEEESRER 4 B AR CVE-2021-22893 iRiERNR & LIS, Xt
FHFEHENN 105 (FHN109) |, BENTERAHEESITERSHRIL
=

Hackers are actively targeting flaws in these VPN devices. Here's what you need to do

vk W N

https://www.zdnet.com/article/hackers-are-actively-targeting-flaws-in-these-vpn-devices-
heres-what-you-need-to-do/

Homebrew IZE X IBH T iwiFE T 5
H#3: 2021-04-21
SkiB: reitermarkus

#r%: ['Homebrew', 'Ruby’, 'HackerOne']
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