(@) 360 CERT
COMPUTER EMERGENCY READINESS TEAM http:“[cert-gso-cn

22 IR

LZEEHER (04.26-05.02)

360CERT
IEtRFERITER/AS | 2021-05-03




(22%— umoeo)

http://cert.360.cn

IREBIR TEHMER (04.26-05.02)
=gt TEEMHEIR REmS B6-2021-050601
HRERA 1.0 & BER 2021-05-06
REFE 360CERT BREPI cert@360.cn
2951 IEREFEFHERAE
BT
S 21]1e%
REMRAS =) () Bz fEiA
10 2021-05-06 360CERT 360CERT BEIRE

2/3




() -CERT EErEs)
\\ﬁ&‘;{_j SSD Y READINESS TEAM http://cert.360.cn

— FEHFHRIE ... 1
—. S 2

= BRI B e 3
G T3 - OO 3

B 'G5 = 5

() BRI oo 7

L) = == L= OO 8

N FERRMUBBIRTTEE ..oooooooeooeeeeeeeoeee et 10
(—) 360 PALEZS[BIMERZRE ... e 10

(Z) 360 BEDHTMIRIIER . ... 10

(Z) 360 BT 11

BT A SRR ..o e 12
IR B ZBEZEEURBA oo 14

3/3



(@) CERT E=EED)
y*\hl't':’.j 280 CET http://cert.360.cn

—. SR

360CERT

REFHFRAE

VY [TV 1NGIBENT
[Essscs s S S

REWFRZESEMH 15 I

IES e TR HURNE E, SRAEAE: Reverb’. “Apple’. PHP SRC
&= BEFIEREREARKE, SR LER

XF1tE, 360CERT #2iX:

1. M 360 T2 D RSN,

{5F 360 L2 HTIBNFa TRIBNRER,

{55/ 360 i rh Mgz imlliRSS QUAKE 78Nz,
HeFr R BEARTRL LIE, LR EZRERE,

> oW

1/16



¥ READINESS

EEESTERD)
http://cert.360.cn

TEiER

Rotalakiro: Linux #2551

FluBot [ERFAR{FBARERM

EEFA SonicWall 0Day iwilEEkE FiveHands EhZEx{4
TEHERN T EBEINEENRBREEEIRt
~HEERES R T RSB R LE

HiExre

EEEY 2.5 ZEEFPOICR

Reverb HHEEFRRPAER

150 BREBINBEXIIBFIMHCREBTE

PIEBE

2= RA 0day imE%ds MacOS 1HE#

First Horizon {RITAEZIKFHEBEETINEA RS
Hit=H

— MY PHP Composer iR RESEU 2RI N HEI o
Apple {£#h T macOS Gatekeeper #43AYRwIE

F5 BIG-IP 53%F Kerberos KDC EilmmiEK

2 /16

FR
kA k
ok k
* Kk K
ok k
* Kk K
FH
*kkk
* Kk K
ok k
FR
kA
* Kk K
FR
kA
* Kk K

Yk Kk



(@) CERT (228 nm=so)
%ggg’ S860-CER T http://cert.360.cn

=. FHFB

(—) EEERF

Rotalakiro: Linux #2517
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B Netlab

#3%: ['Linux’, 'Backdoor’, 'Rotalakiro']

360 NETLAB RY BotMon &&ttwic 7BA 0 VT ilAIRT%E ELF S04 (MD5 =
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Rotalakiro: A long live secret backdoor with O VT detection
https://blog.netlab.360.com/stealth rotajakiro. backdoor en/
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#7525 ['Proofpoint’, 'Europe’]

Proofpoint BITAR A RIR, ZHEE 7 & 2iHRs5X— a0k A, B2/ FluBot
Android [EIREAHBIRERUNSIEIE, XRZE RGN, XEEERERNZERLE
FEEFAZMIE, AR THHTaRELAESESERE, —  E— T tRE
FEEZR.
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FluBot Spyware Spreads Across Europe
https://www.databreachtoday.com/flubot-spyware-spreads-across-europe-a-16480
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SkiB: The Hacker News
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Hackers Exploit SonicWall Zero-Day Bug in FiveHands Ransomware Attacks
https://thehackernews.com/2021/04/hackers-exploit-sonicwall-zero-day-bug.html
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WRZJ9 Purple Lambert; iz E&EBMAHEBE1II08E, PILMKENGITMEREFHEER "R
&', o, EERUILUNBEGRRRTRRERESR, BRHFITAEREREKN
Payload,

B3

Kaspersky spots CIA malware with backdoor capabilities
https://www.hackread.com/kaspersky-cia-malware-backdoor-capabilities/
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H#3: 2021-05-02

ki Pierluigi Paganini

#5%: ['Swiss Cloud', 'Ransomware']

4827 B, XRInE=EVREBERIHRNUNE, SEZATIRSEMIRIEREE,
ZAEIERIE HPE AR E RV T, NEDFIRERE.

*15

Cloud hosting provider Swiss Cloud suffered a ransomware attack

https://securityaffairs.co/wordpress/117433/cyber-crime/swiss-cloud-ransomware-
attack.html
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Hacker dumps sensitive household records of 250M Americans
https://www.hackread.com/hacker-dumps-household-records-of-americans/
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Reverb discloses data breach exposing musicians' personal info

https.//www.bleepingcomputer.com/news/security/reverb-discloses-data-breach-exposing-
musicians-personal-info/
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3kJE: The Hacker News

#R%: ['Password’, 'Government']
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X (50726) . XR—EIREBFIT—MER"'COMB21"#I 100GB ig22URERNDHT, X1
HEESWHTFZRENLES, BUERE—MNEZILTFECz LRTERT, BILETSEXK
REARNEREFERZ R SARIEUE.

e

3.2 Billion Leaked Passwords Contain 1.5 Million Records with Government Emails
https://thehackernews.com/2021/04/32-billion-leaked-passwords-contain=15.html
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UFBZRERIP, INMAFREHUERIEAE Macos £iz17. macOS AYRIEHIRA
CVE-2021-30657,

e

Hackers Exploit 0-Day Gatekeeper Flaw to Attack MacOS Computers
https://thehackernews.com/2021/04/hackers-exploit-0-day-gatekeeper-flaw.html
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#R%5: ['First Horizon']

IRITIERRAE] FirstHorizon Corporation #758, HEBH =AM LIRITKFERABBIE
FRINZ. First Horizon 2—RHKXIGMERMIRSZ AT, 8 840 (ZETR, REHIEIT.
BRI S EEIRSS, First Horizon 7 2021 £ 4 Bk 7 iXEeKs:, H&RrE
o7 BIRMENEF. FEREAI, WEHEH e AEaiEEIEFEE=
BHFRRE, |AZFRIM ZERITRKS,

e

First Horizon bank online accounts hacked to steal customers’ funds

https://www.bleepingcomputer.com/news/security/first-horizon-bank-online-accounts-
hacked-to-steal-customers-funds/
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Fr%5: ['PHP', '"Composer’, 'URL']

PHP R348 E 1S Composer RUHPE B AT 7 — 1 8EfiERF, LA — 1 &ERE,
ZmE BT EE R TERG ST ED PHP FERE LG, NMSEUERNE
&, ZRERTGIEREFSR N URL 95T, nlReitAkiniean<$iT.

e

A New PHP Composer Bug Could Enable Widespread Supply-Chain Attacks

vk W N

https://thehackernews.com/2021/04/a-new-php-composer-bug-could-
enable.html?utm_source=feedburner&utm_medium=feed&utm campaign=Feed%3A+The
HackersNews+%28The+Hackers+News+-+Cyber+Security+Blog%29
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FEREM T —RINRTEH T, BRT LR, SE— MR ZFBR 0day Rigi—
MPRGETRIE. 22T E&KMH, Bl macOS Big Sur 1.3, EF— 1 REETEANE

252 Cedric Owens KIMAYEIE. 1ZKE#IERRH CVE-2021-30657, KEERISHS
Gatekeeper (GERAFARBEAFNTENASZRIFLE]) .
FE

Apple patches macOS Gatekeeper bypass vulnerability exploited in the wild

https://www.zdnet.com/article/apple-patches-macos-gatekeeper-bypass-vulnerability-
exploited-in-the-wild/
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H#3: 2021-04-28

SKiJR: The Hacker News

#5%: ['KDC', 'F5', 'Kerberos']

Kerberos ZiAn &0 (KDC) REINRERFE—TFAISITRE (CVE-2021-

23008) , 2@ F5 KB IP N FBREFRAR IARSS, Silverfort iR AR Yaron Kassner [
Rotem Zach fE—faik&in: "KDC BURIRESITEEESUY Kerberos SHMIERIAE
IPipaRIEEIERE (APM) |, SIZeRE, RIGIBURTIFRBAIAZIREIRGAE,
E2E

F5 BIG-IP Found Vulnerable to Kerberos KDC Spoofing Vulnerability
https://thehackernews.com/2021/04/f5-big-ip-found-vulnerable-to-kerberos.html
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