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REAXRE (UL) AMEELESHE

HE9: 2021-02-19

£ 5

B Lawrence Abrams

#3%: ['UL LLC', 'Ransomware']

fREgESCINzE (UL LLC) BEEERWEGKE, RENERSIHTINE, FAS5RSEE
M. UL ZEEERKX. BEREANZEINELAT], 7 40 Z2PEZME 14000 2R T
F4b, ULinSiBmEREss. EiCABMN, BiiERss. 8, EERA0ER USB 58
=HIBHE, EREEALIR, UL RERINES, MEMNEHFIRERS.

1B

Underwriters Laboratories (UL) certification giant hit by ransomware

https://www.bleepingcomputer.com/news/security/underwriters-laboratories-ul-
certification-giant-hit-by-ransomware/

RENAEFNTERARERN, THEIX 102X

H#: 2021-02-16
%55
kI8 Catalin Cimpanu

#r%5: ['/Android’, 'SHAREiIt', 'RCE']

— A REABIT 10 {2RH9 Android FIFFER—SHARER, SAKIEHMORER. SHAREI R —
SRR SR RS M B s AR, S BT hE) ARSI

&5, FJLUS) SHAREIt MAREFARIEESmS, FFEGENRERETEEN . BE
R FREFRIARHIS S, BRETERP ARG N R =T NAERF.
5

Security bugs left unpatched in Android app with one billion downloads

https://www.zdnet.com/article/security-bugs-left-unpatched-in-android-app-with-one-
billlon-downloads/

Masslogger /&R A S LA Outlook. Chrome &

H#: 2021-02-18

3&J&: Charlie Osborne

#r%: ['Chrome’, 'Outlook’, ‘Trojan’, 'Phinshing']

Masslogger & RARDEFIEESIRFFEL Outlook, Chrome &, ZARSFBMNEHE
mRA AR SSIEXRIE S, FEE RARMIE, MRIZIZFEITFMG, BRNEHmF
A9 HTML 3244 CHM 3244, ERidBEaHEIRAI Javascript fUIBRY HTML 34, &RZS
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HEFBEE S Masslogger fiNEzEAY PowerShell BIZR,

53
Masslogger Trojan reinvented in quest to steal Outlook, Chrome credentials
https://blog.talosintelligence.com/2021/02/masslogger-cred-exfil.html
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H#A: 2021-02-17
R 5
SkJE: Eileen Yu

Fr%5: ['Singtel’, 'FTA']

FINIKEBE A Singtel 1IESE, 12.9 HEZFRI M ASIERIETE, HEPEMIINSHIES
BUAREM—EHE, SiEgE. BER. FNSHEMLRbIL, 28 &) Singtel RT
RIERITIK P EBFI—Z A Singtel FBaBIEHIEWEFR 45 ERTHERANER BT
=, Itoh, SEHENE. SEMEFIRWERERD 23 REWAY EHoER BERITE,
E2E

Singtel breach compromises data of customers, former employees

Howon

https://www.zdnet.com/article/singtel-breach-compromises-data-of-customers-former-
employees/
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#5725 [Jones Day', 'Clop’, 'Leak Data’, 'Dark Web']

Clop #hZ B FERE W _EttEE 7 NEERRIMSS5PT Jones Day EXHYEUE,  Jones Day
E—xEXRENEERINES, (AREERSHFEMNEFHE (Donald Trump) XJ
T TEEREE, SBANS, EREEFTARE, Bi—LEFREERK
BAT), EEAF, Alphabet Inc 9 Google, JRRIBATFIZERT, BEEMLL EAMH
BEFR, MBI Jones Day & T A0 100GB RIS, #UREIEE FHBAEFIAES S,

53

Clop ransomware gang leaks Jones Day law firm data on dark web
https://www.hackread.com/clop-ransomware-gang-jones-day-dark-web-data-leak/

AXRREEW

1. RAEFGEFMFRINTEURETE
2. REHEMRSME, RIHTEBENSHEXZEENE

3. RMEVNEIEESRSMEEINNTEADINE, ELEIERR, FSRSEHETE
RO HEE

4. BERNERIFECERINE, EREETEF AR R

(=) MEKE
DDoS B3 1] EXMO Jfing £ 3 R 558

H#i: 2021-02-15

3R Sergiu Gatlan

FR%5: ['British', 'EXMO', 'DDoS']

RENNELEMRZAT EXMO HIBRSS 5B T B4EARSS (DDoS) WEEERTE.
WEHRER, EXMO BiETEBR, FRBELHABMEAFIREEHE EXMO BEH 7=
ZIRF, 2021F 2 517 H, EXMO IRSB=FRERT, FHIR: "HAIKE T IIF, XE—IX
EXRME (8% 30GB) , #2007 ARV NEMZHY, SiEMuL, API, Websocket
API FIIRERR, R, FEXMER T, (Hoseahit L NTERIRE AR, RIS
EWEIR, T IARE T EfaE Rk IEXME R BER R L.

e

DDoS attack takes down EXMO cryptocurrency exchange servers

https://www.bleepingcomputer.com/news/security/ddos-attack-takes-down-exmo-
cryptocurrency-exchange-servers/
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SEJE: lonut llascu

FR: ['ScamClub’, "WebKit', 'CVE-2021-1801]

ScamClub FFZRRFI A WebKit Web MIiS2E5 ZEHaIRE, REBFREECZEIFIRR
H. PIAREA CVE-2021-1801, A EX=1""R9, BXRBIEE SREIVEHIEE
1600 3,

53

Malvertisers exploited browser zero-day to redirect users to scams

https://blog.conﬂamt.com/ma\vertisewscamdubfbygasses—iframe—gandboxmg—with—
postmessage-shenanigans-cve-2021-1801-1c¢998378bfba

SR B R )L B9 a0t B L IR

H#f: 2021-02-17
o =
338 Habiba Rashid

FRZ: ['RTSP', 'CCTV', 'Monitor', 'Video Stream']

SafetyDetections WELZEHFNEAEER, 2)LENRFE— 1 RE XEHTHEER
1%, HJRERSHEMEERZRTODIRGLAIIINR. FIY, HMUER Lalss, HelE
FA RTSP ROBGH, (0 CCTV IB&H) EXUENE, X{ERHE e 1zF. B
=RISCRI AR

=

Misconfigured baby monitors exposing video stream online
https://www.hackread.com/misconfigured-baby-monitors-exposing-video-stream-online/

Microsoft NZB SolarWoinds iA&E45 R
HE3: 2021-02-18
SR MSRC

7% ['Microsoft’, 'SolarWinds', 'Azure’, 'Intune’, 'Exchange’]

2020 F 12 B, HERES=T SolarWinds ft§EME, 202162 B 18 H, HEkkmtisE
EHREPEERS, BERETARMENRNE, T281E

- BB Azure HERAAS (RS, =&t SHIIFE)

- #6493 Intune LBIARCHD

- #B4> Exchange B45RMAHT

MExfaE, ERMUISAREEUER, B, MRESSRICER SEE RIEEkKE)
IR,

e

Microsoft Internal Solorigate Investigation — Final Update

https://msrc-blog.microsoft.com/2021/02/18/microsoft-internal-solorigate-investigation-
final-update/
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faragps A
TN =

kIR Sergiu Gatlan
#r%: ['Google', 'CSP', 'Credit Cards']

W& A Google By Apps Script WSNAFFAFS, KEFEEFESMLE LY
FHESHIEAEEE. EEABESIAA Google B9 Apps FIAEEE(EN, FETRSE
P& Google FIEINIAELL =AY CSP BC&  (BHLE Web NAIEFHRAZEEACIEHRITAY
wetnfE) BB%, ML, ER script.google.com EEREER IS Z AN TR
En], FERSASRERE (CSP) =244,

53

Hackers abuse Google Apps Script to steal credit cards, bypass CSP

https://www.bleepingcomputer.com/news/security/hackers-abuse-google-apps-script-to-
steal-credit-cards-bypass-csp/

P25 59 £ 8 BB F BR B SRR T AR I SRl B

H#: 2021-02-19
%55
>kJJ&: Bradley Barth

#r%: ['Phishing’, 'Bypass Defenses’, 'URL Beginning']

ZERRARIR, MWIEEQNEIRZSTIE R B RN FHM B IHERIZEAY T k5T
1, #®ETER, URL ANZELUhttp// 7Rk, M@l http/N'FFk, 1B URL FUERERSIREF
T, XEWUSESAIE FRMHIIEEFRISFE ioc 1T, (FSE(]RLIEREAI
RIEI ST BT,

e

Phishing campaign alters prefix in emailed hyperlinks to bypass defenses

https://www.scmagazine.com/home/security-news/phishing/phishing-campaign-alters-
prefix-in-hyperlinks-to-bypass-email-defenses/
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